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INTRODUCTION

Volume | of the 1998 Summer Study report provided a framework for integrating capabilities
underwriting Joint Vison 2010. The task force identified early and continuous agpplication of
decisve combat effects, as the centrd theme of the study, and identified eight supporting and
inter-locking operationa chdlenges. These supporting chdlenges include assured knowledge
superiority, responsve globa targeting, exploiting the littorad battlespace, inter- and intratheater
mobility, codition wafare, force and infrastructure protection, theater bdligic and cruise missle
defense, and urban operations. In each of these areas, Volume | describes sdected enablers

essential to achieving these operaiond chdlenges.

Volume Il - Supporting Reports contains material that further eaborates on the subjects
highlighted in Volume I. Part 1 explores the topic of early and continuous combat effectiveness
in further detail, by describing additiond engblers that are important dements of this overdl
capability. Pat 1 dso contains descriptions of additional enablers for responsive globd targeting,
exploiting the littoral battlespace, robotics for dismounted troops, and urban operations. Part 2 of
this volume provides a summary of related reports describing operationa concepts promoted by
the military Services that are rdlated to the overal themes of Joint Vison 2010, an overview of
recommendations from prior DSB dudies that support the findings of the 1998 Sumrner Study
task force, and other supporting analyses conducted by RAND.
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CHAPTER 1.

Early and Continuous Combat Effectiveness

Joint Vidon 2010's concepts of precison engagement, dominant maneuver, and full-
gpectrum dominance, enabled by information superiority, grew naturdly from the overwheming
tacticd dominance achieved by US and codition forces during the 1991 Pearsan Gulf War.
Bringing precise, focused combat power to bear early in a distant, overseas contingency and
providing continuous combat effectiveness is essentid to the overarching theme of dominance.

Ealy and continuous combat effectiveness is characterized by the abilities to:

o Ddiver potent military power within hours anywhere in the world;
+ Fallow-up with more potent operations, including ground forces, within 24 hours, and

o Sudan and augment these forces, including establishing regiond operaing bases -
some being sea based - even when there is limited locd infrastructure.

The figure below provides a coherent context for developing forces that can provide early
and continuous combat effectiveness. The top of the chat defines expected evolutionary
improvements in the operationd capabilities of US military forces needed to meet this chalenge,
with the upper right box defining the god for 2010 and beyond.
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The bottom of the chart shows some necessary enabling capabilities and technologies in five
functiond aeas. prompt sysems, assured knowledge superiority, advanced munitions, rapid




deployment, and combat multipliers. These five aeas are linked and interdependent. For
example, precison engagement by any plaform and munition is dependent on knowledge
superiority. Prompt systems support rapid early and decisve application of precison force. As
Figure 1 shows, the enabling capabilities are many; those highlighted are discussed in Volume |
- Joint Rapidly Deployable Early Entry Forces, Long-Range Aircraft Precison Attack System,
Submarine Precison Attack System, the Suborbitd Space Operations Vehicle and advanced
munitions.  This chepter focuses on severd  additiond enablers induding bdlisic missle
launched precison weapons, stored undersea strike module, loitering cruise missles, family of
anti-armor cgpability and family of lighter air ddiverable weapons.

BALLI STIC M SSI LE LAUNCHED PREQ S| ON WEAPCNS

JV2010 Ops Concepts: ' H
B —— Critical Operational
a 0% e
Domeartanener Capabilities:
|mmmy Ballistic  Missile Launched

Precision Weapons

Description & Rationale Force Characteristics Implications
-Theater Weapon
- ATACMS launched kinetic energy or
conventional penetrator projectiles
- GPS guidance
- Hundreds' of small or single large reentry
projectile . Potential hard target killer (i.e. several 10s of feet
- Regional/intercontinental weapon of reinforced concrete)
- A two-stage solid propellant missile compatible e
with Navygs VLS/Conventional IGBM or SLBM || * mvulnerable to airmissile defense
- Delivers kinetic energy projectiles to long ranges

« Delivers rapid response weapons to theater,
regional and intercontinental ranges against fixed
point and limited area targets (e.g.airbase, tank
assembly areas)

Enabling Technologies Major Uncertainties
« Basic missile technology - Target location error
. Reentry physics - Projectile reentry and flight dynamics feasibility at
« Kineticenergy impact phenomenology for target desired impact accuracy
damage with KE Projectiles + Possible misinterpretation (is. is it conventional or
. Fuzing technology for correct penetration distance :/:M]Ighwarhead?) of long range ballistic missile

based on intelligence forconventional penetration
« Arms control implications for SLBM and ICBM
launched weapons

DESCRIPTION AND RATIONALE

An dtractive option for attacking high-value fixed point and limited area targets is baligic
missle launched precison wegpons using GPS guidance for accurae delivery of kinetic energy
or conventional penetrator projectiles. There are several variants of this concept: theater weapons
and regiond/intercontinenta  wegpons.

The thester wegpon variant conssts of an ATACMS missle - or ATACMS ike system such
as NTACMS fitted with ether multiple (>100) short tungsten rods in the warhead or a single
conventional penetrator warhead. For the multiple rod warhead, the ATACMSIike missle is
launched in a lofted trgectory to provide a high veocity impact. The individud rods are
separated from the warhead prior to entry into the atmosphere and the kill mechaniam is kinetic



energy impact on the target. Hundreds of rods can be deivered from a single warhead in a
pattern appropriate for the target. GPS guidance is used to accurately place the pattern of rods on
target. For the conventional penetrator warhead, the ATACMS is launched on a trgectory such
that the warhead (e.g. TACMS Block |11 penetrator with a Navy MK4 reentry body) reenters the
amosphere & a lower veocity to survive reentry but sufficient for excelent hard target kill
potentid. The warhead is again guided by GPS and uses flgpffins on the afterbody for
aerodynamic control in the atimosphere to achieve high accuracy a impact. The payload includes
a conventiona penetrator warhead conssting of a penetrator case containing high explosve with
a smart fuze for accurate warhead detonation at predetermined depths. Also as could carry other
convetiona munitions for atacking moving or ddionary tacticd taget. These munitions
include BAT and LOCAAS among others such as SADARM and newer munitions.

The regiond/intercontinental weapon condsts of a twostage <olid propelant missle
NTACMS (such as surplus C4 missles) competible with the Navy's Verticd Launch System and
capable of ddivering a wegpon to 2000 nmi or a conventiond ICBM or SLBM capable of
intercontinental ranges. The warheads for both missles could be variants of those described for
the theater weapons above.

FORCE CHARACTERISTICS IMPLICATIONS

Bdligic missle launched precison sysems could ddiver rgpid response wegpons to thester,
regional and intercontinental ranges a any time of the day or night in al wesather conditions as
long as targeting information is avalable. The wegpons would be effective againg fixed point,
limited area targets and mobile tacticad targets. Area targets could be handled by the multiple rod
penetrators and would be effective againgt such targets as ar bases (arcraft sheters and
runways), P.O.L. storage dtes, fixed radar sites, and tank assembly aress. Tacticad mobile targets
could be engaged with precison submunitions. The conventiona penetrator warhead would be
effective againg many hard targets (such as those protected by several 10's of feet of reinforced
concrete). The sysems (paticulaly ones carrying the multiple rod warheads) would be
invulnerable to enemy ar defenses and thus provide a capability currently not avalable with
exiging sygems.

ENABLING TECHNOLOGIES

The enabling technologies are low risk. The launchers use basc missle technology with
gandard GPS guidance approaches for the warheads. The conventional penetrator warhead
delivery vehide uses exiding reentry body desgns and the technology is wel in hand to achieve
the impact velocities and location accuracies required for hard target kills. The long thin rod
warhead reentry physcs phenomenology has seen limited experimentd testing. The Navy
performed a hypersonic rod experiment in 1993 flying 3 long (36" - 43'), thin (1" to 1 1/2
tungsten rods on a D-5 warhead dation. The missile was flown to a range of 4,000 nmi. Two of
the rods used a carbon/carbon nose tip design with a carbon deeve around the forward portion of
the tungsten rod. One rod used a bare tungsten nose tip. One rod clearly impacted the target area
a a veocity of gpproximately 14,000 ft/sec. One clearly faled to impact and the third was
uncertain. The one that faled is thought to have been the bare tungsten nose rod as would be
expected. Target impact accuracy was not pat of this test. These results provide an initiad



indication that long thin rods can succesfully trangt the amosphere a  hyperveocities
(velocities>0,000 ft/sec) and impact the earth. This is an important result for both these
concepts as well as the space delivered kinetic energy wegpon described later in this report.

Additiona tests are required to fully understand the destructive potential of kinetic energy
impacting rods on various targets but initid tests look promisng. The dedruction potentia
produced by conventiond penetrator warheads againgt certain fixed hard targets is better
understood dthough additiond tests are needed to refine current estimates. Advanced fuzing
technologies for correct penetration distance based on avalable intdligence information should
adso be continued. Trade studies showing the difference in probabilities of kill (due to variations
in impact CEP) againg certain hard targets usng multiple long thin rod kinetic energy impactors
or the dngle conventiond penetraor should be peformed to identify the most efficient
application of each system. Please see Volume Il of this report for a more detailed discusson of
defeeting deeply buried targets.

MAJOR UNCERTAINTIES

The magor uncertainties for the kinetic energy rod impactor warhead involves projectile
reentry and flight dynamics feashility a dedred impact accuracy. The mgor uncertanties for
the conventional penetraior involve fuze performance, high explosve response, impact accuracy
and missle navigation eror. All of the sysems suffer from the possble misnterpretation of
ghort- and longrange bdligic missle launches - that is, does the warhead contan a
conventional or WMD payload? There are dso a set of arms control implications for the SLBM
and ICBM launched wesgpons since they drategic launchers would be counted under the current
START treaty agreements.

RECOMMENDATION

« Conventional Penetrator Warhead Program: Continue support for existing TACMs
Penetrator and precison submunitions such as BAT.

« KE Proectiles Initiste progran to determine the feeshility of reentry and flight
dynamics of short and long rod KE penetrators at desired impact accuracies. Increase
R&D support for determining KE impact dedruction phenomenology on vaious
targets.

RESPONSIBLE AGENCY

o Conventional Penetrator Warhead Program: Departments of the Navy and Army

o KE Prgectiles Reentry and flight dynamics - DAPRA; KE impact phenomenology
- DSWA, now integrated into DTRA



CosT ESTIMATE

o Conventiond  Penetrator Warhead Program: See TACMs Penerator Demondration
Program Fan for dealls

o KE Prgetiles Reantry and flight dynamics - initite a $5-$10M per year, 3 year
program to prove feaghility and determine accurades. KE impact phenomenology
support a $1-3M per year, 3 year program.

STORED UNDERSEA STRIKE MODULE

s S Critical Operational

|Focused Logistics

‘Dominant - Maneuver- Cap ab | | |t| es.

Full-Dim  Protection )
Information Supericrity Stored Undersea Strike Module

Description & Rationale Force Characteristics implications
- Uninhabited underwater missile launch platform * UUMLP's Would Offer an Inexpensive, Covert,
(UUMLP) that could be towed band moored in and Survivable Early Precision Guided Missile
areas of interest (submerged arsenal ship) Attack Option in the First Minutes and Hours of
a Conflict.

- UUMLP's would be towed to forward areas by

SSN/SSGN and would be remotely operated * Unambiguous Forward Presence and

Deterrence Able to Be Placed Prior to or After
- Multiple operational uses Achieving Air and Surface Superiority

* Support SOF operations

Enabling Technologies Major Uncertainties
- Command, Control, and Communications - Funding
- Further Development of "Submarine Oil Tanker" - OSD & Navy Support
- Concept for North Slope Qil - Survivability considerations

- Advanced High Bandwidth Information
Superiority Network System




UNDERWATER STRIKE MODULE

As the foremost world power, the United States will continue to maintain global interests,
and therefore must be able to influence and respond to events with credible military presence and
power projection capabilities: In the face of steadily decreasing overseas basing and'a shrinking
military budget, the United States must maintain the ability, in concert with allies, to execute
timely combat operations across the spectrum of potential and actual conflicts. Naval forces
sustaining forward presence will be the key to successful introduction as well as early
employment of ground forces.

DESCRIPTION AND RATIONALE

Submarine payload modules represent an enhancement to America’s existing force of
carriers and land attack capable combatants and submarines, not a replacement for these ships or
for land-based air forces. Operating under the operational control of the Joint Force Area
Commander, submarine payload modules will be capable of supplying substantial firepower,
early, giving unified Commanders-in-Chief the capability to halt or deter invasion and, if
necessary, enable the build-up of coalition land-based air and ground forces to achieve favorable
conflict resolution.

The submarine payload module concept is an outgrowth of the Navy’s shift in focus from
open-ocean to littoral and addresses current as well as anticipated future requirements for more
decisive, responsive, and varied support for the land battle. Leveraging stealth to allow deep
penetration of defenses, a wide range of payloads can be placed on the enemy’s doorstep in
peacetime and in preparation for war. This payload may include tactical strike weapons, vertical
gun canisters for Naval Surface Fire Support (NSFS), supplies such as fuel, water, ammunition
and food to support a Marine Expeditionary Unit (MEU), an elaborate system of sensors to



monitor the littord region above and beow the waterline, mine warfare sysems, and a specid
operations force (SOF) underwater habitat or command center. These dl have the potentid to
provide the needed “stepping stones’ for ddivering new forms of military capability “From the
Sea"

The drike verson of the submarine payload can provide a concentration of massve
firepower, which is continuoudy avalable and compatible with netted targeting and wegpons
assignment. However, submarine payload modules, in generd, are dgnificant in severd ways.

1. Submarine payload modules are delivered and recovered with stedth. This dragticaly
reduces the sdf-defense requirements of the module. It creates an effective form of
tactica deterrence smilar to that demondrated by the SSBN fleet. It also provides the
nation's leadership with the option of massng capability without sgnaing intentions,
which could compromise padld diplomatic efforts This will provide needed
cgpability without a massve naval force buildup.

2. Mamning is not required during deployment. The dedthy submarine payload module
is desgned for autonomous operation under deployed conditions. The Submarine
Payload Module does not require near-continuous defensve coverage of the Aegis
combatants. This capability has the potentid to de-couple missions, like misslesin
theater, from the continuous presence of combatants.

EMPLOYMENT

The functiond requirements for the submarine payload module stem from a gened
description of how the module will be employed from “cradle to grave” To provide fiddity in
the description of module capabilities and design attributes, the module should be designed as a
pat of a system, supporting al phases of operation, from pre-podtioning like the Maritime Pre-
pogtion Forces (MPF), to refurbishment after deployment, or even to self-destruction, should the
misson be compromised.

Pre-Position. The submarine payload modules assigned to each theater of operation will be
pre-positioned to ports such as Rota, Spain, Diego Garcia, and Guam. This is necessary to reduce
the deployment times. Routindy moving the modules from dte to dte, and to and from ses,
enhances the deterrent affect of the modules by creating uncertainty about the location of the
modules and their advertised capability to ddiver payload from a stedthy posture, much like an
SSN or SSBN. These drategically deployed payload modules can provide theater commanders
with dgnificant firepower from a dedthy launch plaform. About a dozen modules would
provide three modules in each of the Atlantic, Indian Ocean, and Pecific regions and severd
modules in CONUS for use in training and tactica development exercises.

At pre-pogition Stes, whether piersde or at anchorage, the modules can be maintained ready
for operation. For re-configurable modules, fina loadout of the misson canisgers can be carried
out by overhead crane. The payload canisers can be szed to dlow rapid arlift to the pre-
postion dtes should last minute modifications to the submarine payload module loadout be
required.

By design, sendgtive sensors, such as radio antennas and acoudtic transducers, as well as
mechanica equipment, such as the tow cable and anchor handling systems, are accessble from
topsgde for maintenance. The modules can be easly dry-docked for hull cleaning. A smal



integrated logistics support (ILS) crew is assigned responsibility for the long-term care of the
modules.

The payload modules will require very litle mantenance when prepogtioned. With the
exception of peiodic hull deaning which will require dry-docking, no routine maintenance will
require the module to be removed from the pre-podtion Ste. As a reault, the submarine payload
module will be ale to reman prepodtioned virtudly indefinitdy, effectivdy limited by the
ahdf life of the payload itsdf and on-board power.

Activation. When the submarine payload modules are cdled into sarvice, or attivaed, from
the prepodtion dtes, vay litle remans to be done to meke the module seaworthy. Shore
savices are removed (if required), fud tanks are topped off, sysem checks are completed, and
the module is manewvered to the channd by tugboat to meat with the awaiting SSN. This whole
operation can be dreamlined to take only sverd hours. By far, the trangt time for the hogt
submaine, and the ddivary time for the goedd caniders if they mugt be flown in, drives the
turnaround time for activaing a prepogtioned payload module To accommodate operator
flexibility, the seps necessary to prepare the module for tow should teke less then 12 hours

Ddivery. Once mated with the hogt submarine, the submarine payload module is ddivered to
the area of operation & speads of roughly 10 knots In the North Atlantic Ocean, induding the
Mediterranean Seg, for example, this means that the module can be ddivered to the coast of
Norway, or to the shores of Syria in a week, to a wek and a hdf from Rota, Spain. By
comparison, deploying draght from CONUS, say Norfolk, adds one to two weeks to the net
ddivery time This provides a drong judification for mantaning the modules a& pre-podtion
gtes To provide a rough esimate of the ddivery time to the northern coast of South America,
from ather Rota, Spain, or Norfalk, Virginia it takes about two weeks to ddiver a payload
module to Cgpe Sao Rogue, a the eesternmogt point of Brazl.

Diego Gada provides a logicd pre-pogtion gte for the Indian Ocean thester of operations
induding the Pardan Gulf region. From Diego Garda, a module can be ddivered to dther the
Straits of Hormuz, or to Jekarta, Indonesia, in about a week and a hdf. It takes about two weeks
to ddiver a module to the tip of Africa To mantan dedth, and therefore avaiding the Suez
Cand, it would take more than a month to ddiver a submarine payload module to this part of the
world from CONUS.

Guam provides a logicd pre-pogtion Ste for the western Padific Ocean theater of operaions
From Guam, a module can be ddivered to locations ranging from the Ydlow Sea to Jkarta,
Indonesia, in less than two weeks Deploying modules from Hawali adds about two weeks to the
Guamtbased ddivery times Deploying from San Diego adds another week or two.

Drop-Off: Once the host submarine arives a the deploymet dte, the module mugt be
dropped-off. This involves severd more specific deps Frd, the exact ste for module drop-off
may require precson navigdion, possbly involving bottom-contour navigation, in order to
locate a suitable landing zone for the module. Detalled landing zones can dso be located and
mapped by SSNs in the norma course of peecetime operations Next, the module is released
from the host submarine and ather bottoms, anchors, or both, a the landing zone Next, the
module communications sydems mudt be adtuated. This may involve adivaing acoudic tranamit
and recaver cgpdbilities and other sensors Before the hos submarine leaves the areg, daus
checks may be paformed to test the module. Findly, once dl preparations have been completed,
the module may be powered-down to a “degp” mode This will enhance the endurance of the



module, and reduce its radiated signature while deployed. As a design god, the module, as
conceived, should be designed to “deep” for three to twelve months. These actions are estimated
to take 12 hours after the SSN and the module arrive a the landing zone. Once the module has
been powered-down to “deep” mode, the SSN may depart the area, no longer hindered by the
towing operation, to support other tasking.

The deployed modules will fal under the tacticd control of the baitle group as pat of the
joint force. Although the module is clearly a submarine asset during ddivery phase of operations,
the surface fleet is better able to watch over the module once it is dropped off. Ships, submarines,
and arcraft in the generd area will be cognizant of the location of the module and will provide
loose “coverage’” to monitor its “hedth” and dtatus. For example, once a week, Maritime Petrol
Aircraft (MPA) could query the module using specific sonobouys, to ascertain system datus. In
any case, no sngle platform will be “tethered” to the module. Assats chopping into and out of a
theaster of operation can routindy turn over responshility for the deployed submarine payload
module.

“Wake-Up.” The payload module is “awakened” using a “bdl-ringer” message such as an
ELF radio message, or an acoudic sgnd. The “wake-up” message darts the process of
energizing payload launch sysems and the wegpons themselves, activating power sysems, and
command and contral.

For the strike module, targeting data may be updated at this time, dthough it is preferable to
deploy the module with a preset library of target packages, which are kept up-to-date routinely.
The targeting message, in this case, is limited to defining a sdlvo where missles are assigned to
target packages.

Currently, based on the Tomahawk missile desgn, this “wake-up” cycle time will be dictated
by the time that it takes to “spin-up” the missles. If a verson of the Sandard Missle is
employed, spin-up time is very short. Therefore, the power demands of missile “spin-up” using
ar-independent power sources must be factored into the design.

Launch. The submarine payload module can launch its payload with virtudly no warning,
and quickly return to a dedthy posture once a sdvo is away. Furthermore, the battle group
asts, namely the Aegis ships, have not had to protect the strike asset for the weeks and months
leading up to hodilities

Certainly air coverage from nearby Aegis Ships at time of launch provides added
survivability, but is not a requirement. The module's primay mode of sdf-defense is its sedth
while awating a launch sgnd, and the ability to rapidly return to a dedthy mode after the
missles have been fired. In tems of deectability when launching missles, the submarine
payload module is smilar to an SSN. Based on feedback from fleet exercises, even given our
advanced capahility, it is very difficult to ascertain the location of the SSN launching missles
unless a platform happens to witness the launch first-hand.

Return to Stealth. Once a sdvo is launched, the payload module may be quickly returned to
a dedthy posiure. Before returning to complete “deep” mode, it may be necessary to recharge
batteries. Once submerged, the module returns to anchorage or the bottom.

As a god, the drike module is desgned for 10 firing cycdles. This drives the power
management features of the module.



In any case, the module should be designed to be flexible enough to dlow the operaors to
taillor the operations based on the threst.

Recovery. Regardless of whether or not the submarine payload module has been used to
launch weapons, it is dedrable to recover the module with complete stedth. The hogt ship must
be capable of recovering the tow cable, without the use of divers.

Recovering the module covertly offers many advantages. The foremost may be the ability to
recover expensve hardware, especidly if it has not been used. This capability dso offers the
nation's leadership an option to recover assets that were deployed, unbeknownst to the potential
enemy, as a pardld contingency to ongoing diplomatic efforts. If the enemy were to find out that
the modules were deployed, this could interfere with future missons. The mere ability to deploy
and recover the modules covertly will become a powerful deterrent tool, whether or not the
modules are actudly on dation, much like the deployment of SSBNs.

Flexible Payloads. The flexible caniger payload module supports misson ranging from
logigics ddlivery to advanced warfare. These systems may not need the same module-based
power and connectivity features as the strike module. But they will retan the need for basc
functions adlowing the module to be towed, maneuver to and from the surface, and, in generd,
“launch” the payload. Logistics missons could be caried out usng smdler versons of the larger
payload module where flexible load-outs of payload canisters can be loaded in each payload
tube. Advanced wafare missons could use the same flexible payload module as the logigtics
misson, employing payload canisters containing advanced sensors or SOF command bunkers,
for example - any advanced misson package that will fit insde a sandard-sized payload tube.

If the canigers are dropped-off individudly, the payload module will have the capability to
rdlease the smdler canigers ether by dropping or floating out of the overal module “truck.”
The empty “truck” can be reused or left nearby for potentid recovery of the smdler canisers. In
the case of the advanced warfare missions, the module can act as the central power, processng,
and communications sysem for a didributed array of smdler payload canisters, perhaps strung
together with fiber-optic cable.

Logistics Module. The logigics module is very Smilar to the drike module in outward
gppearance, but with fewer payload tubes. Instead of missles in each payload tube, fud tanks, or
canigers of fud, water and supplies are made avalable. Supply canisers may be mixed with
vertica gun canigters for NSFS to produce the idea package for the MEU, for example.

The US Marine Corps concept for projection of power ashore is known as Operationd
Maneuver from the Sea or OMFTS. In order to reduce the risk to the assault force, it cals for
movement from ships a sea directly to objectives inland without stopping to edtablish a
beachhead. Some dements of OMFTS represent dramatic departures from previous Marine
Corps doctrines with respect to logistics and fire support. This concept entails the debarkation of
troops from distances in excess of 25 miles to provide sufficient safety to the ARG. After
debarkation, it is envisoned that the ARG will return to a safe haven located up to 100 miles at
sea. Due to the standoff distances required, it is expected that re-supply will be accomplished by
tilt rotor and conventiona helicopters.

The flexibility and near shore support provided by a submarine payload module may lessen
some the problems associated with sea based support, without unnecessarily putting sailors in
hams way. The Marine Force Support (MFS) Module includes sufficient fud, water,
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ammunition, and food storage to support a complete MEU for a period in excess of ten days.
This edimate is based on a technicd paper published by the Navd War College entitled “The
Logigtics Implications of Operationd Maneuver from the Sed” and involves the re-supply of a
highly mobile MEU Specid Operations Command (MEU (SOC)). The Ground Combat Element
(GCE) being re-supplied is comprised of approximately 277 marines and their assault vehicles
(AAAVs and HMMWYVs). The module dso includes an organic NSFS capability that can be
controlled by ether Joint Force Command, JSTARS aircraft or directly controlled by the forces
ashore.

The Concept of Operations for the Large MFS Module begins with a decison to send assault
forces ashore. After the battlespace has been sufficiently surveyed, a submarine will covertly
deploy the MFS Module a a pre-established location. The module will follow an identicd
operation as the strike module for deployment. Once bottomed, the MFS Module could release a
communication buoy to dlow re-supply helicopters and tilt-rotor arcraft to locate it and
command its supply operations.

Immediady following bottoming, the module will enter a degp mode as in the drike
mission, until caled on by the re-supply arcraft. Once caled on, the module will deploy the log
payloads in the tubes to float on the surface. Fud and water will be stored in existing desgn 800
gdlon bladders within a pair of payload tubes.

Advanced Warfare Module. Advanced warfare operations includes the category of missons
where sophigticated arrays of sensors are deployed from a canister and dropped off by a
submarine payload module. The arays of sensors may include acoudtic, radio frequency, and
visud sensors didtributed over a wide area of operations. Advanced warfare missons may aso
include defensve and offensgve mining. Mine fidds may be found, mapped, monitored, and
cleared by remotely operated vehicles operated from a centra base contained in a drop-off
caniger. Other canigers may ddiver mines into a harbor, when activated. Specid Operations
Forces, particularly SEALs, may be able to operate from submerged bases where the ASDS may
be docked and recharged. This may provide an extended combat radius for ASDS or provide a
sortie point for the ASDS awaiting the return of the host SSN caled away to conduct another
misson.

The Benefit of a Mini-Sub Unmanned Underwater Vehicle (UUV) Adjunct. While not part
of the basdine sysem desgn, a mini-sub adjunct provides a utility vehicle to support many other
missons. It may aso be a payload, in and of itsdf. A mini-sub adjunct can depost sensors,
collect intelligence, insart SOF personnel, conduct Mine Warfare missons, and possbly even
conduct limited endurance ASW.

As a utility vehicle, the mini-sub can provide a st of “eyes’ and “hands’ to asss with large
module deployment and recovery, module maintenance, and networked sensor maintenance.
When digtributing acoudtic sensors, for example, the module can drag the sensor to the ided
location. It can dso repair communication cables attaching canisters to each other or to the larger
module or even to shore.

As a payload ddivery vehicle by itsdf, the mini-sub could be designed with enough
rechargesble propulson to cary out very specidized missons usng re-configurable (“bolt-on”)
payload sysems. One, or severa, mini-subs could cary out a range of advanced missons
sustained by a host SSN.
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ENABLING TECHNOLOGIES

Module Design Depth Capability. The desgn submergence depth for the payload module is
a function of the requirements to provide a safe and flexible towing evolution for the module and
the hogt ship, and to enable the module to be deployed in littord waters over the continenta
shelf. From a towing perspective, deeper is better since a larger towing depth range dlows the
module to avoid near-surface searstate and flow effects, provides for norma and emergency
depth excursons of the module, and minimizes redtrictions on the host ship’'s operating range for
norma and emergency depth and navigational maneuvers. A deeper design aso dlows more
flexibility in deploying the module, including insartion and extraction of the module by a host
ship. On the other hand, increasing the design depth will, in generd, increase the cost of the
module feetures controlled by submergence effects, primaily the pressure hull sructure and
penetrations.

A design depth of greater that 400 feet has been determined to provide adequate flexibility
for safedy towing the module. This depth is aso conddered more than adequate to alow
deployment of the module anywhere in continental shelf waters, where depths will typicaly be
less than 600 feet. Regarding module codts, the design depth ill provides for a reatively cost-
effective dructura design, dnce a this depth, the pressure hull dructure design is generdly
gability-limited, rather than stresslimited. This means that lower-cost steds, like HSS, could be
used with minor weight pendty (compared to HY-100, for example). Alterndively, lower
grength,  non-magnetic, corrosion-resstant seds ocould dso be used without incurring
unmanagesble sructurd weght effects.

To ensure safe towing of the payload module, the recommended submerged design test depth
is>400 feet, based on congderaions for the host ship and the payload module. During towing
the module should aways be maintained a a certain minimum depth to prevent detection of the
module while submerged by visud, magnetic, wake, or other means, and to avoid sea Sate
effects and near-surface forces, which could jeopardize the safety of the tow or actudly cause the
module to broach the surface. The minimum recommended depth is 250 feet, which is controlled
by worgt-case, large-amplitude waves in the Pacific Ocean.

The hogt ship during tow should be degp enough to avoid propedler cavitation effects.
Consdering the powering requirements for towing a large module a about 10 knots, a minimum
ship depth of about 200 feet is required. Since the host ship would be deeper than the module
during tow, this requirement would be met by keeping the minimum module depth a 250 feet, as
recommended above.

Besdes the minimum depth limit, an additiond depth range beow the normd operating tow
envelope must be provided to dlow for depth excursons due to an operationd mafunction or
casualty condition, such as a control surface jam, and to provide adequate operating envelope for
the host ship to execute evasve maneuvers. A range of about 150 feet below the norma tow
envelope is considered adequate for this purpose.

After providing for the minimum beow-surface depth (250 feet) and the emergency
excurson envelope (150 feet), the remaining depth range is the norma operating tow envelope.

For a >400-foot design depth, this norma envelope would be 200 feet, which would dlow for
depth variations due to sdinity and dendty gradients and norma ship navigationd maneuvers.
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The continental shelf, is commonly defined as the shdlow water, immediaidy adjacent to
land, with a relativdy shdlow dope. The Continentd Shelf ends a a demarcaion with the
Continental Slope where water depth darts to fal off more rapidly. Worldwide, the average
depth of the deep extremity of the Continentd Shelf is 200 meters.

As a tradeoff congderation when deciding design depth for the payload module, doubling the
design depth from 50 fathoms to 100 fathoms, for example, results in a 60 percent increase in the
aea avalable to deploy the module on the bottom. Therefore, a >400-foot desgn depth is
preferable for operationd flexibility.

Stealthy (Submerged) Recovery. The gedthy recovery of the submarine payload module
with an SSN increases the flexibility of the misson, projects a non-aggressve posture, and
provides for the safe withdrawd. It alows for the periodic repostioning of the module between
severd dtes to enhance module security. Stedthy recovery dlows the capability to be withdrawn
with a low probability of detection. Stedthy recovery minimizes exposure to retdiation or
adverse weather conditions. The evolution of preparing for a submerged tow could be done
cautioudy and meticuloudy under the security of dedth. The process would provide adequate
time to survey the module for obstructions or possible sabotage and take corrective action.

Given the overriding precept of this submarine payload module concept to provide additiona
payload capability without taxing existing combatant forces, the stedthy (submerged) recovery is
worth retaining as a basdine capahility.

Autonomous Versus Manned Operation. Severa key issues arise when considering whether
or not to deploy unmanned, autonomous modules cgpable of deivering massve amounts of
firepower. These issues are sdlf-defense, connectivity, and compromise.

For the submarine payload module, stedth will reduce, but not diminate this burden on the
res of the battle group. It is likey tha the module will receive generd supervison by plaiforms
of opportunity, but with sgnificantly less burden on the manned combatants.

The connectivity issue affecting a submarine module will be addressed with continuous,
“bdl-ringer” communications. It may be desrable to conduct routine “hedth” queries to
demongrate end-to-end connectivity. Once the “bell-ringer” message is received, redundant and
more robust communication sysems can be deployed.

Module Compromise. Potentid compromise of the submarine payload module perhaps
rases the most sgnificant concerns. What happens if the unseen module stops responding to a
“hedth” query? Or unfriendly forces are investigating the area where the module was deployed?
The standard submarine payload module can easily be desgned with tamper detection systems
and progranmable responses ranging from sending a “help” message to  sdf-destruction.
Command destruction, from any platform, can dso be a design feature. The response time of the
sdf-destruct sgnd can easly be very short, measured in seconds or minutes. However, df-
destruct capability raises more specific concerns. Does the capability to sdf-destruct require a
new rule-of-engagement? The module becomes an automatic, or remotey activated mine of
condderdble sze It may be difficult to differentiate between military sdvage operaions and
innocent fishing activity without a nearby plaform.

Degtroying a module will create a locdized ecologicd problem due to the quantity of
hazardous materids, particularly in the wegpons and fud supplies, and due to the proximity of
the module to shore.
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In the find anayds, sdf-destruct capability may be untenable. A less devadtaing scuttling
method may be preferable - flooding down the module to thwart sdvage operations. Or smply
accepting a certain degree of risk and the ensuing need to provide some defensive coverage for
the deployed module. Nevertheless, if the module is compromised, is in the process of being
recovered by an enemy, or has been turned againg friendly forces, a reliable scuttling or sdif-
destruct cgpability will have sgnificant tactical importance.

SUMMARY

In summary, the submarine payload module can serve as a force multiplier to alow the Navy
to dretch shrinking resources across the gamut of less capable threats. Submarine payload
modules can be deployed from pre-position gStes like the Maritime Pre-position Force (MPF)
ships. During routine deployments, a module may be kept in thester under the tactica control of
the battlegroup. During crises, it will be nearby to ddiver precisdy the right payload, and in
aufficent quantities, to sgnificantly influence the land battle “From the Sea’ toward a successful
outcome. In the interim between routine deployments and an dl out criss, the unseen potentia
of the submarine payload module will create a new form of tactical deterrence.

The Summer Study task force recommends that the Department condder developing the
Underwater Strike Module.

SPACE BASED LASER

Jvzﬁjmml Critical Operational
Dot Wanver Capabilities:

Full-Dim  Protection

Information - Superiority

Space Based Laser

Description & Rationale ||
- Constellation of orbitiong lasers for lassistic missile
defense

- Provides boost phase intercept capability against
adversary missiles and space launches

- High probablility of kil homeland and theater defense

Force Characteristics Implications

- Increases deterrence against missile threat to

our homeland, allies, and forces

- Increases protection against missile threat and

reduces threats to terminal defenses.

- Collateral capability to control space - and

directly support ISR and terrestrial combat
operations

Enabling Technologies
- Space to Earth beam control
- Acquisition, tracking, pointing and fire control
- Lightweight mirrors robust enough to withstand
launch and on-orbit environmental stresses

Major Uncertainties

- Sufficient heavy lift to deploy f ull constellation at

operational weight

- Large constellation fire control and tie in to

global C4ISR

- Cost to procure and operate
- Refueling
- Survivability to enemy countermeasures
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The Space Based Laser (SBL) would provide the nation with a highly effective, continuous
coverage boost phase intercept option for both thester and nationa missle defense. The SBL
plaform would intercept balisic missles by focusng and maintaining a high powered laser on
the bdligic missle until it achieved catastrophic destruction. Energy for the sustained laser
firing would be generated by the chemicd reaction of hydrogen fluoride molecules.

The boost phase intercept capability of the SBL would provide:
o Defense againgt advanced submitions;, and especidly C W/B W payoads.
o An additiond tier for leskage reduction;

o Detarence againg the use of WMD payloads through the threat of launch-country
impact of debris

o Dédene agang multiple threat regions Smultaneoudy;
» Mitigaion of the problem of faling debris from termind intercepts, and
o Defense agang submarine launches.

A oconddlation of a sufficent number of SBLs could provide globa coverage and could
defend agang hodile space launches as wdl as missles. This level of space superiority and
security againg bdligic missle attack is likely to deter potentid adversaries from attempts to
chdlenge the United States through bdlistic missle attacks or through atempts to use space in
wartime to conduct intelligence, surveillance, and reconnaissance (ISR) or other operdions in
wartime.

The SBL could dso make contributions to other missons such as space and ar superiority,
precison engagement, and information dominance. It might be able to engage threstening LEO
sadlites or arcraft, illuminate terredrid targets for precison engagement, and gather
information from spaceborne, airborne, and surface objects. When tied into a globa ISR system,
the SBL congdlaion could regpidly and flexibly collect information on tergets defend itsdf,
defend friendly territory from baligic missle attack, and then support precison attacks on the
adversary.

At some waveengths, the SBL may be able to dso target low dtitude aircraft as well as thin-
skinned dructures and vehicles on the ground. This could give the SBL the capability to conduct
the offensve and defensive counterair or balisic missle atack operations (i.e. “Scud hunting”)
missons.

As with any on-orbit force gpplication system, the distance from logistic support could
become a liability in watime. Since the SBL operaies usng chemicd consumables, it would
require on-orbit replenishment and resupply - especially after large scale or lengthy
engagements. The tradeoffs between cog, lift avalability, number of threat systems, and fud
would therefore have to be baanced carefully with the size of the congdlation required to
defend againgt the projected thredt.
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TETHERED AERIAL OBSERVATION

JV2010 Ops Concepts:
Precision Engagement
Focused L ogistics
Dominant Maneuver
Full-Dim

Information Superiority

Critical Operational
Capabitities:

Tethered Aerial Observation

Description & Rationale Force Characteristics Implications
» Robotic Halcopter, or Other Technology Geographialy
Tt to Smalt Unitby RF or Physical Connection

Capability % Surwey the Local Battsspacs for Small

» Provides Several Dozen Meter Emvation for Sersing, Units
Jmcd%ng. SEAD, F;o Support, Direct Attack for
tocal/Distributed S . . ides Abilfty 10°
+ Powemdby Smal Vehicle Eiectrical Systom EMﬁ&%Emhnmﬁ?Mim et
» Dua Modse Sersors for Flexibilly and Redundancy ially Lisefu! in Col Urban Terrsi
+ Operated by Ona Person From Equivalert of Pick up Truck especialy in Complexor n ierran
Flatbed

-

Provides Real-time Local Battespace Information to
emhanced lccal situation understanding

Enabling Technologies Major Uncertainties

-

Flight Control Software for Unmanned Station Keeping

.

Survivability
. ) . Sufficient information Provided to Provide Value
fr\:vmmnmfumue LO Helicopters or Other ‘Added 1o Global CAISR

« Cost

+

+ Integration of Remote Plafforms With 1USS and il
Glebal C4ISR Network

Even with continuous real time global surveillance, combat forces on the ground will still
need the ability to “see over the next hill” without reliance on limited ISR assets. Small, locally
controlled sensors with the vantage point provided by elevation could provide useful real time
information to soldiers, Marines, and Special Operators — especially in complex or urban terrain.
Non-organic UAVS, fixed wing and satellite assets may not provide the type and fidelity of data
that the forces needs in such circumstances.

UAV operational concepts should not make “situational understanding” a 2-way street with
the enemy. This can be averted by giving the forces an elevated view. Masts are already in use
on some armored fighting vehicles — but this is an unworkable solution for dismounted infantry.

Another possibility is a helium balloon that can be inflated and unreeled aloft to an even
greater height such as 100-200 feet. This would be a tethered-UAV like configurationthat stayed
over friendly territory. Against an unsophisticated enemy, this could reduce the signature of the
observation platform enough so as not to alert him to our reconnaissance efforts, while at the
same time providing units with the ability to see “over the next hill”. This would be a modern,
low-technology version of the observation balloon used in WWI to adjust artillery fire into the
trenches. Unfortunately, balloons are extremely vulnerable and subject to adverse environmental
conditions. Powered solutions such as small uninhabited helicopters and the ducted-fan
take-off-and-landing unmanned air vehicles being tested at the Naval Space and Warfare Center
may be more survivable and could carry heavier sensor (and perhaps weapon) payloads.
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The platform should be low observable - to minimize the signature of both the platform and

the supported unit, and it should have long endurance to maintain the continuous red time
Stuationd awareness that the unit needs.

The tether might or might not be physica - it could be an RF link. To keep radio traffic to a
minimum, most sensor processng would be performed by the remote payload. Acoustic and
visud motion detection would detect, identify, and locate targets of interest. Preprogrammed
responses would be activated upon detection and, depending on the threet, might include smply
an dert to the operator, an automatic transfer of a Static image, a laser range readout or an image
Stream.

For ease of use and system affordability, the operator's control and display interface should
be a lgptop computer running a Windows-type graphical user interface. All commands to the
remote sensors would be initisted usng a standard keyboard and pointing device - or voice
command and/or hand dgnds when voice and visud recognition software is unavalable. All
data and images sent back would be displayed on the lgptop’s color monitor. Communication
between dl remote payload subsystems and the control/display station would be very “Internet
like' - with the same graphicd front end as the worldwide Globd Integrated Information
Infrastiructure Network (from which national, thester, and parent unit information would aso be
available).

RECOMMENDATION

Move from technology program to Milesone 0. Fully fund - ensuring compatibility with
DOD-wide C4ISR systems.

AGENCIES RESPONSIBLE

US Army Systems Command, USMC Systems Command, Naval Space and Warfare Center

CosT

$Tens of Millions (Imilar technologies are dreedy flying)
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ON-DEMAND SUSTAINMENT

JV2010 Ops Concepts: Critical Operational

Precision Engagement A
FocusedLogistics Capabilities:

Dominant Maneuver )
Ful I-Dim Protection On Demand Sustainment

Information Supenority

Description & Rationale Force Characteristics Implications

- Prepackaged Susteinment Air-delivered Directly to

Small and/or Dispersed units - Allows Forces to Maneuver Without Burden of
- Eliminate the Large Log&tics Footprint Logistics Trains
- Enables Sustainment Bases to Be Located in Benign - Lighter Mote Agile Combat Teams

Areiﬁ OCrI Off-shofres(seal\based ) - Affords Protection to Logistics

K asses of supply " ) Personnel/Logistics

- Not Dependent on Roads or Traditional Lines of - Supply from the sea

Communications/Delivery PPl
- Autonomous Systems-minimize Aircraft Loss

Enabling Technologies Major Uncertainties

- Agile, Precise, Unmanned GPS Guided and Steerable .
Parafoils Delivered From Loitering Theater and - Technology Risks
Strategic Airlift - Size/Practicality of New Energy Sources
- Unmanned Aerial Vehicles (UAVs ) - Cost
- Bulk Liquid (Water, Fuel) Containers and Distribution - Operational feasibility
Systems Adapted for GPS and/or UAV Delivery
- Selective Off-Load/Selective Packaging Technology

Sample Technology for On Demand Sustainment

8/13/98 6:18 PM
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DESCRIPTION AND RATIONALE

Technologies for on-demand sustainment would is for a sysem to provide precison aerid
resupply from a variety of fixed or rotary wing arcraft and/or unmanned aerid vehicles (UAVS)
a dandoff digance that alows the arcraft/UAVs to operate without being exposed to hodtile
fire. This capability will dgnificantly reduce the traditiona buildup of logisticSsusganment in
close proximity to combat units in order to provide responsve resupply. Ddivering the required
sugainment from offshore platforms and/or bases in benign areas can reduce the large logidtics
footprint - as well as the associated force and asset protection requirements. Moreover, military
units would not be required to mantain and guard the traditionad lines of communications
(resupply routes on roads) currently used to move logigtics.

FORCE CHARACTERISTICS IMPLICATIONS

Delivery of resupply via parafoil or UAV reduces the requirement for large and cumbersome
logigtics trains that move with maneuver forces. Therefore, combat teams can become lighter and
more agile, ggnificantly improving mobility and lethdity while reducing sze. Because the sze
of logigics formations moving with the combat formations is reduced, the risk and force
protection requirements are aso lower.

ENABLING TECHNOLOGIES

A cago agrid ddivery sysem tha reduces the reliance on manned arcraft is required.
Specificdly, a family of agile precise, unmanned aerid ddivery platforms that are smple to
operate and maintan offers this enabling technology. Recommended technologies to explore
include:

1. Guided Padfoil Aerid Ddivery Sysem (GPAD) to provide dandoff releese aerid
delivery by a GPS-guided system for resupply

e 100 meter ddivery accuracy

o Vaious szes - up to 10,000 pound payload capacity for largest size

e 20-50 kilometer standoff distance minimum

o Capadle of being dropped from dtitudes of up to 25,000 feet AGL

o Cagpable of being ddivered from dl cargo carrying fixed and rotary wing arcraft

« Powered parafoil with ten hour loiter time capable of landing on unimproved surfaces

2. Unmanned Aerid VehideLogigics Vaiant (UAV-LV)
o Drone hdicopter.

o Fixedwing UAV with cargo (2000 pound plus) cepability that can ether ddiver
cargo loads by parachute or land and offload cargo.

o Extended loiter times.
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3. Bulk liquid (water, fud) containers and didribution systems adapted for GPAD and/or
UAV ddivery.

4. Sdective off-load/sdlective packaging technology. In order for remote supply sources to
provide on-demand sustainment, a rapid method for sdective offload must be developed.
Supplies and equipment must be readily located and sdectively offloaded from ships,
arcraft, and/or standard containers and then repackaged for ddivery by guided unmanned
aerid ddivery sysems.

MAJOR UNCERTAINTIES

The technological risks and costs associated with GPS-guided and self-powered parafoils
may prove prohibitive. Moreover, the energy sources required to provide power and achieve the
desred loiter time cgpability while not detracting from cargo carrying capacity are doubtful in
the short term. In the interim, the fued-to-cargo tradeoff for powered parafoils and logistics
vaiants of a UAV may limit agpplicaion to only smdl unit smal payload missons. Control in
flight and during take-off and landing of the powered versons (parafoils and UAVS) poses
another uncertainty. Options for control range the spectrum from control by the receiver of the
susanment, control by the provider, and/or a dud control feature. When evauating control
issues, tradeoffs between burdening the maneuver combat units with organic logisics or
burdening the units with potentidly cumbersome control equipment for aerid resupply vehicles
must be weighed.

RECOMMENDATION

Conduct operational experiments with parafoils (powered and unpowered) and UAVs to
devdop and refine the concept, techniques, procedures, and technologies associated with
providing sustanment in this manner. Continue to fund for experimentation to find innovative
and efficent ways to enhance the sustainment of dispersed forces operaing on the multi-
dimensond (low to high intengty) batlefidd of the 21st century.

AGENCY

Lead should be US Marine Corps and US Army. US Air Force and US Navy in supporting
roles for air- and sea-delivered sustainment.

CosT ESTIMATE

Cogt of experimentetion is estimated a $10 million per year for 3 years. Cost for operationd
program would be based on results of the experimentation, misson-area andyses, and the
surrogate technologies available after the experimentation.
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SMALL PRECISION BoMB

Bieom o) Critical Operational
EE%“#?:_;‘HP&':;L?W Capabilities:
s | Small Precision Bomb (SSB)

Description& Rationale Force Characteristics Implications
- Evolving Family of Small, Precision Munitions | Appreciable Increases in Weapon Loads of
- Base Munition: Current & Planned Combat Aircraft (F117, B2,
-250 Lb. Bomb F22, JSF)
- 1 M Accuracy (Ins-guided.Gps-aided) - 4-fold for Fighters
- Improved (Higher Energy) Explosive - 9-fold for Bombers
- Design So 4 or More Small Bombs Could Be (| - Targets/Sortie Instead of Sorties/Target
Packaged for Carriage on a Single Weapon Becomes the Operational Challenge
Station in Place of a 2,000 Lb Bomb, but Possible Use on ATACMS. Cruise Missiles, Etc.
Individually Targeted and Released As Submunitions
Enabling Technologies Major Uncertainties
- Chemical Explosives With Greater Power Than - Integration on Currant Fighters and Bombers
Current Explosives, Yet Stable - Racks, Ejectors, Connections (Including
- 1 M Accuracy (Registered Battlespace System) Targeting Data)
- Penetrator Version (Rocket Boost? Shaped - Software and Cockpit Integration for Rapid
Charge?) Desi?nation on Multiple Aim-points on a
- Registered Battlespace Using Small, 3-4 Pseudo-gps Single Pass .
(Ground-based) Satellites Could Assure the Required - Packaging 80.4'8 Small Precision Bombsl
Accuracy Qan Be Carried on Current Weapon Stations
in Place of 2,000 Lb Bombs

DESCRIPTION & RATIONALE

A family of amdl precison bombs (SPBs) can multiply, by factors of four to nine the
number of precison-guided bombs current and planned fighters and bombers (including the F-
117, F-I5E F/A-I8E/F, F-22, B-2, B-l, and JSF) could carry on a sngle sortie. Substantialy
reducing bomb sze (volume) and weight while retaining the effectiveness of exising 1,000
2,000-pound bombs and munitions is especidly important for dedthy plaforms which must
cary thar drike ordnance interndly to retain low observability and, hence, survivability.

In the context of developing SPBs for arcraft, the basdine munition would be a 250 pound
bomb using improved explosives and improved accuracy compared to the lo-meter circular error
probable (CEP) presumed for GPS-aided (Globd Postioning System-aided), inertidly-guided
bombs such as the Joint Direct Attack Munition (JDAM) in cleen environments with target-
mapping (or target-location) errors of less than 5 meters. The two main improvements envisaged
are:

o The deveopment of explosves with perhaps 2-3 times the energy release of current
warheads based on plastic-bonded explosives such as AFX- 108 and PBXN- 109'; and,

! Naval Studies Board, National Research Council, Technology for the United Sates Navy and Marine Corps 2000-2035
(Washington, DC: National Academy Press, 1997), Val. 5, p. 46.
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o Inetidly-guided, GPS-aided bomb kits able to achieve one-meter accuracy in GPS-
coordinate space (that is, ignoring target-location error). One meter accuracy requires
what has been termed “differentia” GPS.

The combination of foreseeable improvements in these two areas could dlow a 2,000 pound
JDAM to be replaced on a given arcraft by four to, nine SPBs againg the vast mgority (about
85%) of targets for which 2000 pound bombs would be used today. (On a fighter-bomber
wegpon dation able to carry a 2,000 pound munition, substituting eight, as opposed to four,
SPBs is more a packing-and-volume issue than one of weight. The discusson will opt for the
low end of the range on the assumption of limited volume. However, sx to eight SPBs might be
achievable on some arcraft with the right bomb designs

The notion, then, is to increese draméticaly the combat utility of exising munitions Sations
on current and planned arcraft. Should unmanned ar combat vehicles (UCAVS) be developed,
smdl, precison bombs would adso offer reduced volume-and-weight precison munitions for
these platforms. Thus, the SPB concept is gpplicable not only to the manned but to unmanned
ar-breathing platforms tha seem likdy to begin supplementing traditiond arcraft in the early
decades of the 21st century.

Potentidly the explosve and accuracy improvements on which the SPB is predicated could
dso prompt the development of a comparable family of smaler munitions for the indirect fire
support of ground forces, both from land and sea. The packaging issues for large-diameter mortar
and atilley rounds ae different than those involved in multiplying the cariage capacity of
individuad wespons dations on fighters and bombers. And much has dready been done to
provide tailored submunitions for use inwegpons such as ATACMS and cruise missiles such as
the Tecticd Tomahawk. However, the posshbility of migrating SPB technologies to the indirect
fire support of ground forces should not be overlooked.

FORCE CHARACTERISTICS IMPLICATIONS

The force-multiplication implications of being able to load four or more 250 pound, GPS
aded §Bs in place of a sngle 2,000 pound JDAM across the entire fighter-bomber and attack
inventories of the US Air Force, Navy, and Marines is dgnificant. The SPB could provide a
fourfold or grester multiplication of the exising inventory messured in teems of am-points
covered per unit of time. This multiplication offers the posshility of completing the functiona
disruption of specific target systems, to say nothing of entire ar campaigns, in much shorter
times than would be feasble with current ar-to-ground munitions. Shorter completion times, in
turn, increase the attack intendty a given force can bring to bear againg particular target sysems
and, as a reault, the chances of achieving functiona collapse.

In the case of bombers, the potentid multiplication of sngle-sortie weapon loads is even
more dramatic. The B-2 can currently carry sixteen 2,000 pound munitions on rotary launchers in
its two bomb bays, and some 76 500 pound JDAMs usng more volume-efficient bomb racks. If
each 500 pound JDAM can be replaced by two 250 pound SPBs, the single-sortie load-out would
be some 150 independently targetable precison wegpons - admost an order-of-magnitude
increase over the number of 2,000 pound weapons the B-2 can carry on a single sortie.
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Given the large increases in sngle-sortie wegpon load-outs of individua arcraft the SPB
would make possble, the fundamental measure of ar operations aganst many target categories
would shift from the number of sorties per target to the number of am-points and targets per
sortie. This change in the basc measure of merit for 21t century ar operations is likdy to permit
andler numbers of arcraft to ded with a given Sze contingency. It could aso have long-term
implications for traditional force packaging, which from World War Il through non-precison ar
operations during Desert Storm in 1991 was driven by the need to put many sorties over a given
target in order to destroy it.

ENABLING TECHNOLOGIES

While there has been discusson of order-of-magnitude or greater improvements in the
energy release of advanced chemica explosves compared to nitramines such as HMX and state-
of-the-art plastic-bonded explosives (PBXs), gains measured by factors of two to three seem far
more likey to represent the maximum achievable over the next few decades. The technology
assessment made for the US Navy and Marine Corps in 1997, which looked out to 2035, reached
the conclusion that factor-of-two-or-three improvements are the mogt that can be expected over
this timeframe in the penetrating power of miniature precison wegpons agangt hard targets or
amored fighting vehides2 These judgments were based on the assessment that increases of two
or three times the blast energy Hg represented the most one could reasonably expect from
foreseedble improvements in explosves (equivdently, a 1.4 increese in the letha radius for a
warhead of equal volume). These edtimates appear to be consstent with those reached by the
Defense Science Boards in its 1996 Summer Study.3

These points suggest that being able to achieve a 250 pound SPB with roughly the lethdity of
current 2,000 pound munitions againgt most targets will hinge more on accuracy improvements
than more powerful explosves. Moving from lo-meter to |-meter CEPs for GPS-aided,
coordinate-based represents the rough magnitude of the accuracy improvement required. For an
expeditionary force in an overseas area of operations (AOR), the Registered Battlespace System,
discussed in Volume |1, offers the most affordable and near-term solution. For this application the
sysem consgsts of four trangportable GPS “pseudo sadlites” When implanted on precisdy
known ground locations, they can provide |-meter geocoordinate pogtioning throughout an
AOR 1 ,000-2,000 miles across. This system was described in the Defense Science Board's 1996
summer study.4 Many of the dements for a wide-area GPS system providing |-meter accuracy
were dso demongrated by the Air Force a Eglin AFB in mid-1995°> Furthermore, in March
1997 the US Air Force successfully dropped two miniaturized, 250 pound bombs from a single
F16 a Eglin Air Force Base, Horida, and each bomb, usng “differentid GPS;” “hit its target
within the three-meter accuracy reguirement."®

The find technologicad requirement for the SPB concept involves integration on existing
arcraft. SBs would require modifications to existing racks to cary and empty larger numbers
of smdler. Perhgos even more important is red-time misson planning capability and cockpit

§ Technology for the United States Navy and Marine Corps 2000-2035, p. 52.
Defense Science Board, 1996 Summer Study Task Force on Tactics and Technology for 21st Century Military Superiority,
October 1996, Val. 3p. 111-3.
Ibid, Vol. 3, pp. I11-74 to 111-8L
Ibid, Vol. 3, p. 111-76.
“USAF Completes Testing of Small, Smart Bomb,” Aerospace Daily, 25 March 1997, p. 447.

(2 &) JNN
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integration so that aircrews can eadly desgnate and drop againg multiple am points on a single

pass across a given target or target area. The ability to designate 10 or 20 aim-points and match
eech with a paticular munitions type within 1-2 minutes - induding having the weapons-

management software to automate everything dse - is cudd if the full potentid of SPBs is to
be redlized. Requiring the aircrew to make a separate pass for each SPB released for a digtinct

am point is tacticaly unacceptable.

In addition, because of the large numbers of SPBs that could be carried on individud fighter
and bomber platforms, mixed loads would be far more practical than heretofore. A large platform
like the B-2 might carry SPBs  with warheads tailored for many target types, such as area targets,
oft targets, and hardened point targets. Thus the on-board targeting system would need not only
to permit rgpid designation of individua am points, but dso be cgpable of effortless and timely
specification of the SPB-type to be employed. A related feature would be a capability to put a
number of SPBs on a dngle am point.

MAJOR UNCERTAINTIES

The technicd uncertainties associated with the SPB concept, if viewed in conjunction with
the presumption of a Registered Battlespace System able to provide one-meter or better location
accuracy, gppear to be minimal. For the most pat the task appears to be engineering
development of technologies that have aready been demondrated.

The dominant uncertainty, therefore, is whether the military services and the Depatment of
Defense are willing to make the modest but sustained investments needed to fidd a family of
smal precison bombs. Since its March 1997 technology demondration, the smal bomb program
a Eglin has been combined with LOCAAS (Low-Cogt Autonomous Attack Munition) in a
miniaturized munition program office. However, smdl bombs do not presently appear to be a
high priority within the Air Force, nor are the Services committed to the registered battlespace
sysem or other ways of providing “differentid” GPS.

RECOMMENDATIONS
1. Proceed with the development of a family of smal precison bombs

2. Tie this development to that of a registered battlespace system able to provide GPS loca
accurecies of one meter or less as wdl as increased resstance to jamming.

AGENCY RESPONSIBLE

USD (A&T) should direct the development of SPBs snce the individud Services are
unlikedy to link miniature munitions and regisered battlespace or to give these programs the
sugtained funding priority needed to fiedd both smdl precison bombs and a regisered

battlespace system.
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CosT ESTIMATE

Funding egtimates should come from the Miniature Munitions and GPS program offices. In

the case of registered battlespace, the emphasis should be on a deployable, ground-implanted
solution rather than space-based.

LA TER NG CRU SE M SSI LES

JV2010 Ops Concepts:!
Precision Engagement
Focused Logistics
Dominant Maneuver

Full-Dim Protection
[ information Superiority h

Critical

Operational
Capabilities:

Loitering Cruise Missiles

Description & Rationale
- Cruise Missiles Able to Loiter Over/Near Ground Forces or
in Other Target Areas to Provide Prompt Precision Attack of
Fixed and Moving Targets
- Execution Could Be Ground Units Passing Coordinates
to an "on-call" Tactical Tomahawk (Tactom) or
Autonomous Attack of Specified Targets (Including
Tracked Vehicles or MELS/TELS) by LOCAAS
- Loiter Times: ~30 Minutes (LOCAAS) to Hours

(Tactom&m
» Solves the lem of Late Arrival in the Target Area by
Cruise Missiles

Force Characteristics Implications

- Allows Slow-arriving Cruise Missiles to Cover Time

Critical or Fleeting Targets

- Launch From Stand off Distances

- Only Weapons Exposed to Enemy Defenses

- Ability to Wait for Targets to Expose Themselves

- LOCAAS Could Be Used to "Flood" Areas
Where Tanks or TEL/MELS Will Appear

Enabling Technologies

- Millimeter Wave or LADAR ATR for Autonomous
Search, and Acquisition of Mowing Vehicles (LOCAAS)

- In-flight Targeting Capability (Via Datalink) for Tactom

« Multimode Warheads to Adjust for a Range of Targets
After Launch

+ Automated Information Sharing Between Many
LOCAAS or Tactom Submunition When Operating in

Major Uncertainties

-Search, Acquisition & ATR in Complex Terrain.

Weather, or the Presence of Enemy
Countermeasures

- Tradeoffs Between Short- and Long-range Variants
- Cheap Enough to Buy Both Short and Long-range

Variants in Large Numbers

- Robust Solution(s) to the Redundant-kill Problem

Close Proximity to Minimize Redundant Kills of the
Same Target

DESCRIPTION & RATIONALE

Giving subsonic cruise missles the ability to loiter in the batle area and wait for flegting or
moving targets to present themselves addresses the tacticad problem inherent in the time required
for these wegpons to fly from their launch points to intended targets. On the one hand, cruise
missles launched from sandoff distances outsde the reach of enemy ar defenses have great
goped as an dterndive to penetrating those defenses with relaively costlly manned arcraft and
delivering direct-attack munitions. On the other hand, cruise missles such as Tomahawk can
take an hour or more to arive in the target area after being launched from a nava combatant
offshore. Long trandt times between launch and arivd a the target have been a mgor
operationd condrant on the utility of cruise missles agangt targets requiring very prompt
reponses, meaning target-designation-to-impact times of less than five minutes. The concept of
loitering cruise missiles offers a way of crcumventing the “timelate’ or “laearivd” atribute
of exiding subsonic cruise missles

25



For fixed targets such as an dectric power plant or a non-mobile command-and-control
fadlity, it sddom matters if the time between missle launch and wegpons impact is five minutes
or more. Near smultaneous arrival of multiple weapons in target areas, or their coordination with
other fires, is a scheduling problem.

However, in the case of pop-up, moving, or relocatable targets, the time-late problem can
preclude tecticad success Consder a light, dispersed friendly ground unit without organic armor
or heavy direct-fire support suddenly finding itsdf in close proximity to enemy amor. A 30-
minute delay between the cal for fire and weapons impact is unacceptable if the enemy armor is
in a podtion to overwhem the friendly ground unit in the next five or ten minutes Heeting
targets such as mobile missle launchers offer another example of how the time-late problem can
undercut the effectiveness of subsonic cruise missiles. During Operation Desert Storm in 1991,
Iragi mobile erector launchers (MELS) were rardy (if ever) detected prior to firing and, as the
campagn unfolded, Iragi MELs demondrated an ability to vacate their launch pogtions after
fiing a modified Scud in as little as three to five minutes. The trangt times of current and
planned subsonic cruise missles gives them little cgpability agangt such dusive targets

A solution is to fidd cruise missles able to loiter in cose proximity to friendly ground forces
or in other target areas. Two posshilities are the Tacticad Tomahawk (TacTom) and the Powered
Low-Cogt Anti-Armor Submunition (P-LOCAAS).* The Tacticd Tomahawk is intended to be a
more versdile, less costly update of the Tomahawk Land Attack Missle (TLAM). Among other
things, TacTom will include a capability to be retargeted in flight, to loiter over the battlefied for
more than two hours awaiting tasking, and to provide target assessment imagery. The US Navy
awvaded an engineering and manufecturing development (EMD) contract for the Tactica
Tomahawk in June 1998, including firm pricing for 1,343 missles over five years with
production scheduled to start in 2002. TacTom is expected to cost less than $600,000 each (or
$800,000 if remanufactured).

P-LOCAAS, by contrast, is much smaller and considerably cheaper under $40,000 per round.
P-LOCAAS offers a maximum range of nearly 100 nauticdl miles and an endurance of 30
minutes. It uses a three-dimensond LADAR (laser detection and ranging) to search for
imprecisely located targets (over a footprint of 0.5 x 2 nm) and contans automatic target
recognition (ATR) dgorithms to identify and disinguish among dl types of ground vehicles,
such as secific surface-to-air missles, MELs, tanks, or civilian vehicles. P-LOCAAS, which is
being developed by the Air Force, dso includes a GPS receiver and a data link. LOCAAS was
successfully tested from a light arplane in 1994 and powered, free flying versons in 1998.

TacTom and P-LOCAAS span large differences in unit costs and loiter times (or search
areas). They dso represent different gpproaches to dedling with imprecisely located targets or
targets which can change their locations. In generd, a retargeted TacTom would go to a set of
GPS coordinates and release submunitions such as BAT (Brilliant Anti-Tank) able to home on
moving targets using a combination of acoudic and infrared sensors. P-LOCAAS, by
comparison, can actively search for specific target types usng ATR dgorithms and even has a
threeemode warhead (singlerod penetrator, sretching rod, and fragmentation) which it can
match to the target. The LOCAAS data link can be used to target update a loitering LOCAAS
and it can be used to determine bomb damage assessment. In addition, P-LOCAAS may be more
safe to employ with friendly ground vehicles nearby than TacTom with BAT. Despite these

" * Seenext section on LOCAAS.
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differences, though, both wegpons illustrate how the operationd utility of subsonic cruise
missiles could be greatly improved by enabling them to address a class of imprecisdy located or
moving targets for which they have heretofore been ill-suited due to the time-late problem.

FORCE C HARACTERISTICS

In generd, the forcelleve implications of loitering cruise missles depend on the probabilities
of kill (P likely to be achieved by individud rounds in the case of P-LOCAAS and individua
submunitions in the case of TacTom/BAT. The long-term goal should have Pys in the
neighborhood o .05 or higher. Anti-vehicle submunitions such as sensor fuzed weapon (SFW)
and BAT can probably produce this level of performance today in open terrain, (such as desert)
agang reaively smple arrays of vehicles. However, contrary to the widespread impresson that
the problems of precison wesgpons have been largdy solved, redistic Bs for BAT and SFW
submunitions in complex teran (hills foliage, and urban build up), agangt complex target
arays, or in the face of enemy countermeasures are probably closer to 0.1 than 0.5. While these
limitetions can be solved with steady product improvements they illudtrate the uncertainties
inherent in assuming sSmilar levds of peaformance by TacTom and RLOCAAS across the
gamut of terrain, target arays, and enemy countermeasures.

That said, loitering cruise missles with round/submunition Pys around 0.5 againg moving or
flegting targets would have far-reaching forcellevel implications. Firdt, the munition efficiency
would be congderably higher than achieved with most previous precison wegpons (excepting
laser-guided bombs, (which approached a 0.5 By in 1972 in Southeast Asia). Second and more
importantly, achieving the levd of effidency envissged for loitering cruise missles would
reduce the munitions logistic burden. At a campaign leve, P of 0.5 or higher would offer a
fivefold reduction in the number of wegpons that would have to be expended in comparison with
the number required by weapons with a 0.1 Pk. Tacticaly, Fs in the vicinity of 0.5 would make
it much more feasble for commanders to flood specific taget areas with loitering cruise
missles. (Bang able to operate this way with friendly forces and vehicles within range would, of
course, demand near-zero fase dam and misdentification rates)

ENABLING TECHNOLOGIES

TacTom and LOCAAS exemplify divergent technicd solutions to target acquistion and
attack. TacTom would wait in a target area for someone to pass it a target assgnment - probably,
as a minimum, GPS coordinates and, in the case of atacking moving armor with a submunition
such as BAT, information on the orientation of the enemy formation. Beyond a secure data link
for retargeting and access to GPS, TacTom, presumably, would technicdly be a modest risk
wespon.

PLOCAAS on the other hand, is not only smadler and chegper, but it is predicated on
relidble ATR (including low probabilities of migtakenly atacking the wrong target type or faling
to attack the intended type). Key technologies required by LOCAAS, therefore, include:
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o Algorithms and a sensor for wide-are search;

e ATR good enough to didinguish tracks from wheded vehicles and mobile missle
launchers from smilar-9zed vehides, and

o A multi-mode warhead able to adjust for a range of targets, such as armored versus
unarmored vehicles.

Another enabling technology applicable to both TacTom and LOCAAS in the long term is a
way for individud loitering cruise missles (or, in the case of TacTom carying BATs, thar
submunitions) to share targeting decisons. A fundamenta limitation of the basc BAT
submunition is that multiple kills of the same target are dedt with by the geometrica dispersd of
individual BATS rddive to the target aray. While this solution is smple and works in open
terran, it is likey to be much less successful in complex terrain. While a BAT Py of 0.5-0.6 is
not unreasonable in open terrain againg road-bound target arays, there is reason to think it
might fal to 0.1-0.2 in complex terrain. An ability to share the targeting decisons of individua
missles or submunitions would go far to solve the redundant-kill problem.

MAJOR UNCERTAINTIES

ATR is thought by many to be either here or, a word, just around the comer. The DSB’s
1996 Summer Study “ Tactics and Technology for 21 Century Superiority” argued that ATR
equd to the chdlenge of enabling smal and regpidly deployable ground units to defeat much
larger enemy forces in a wide-area engagement “is now emerging from the laboratory."’ ATR
able to cope with complex terrain, wegther, and enemy countermeasures may reman a
subgtantial technological barrier to overcome despite widespread expectations to the contrary.

A robust solution to the redundant-kill problem is dso a criticd barier to overcome before

loitering cruise missiles can approach therr full potentid. This problem has been worked for
some time by the baligic-missle defense community, from where workable solutions for
transfer to precison-drike operations might be found.

In addition to offering different technical solutions, TacTom and LOCAAS represent extreme
differences in range and unit cost. Appropriate tradeoff <udies, supported by rigorous
operationa experiments, will be necessary to determine the best mix of loiter times and costs-
per-round. Intuitively, however, one suspects that a mix of longer- and shorter-range loitering
cruise missles would be the best solution, rather than fixing on a sngle type.

7 “Automatic Target Recognition (ATR) for Rapidy Deployable Outnumbered Forces in Wide-Area Engagements’ Vol 3,
Oct 199, pp. 11-88 to 1 [-109
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RECOMMENDATIONS
1. Procesd with the devdopment of Tecticd Tomehawvk as a longrange high-end

2.

loteing cuie missle
Ensure the devdopment of a shorter-range less codly laitering aruise missle, the best
candidate now on the horizon beng P-LOCAAS.

Link the two loitering cruise missle devdopments together as a package for deding
with imprecisdy located or moving tagets Doing 0 seams important  because
TacTom is a Navy program while P-LOCAAS is an Air Force program and is
currently a low priority devdopment by that Savice

4. Hndly, the responsble program offices should be directed to begin the product

improvement work to ensure that these wegpons as wdl as any anti-amor
submunitions they may employ (such as BAT in the case of Tadticd Tomahank),
undergo improvements amed a enadling them to cope with complex terran,
complex target arays (uch as two amored columns crossing one another through an
intersection), and enamy ocountermessres (uch as movemet  exploiting  hills
fdiage, other terrain features, or timing to minimize losses to anti-armor
submunitions). Also fusng of wegpons which must pendrate foliage to hit ther target
must be addressed and extensvely tested.

AGENCIES R ESPONSIBLE

The program offices for Tomahawk, LOCAAS, and BAT should be directed to implement
these recommendations, with OUSD/A&T  assgned responghility for ensuring compliance

CosT ESTIMATE

Condder a $50-100 million plus up to Tacticd Tomeahawk, P-LOCAAS, and BAT programs
to andyze and tet wha needs to be done as product improvements in each program. Laer-year
adjusments would depend on the product improvements each wegpon requires to achieve the

desred Pks regardless of terrain, target arays and enemy countermessures.
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LOITER WEAPON CONCEPT- LOW COST AUTONOMOUS ATTACK SYSTEM (LOCAAS)

ExamMPLE LOITER WEAPON CONCEPT

TARGET
ATTACK STATUS

GPS TARGET
NAVIGATION/TARGETING INTERCOM IDENTIFICATION

R LETHAL
™D E AIMPOINT
SELECTION

LARGEAREA
SEARCH & ENGAGEMENT

Over the pagt eight years, the US Air Force and Army have been sponsoring the development
of a smart munition caled Low Cost Autonomous Attack System (LOCAAS). The LOCAAS is
desgned to loiter and autonomoudy hunt for targets, report what it finds, and kill the highest
priority target. It can be ddivered by arcraft, munitions dispenser, rocket, or missile.

After dispensed by its ddivery system, the vehicle wingsfins are deployed and the turbojet
engine is dated. The Globd Pogtioning Sysem/inetid Navigation Sysem (GPSINS)
navigates the munition to the search area. The vehicle descends below the cloud layer and begins
to search with its Laser Radar (LADAR) seeker. Potentid targets are located and either attacked
immediately (depending on assigned priority) or their location is tored for possble later attack.
Many potential separate target types can be stored in its onboard memory and additiona targets
can be added in the field. Just before warhead detonation, an attack status message is sent back to
the shooter via daa link. Other munitions in the vicinity monitor transmissons 0 that multiple
attacks will be avoided, and if they do not find a target they can find and attack a target passed
over by another reporting munition. This type of weapon is being desgned to respond to
targeting information generated by ground combat units for ragpid direct fire support.

An unpowered verson demondrated LADAR search and guidance and was successfully
flight-tested during 1994 and 1997. It will be flown twice more in the near future. The powered
verson is cgpable of 30 minutes of flight. The vehide navigaes with GPS and a low cost inertid
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messurement unit (IMU). A cdlular phone technology data link is employed to relay information
collected by the munition and its attack actions back to the shooter as well as share information
with other munitions in the vidnity.

A powered vehicle was demongrated in 1997 a White Sands Missle Range. It successfully
navigated through a 19 nauticd mile closed circuit course via GPSINS. It flew in dable flight
between six pre-sdected GPS waypoints and data linked its position and status continuoudly.

The munition is dedgned to cary a multi-mode, explosvey-formed-penetrator warhead.
When detonated, it will form ether a long rod penetrator, an aero-stable dug, or fragments. The
target ampoint and warhead mode are automatically sdected by the weapon's Automatic Target
Recognition (ATR) dgorithms associated with the onboard LADAR imaging sensor. This
combinaion of an imaging sensor and multi-mode warhead will dlow the munition itsdf to
talor its lethdity againgt different mobile targets (hard and soft). The multi-mode warhead has
completed development a Eglin AFB. All three modes have met the lethdity specified by joint
Air Force/Army  requirements.

Recently, the LADAR and ATR successfully completed a rigorous captive flight test at Eglin
AFB and Redstone Arsenad. Over 3000 target encounters were achieved and nearly 700 square
kilometers of search area were covered to generate fdse dam rate (FAR) datigtics The
government closely monitored the tests in which 75% of the data was sequestered for further
andyss. Probability of Identification (PID) for Scud and surfaceto-air missle radar vehicles
was obtained. The levels of PID and FAR exceeded the entrance criteria for the next phase of the
LOCAAS development. The Air Force dtated that, “The STAR (LADAR) seeker Captive Flight
Test (CFT), as a data collection, was a huge success. The STAR seeker CFT, as a demonstration
of maturity of the powered LOCAAS technology was an even grester success.”

The Air Force will begin a LOCAAS advanced technology demondtration in late 1998.
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SPACE DELI VERED KI NETI C ENERGY WEAPONS

JV2010 Ops Concepts:
a Precision Engagement

Critical Operational

Focused Logistics H .
Dominant Maneuver Capabllltles.
FaLDIm Prowection Space Delivered KE Precision
i thuo g super sy
Weapons

Description & Rationale

- Space Based Hypervelocity Weapon System
- Bus Carries Long Thin Rods

- GPS Guidance

- Rods Separate From Bus - Transit Atmosphere
- KE Impact on Target

- Large Ground Footprint From Single Orbit

Force Characteristics Implications

- Provides Global, Rapid Response (<9 hr) Against

Time-urgent Fixed Point and Limited Area Target
- Potential Hard Target Killer (i.e. Many Feet of
Reinforced Concrete)

- Invulnerable to Enemy Air Defenses
- Strategic, Tactical Warning Unlikely to Third World

Enemy

Enabling Technologies Major Uncertainties

- Reentry Physics of Slender Rods (Survivability and || - Nosetip Ablation/Erosion Impact

Accuracy) - Political Issues Concerned With weapons in space
- Kinetic Energy Impact Phenomenology for Target - Cost per kill
Damage

- Differential GPS for guidance

DESCRIPTION AND RATIONALE

This wegpon system condgds of a conddlaion of space orbiting vehides carrying long thin
rods. of a heavy maerid in highly dliptica orbits. Usng GPS guidance, the bus deorbited and is
guided toward the ground target with extreme accuracy. The rods separate form the bus before
reentry into the amosphere, trangt the atmosphere in a very short time, and drike the target at
hypervelocities (>10,000 ft/sec) with great (differentid GPS) accuracy. The high veocity impact
leads to a kinetic energy kill of the target. Appropriate orbits and reentry angles dlow for a large
ground target footprint from a single orbiting vehicle.

The successful development of this systiem would provide the United States with a capability
to drike targets anywhere on the globe within 9x to nine hours depending upon congellation
gze and orbitd parameters. In lieu of forward basng, balisic delivery of precison weapons
from space is the only feasble way to assure prompt atack of targets anywhere on the globe
within the opening hours of the war and without usng sysems currently countable under the
START Treaty. This wegpon concept can be employed day or night and regardless of westher.

FORCE CHARACTERISTICS IMPLICATIONS

Space-ddivered kinetic energy weapons provide a globd, rapid response (fraction of an hour
to hours) agang time-urgent fixed point and area targets. Fixed missle launch stes, command
and control centers, fixed radar dtes, ar bases, shdtered arcraft and other high vaue fixed
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targets are potentidly vulnerable to attack by this system. It has the potentia of attacking some
buried targets as well since the large kinetic energy carried by the rods enables penetration
through many feet of reinforced concrete. A limited set of area targets, such as air base runways

or amor saging aress, are potentid targets for this sysem using a larger number of smdler rods.
The kinetic energy ddivered is less to these softer targets but the area covered is increased by the

larger number of rods carried by the bus.

This sysem is invulnerable to the enemy’s ar defenses. Strategic and tecticd warning is
unlikely for many adversaries dnce it requires a sophisticated space-based tracking system to
detect the deorbit of the spacecraft and subsequent flight to the ground. Changes in targeting
parameters (within limits) can be made while the bus deorbits so that a commander can retarget
the system if required. The attack can be stopped at any time prior to release of the rods from the
bus by commanding the bus to reenter with the rods atached or reentry or reengage the bus
propulsion system and “kick” it back into space.

ENABLING TECHNOLOGIES

The key endbling technologies are the survivability and accurecy of long dender rods
reentering the earth’'s amosphere a high veocity and the kinetic energy impact phenomenology
upon dgriking the target. ICBM warhead reentry physics is a well-developed, well-understood
technology. This concept relies on applying that knowledge to smdl radius nose tip designs.
High veocity kinetic energy impact phenomenology is dso a wel-undersood technology. This
concept must make use of that technology base to edtablish the kill potentia of this system
agang various target classes.

MAJOR UNCERTAINTIES

The mog criticd uncertainty involves the technicd feaghility of the reentry of long, dender
rods into the earth’'s amosphere a high velocitiess Reentry must occur without causng
asymmetrica nose tip eroson, which would lead to ungtable reentry dynamics, and breskup of
the rods or large erors in target accuracy. Of secondary concern, is the potentia for disrupting
GPS guidance of the bus by pro-active measures taken by the enemy.

It is conceivable that some concern may be expressed by detractors to the concept regarding
placing weagpons in orbit. However, Artice IV of the Tresty on Principles Governing the
Activities of States in the Exploration and Use of Outer Space, Including the Moon and Other
Cdedtiad Bodies daes “dates parties to the Treaty undertake not to place in orbit around the
Eath any objects carrying nuclear weapons or any other kinds of weapons of mass destruction,
ingal such wegpons on celedid bodies, or dation such wegpons in outer space in any other
manner.” The Treaty was sgned and ratified by the US Senate in 1967. Its terms do not appear
to preclude the development and use of a gpace-ddivered kinetic energy precison wespon.

RECOMMENDATION

Re-initiate and complete a demondration program to show the feashility of hyperveocity
reentry of long dender and short rods into the atmosphere while retaining precise impact
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accuracy. Increase support for research and development of kinetic energy impact
phenomenology. Especidly as it gpplies to attacking buried targets.

AGENCY TASKED WITH RESPONSIBILITY

1. Reentry and flight dynamics DARPA and Air Force Phillips Lab.

2. Kinetic energy impact phenomenology: DSWA, now integrated into DTRA and Phillips
Lab.

ESTIMATE OF COST/FUNDING

1. Reentry and flight dynamics. 3 year program, tota cost $50M. Assumes Air Force or
Navy picks up cost of 3 ICBM or 3 SLBM launchers

2. KINETIC ENERGY impact phenomenology: $3M-$5M per year for a 3 year program

MISSILES/SMART ROUNDS IN A BOX

-—
JV¥2010 Ops Concepts:
) Precision Engagement
Focused Logistics
[[JDominant Maneuver
Full-Dim Protection
DOinformation Superiority

Critical Oerational
Capabilities:
Missiles/Smart Rounds in a Box

Description & Rationale
- Self-contained Vertical Launch, Indirect Fire Support Able to Self-located
and !

+ Capable Of.
- Shipboard Use: Shore -based to Provide Responsive Fires to Ground
Forces; Joint Use by All Services; Firing a Variety of Munitions;

Attacks Ground or Air Targets; ReJoadmglReplacin% on $tation
- Current Multiple Weapons Platforms and Munifions Creates a Large and

Complicated Logistics Tail . . . .
- Shipboard Vertical Launch Syemss Require "Administrative" Conditions
*One Weapon System to Serve Multiple Users and Service Multiple

Targets . . »
- Resupply the Sel ¥ -contained System Vice Individual Munitions

Force Characteristics Implications

- Will Create

- Common Delivery Platforms
- Common/Joint Ordnance
- Joint Ordnance Personnel

-Users Will Be Able to Select:

- Laser Designation
- Impact at Desired Coordinates

- Autonomous Selection

- Unmanned Operation

Enabling Technologies
- Plug-and-play for Multi-service Fire Control System
Application
- Munitions Capable of Attacking Multiple and Veried
Land Targets
- Containerized launch of Concentric Canister Missile
- Remote C3

Major Uncertainties
- Affordability
» Adapting current/projected delivery platforms
» Operational feasibility in combat

DESCRIPTION AND RATIONALE

The concept is a sdf-contained verticd launch, indirect fire support system. The relocatable
and reloadable system consists of a standard cargo (ISO) container (8'X8X20') loaded with
vaious missles and smat rounds. To provide intratheater mobility the container would be
trangportable by fixed and heavy-lift rotary wing arcraft. Moreover, the cargo container would
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incdlude a C3 module for sdf-location and plug-and-play fire control with a common/joint service
fire control sysem. Common fire control and communications architecture usng the Integrated
Information Infrastructure (I11) will enable use by al services from ether ship, land-based, space
of arborne usng the Integrated Information Infrastructure (I11) platforms.

With the capability to fire a variety of munitions the “missle/smart round in a box” will be
able to attack ground or ar targets with equa effectiveness. The system should be capable of
reloading on dation, offering the potentid to ether rdoad on dation or replace one “box” with
another “box” to provide continuous indirect fires based on the tacticadl and operationd picture.
Findly, common wegpons ddivery via a truly joint fire support system will sgnificantly reduce
the logisics burden while increasng responsveness.

FORCE CHARACTERISTICS IMPLICATIONS

A common-user wegpons ddivery platform (missles/smart rounds in a box) provides the
opportunity for a common/joint ordnance and joint ordnance personnel capable of supporting any
of the wegpon ddivery sygems or munitions. Additiondly, this capability will facilitate
dispersed, light, and agile forces tha possess the capability to engage tactical targets with
reponsve indirect fires. The conceptud system and cgpability should provide these light forces
with the ability to choose laser-designation impact a a dedred location or autonomous Selection

of targets.

ENABLING TECHNOLOGIES

The “missle/smart rounds in a box” possesses enormous potentia; however, this concept and
capability hinges on severd technology enablers. The key endblers that warrant  further sudy and

development  include:

« Common, vice the current complicated and delivery system-based, logistics
infrastructure capable of joint user sustainment and use.

o One wegpon sysem and common munitions to sarvice multiple users and targets.
This technology enabler requires ether versatile and sdectable munitions or a variety
of munitions in the same launcher (box).

o The ability to both resupply by contaner ingeed of individua munitions or resupply
by refitting individud munitions on dation if the tacticd and operationad Stuations
permit.

o Plugand-play technology for multi-service fire control system application. The
services would require a common, plug-and-play, fire support system that dlows the

same missle/smat round box to be fired by any service from any location or
platform.

o Standard missle guidance and propulson technologies.

e Asaured communication links between ground forces and supporting launchers or
launch platforms.
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o Smat missle front-end guidance systems and/or forward observer target designation
cgpability.

o Munitions cgpable of attacking multiple and varied targets - missle and/or smart
rounds capable of attacking air, sea, and ground targets.

o« Containerized launch of concentric caniger misdles.

o Fixed or rotay wing trangportability of the “MisslesSmat Rounds in a Box”
containers for intrarthester trangportability. This issue may dso force the exploration
of compodte or lightweight materids in order to reduce the weight of the container

and the weght of the munitions.

e C3 module for the “Misdle/Smart Round in a Box” that, when mounted in container,
provides the capability for sdf-location and plug-and-play fire control.

In addition to the technologies above, the rapid resupply of ether container “boxes’ or
individud munitions for reoading the “boxes’ on daion warrants further exploration of
sective off-load and sdective packaging technology. Individuad boxes or munitions for reload
of the boxes must be readily located and sdectively offloaded from ships, arcraft, and/or
dandard containers, configured for use and transport, and then rapidly delivered to ensure

continuous indirect fire support.

MAJOR UNCERTAINTIES

The technological risks associated with unmanned, containerized missles or smart rounds are
the key uncertainties. Specificaly, the feashility of developing a common and truly joint family
of munitions and launch plaforms (boxes) could prove technologicaly or fiscdly prohibitive.
Moreover, the ability to adapt current and projected delivery platforms to new weapons ddivery
sysems and a revolutionary agpproach to indirect fire support requires a fundamentd shift in
current thought. The issue of controlling fires in the battlespace (organic or supporting fires) and
the assured communications infrastructure between human or remote sensors and the shooters
(boxes) will require additional study and experimentation via an ACTD. Findly, procedures for
resupply and/or reload on the battlefield or on station remain uncertain.

RECOMMENDATION

Continue to research and develop munitions, wegpons, and weapons ddivery systems to
support this concept. DARPA is currently working an associated concept AFSS or “Arsend in a
Box” and has acquired costs and more specific technologies regarding this concept. Upon
completion of the research and development by DARPA, the potentid for an ACTD to expedite

fidding this capability across the services may be warranted.

AGENCY

Lead should be DARPA with joint service paticipation until reseerch and development is
complete.
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COST ESTIMATE

DARPA should be consulted for cost estimate.

LI GHT ARMORED FAM LY CF VEH CLES- LI GHT MECHANI ZED STRI KE

FORCE ( LNMSF)

JV2010 Ops Concepts:

% Precision Engagement
Focused  Logigtics

V] Dominant Maneuver

L FulDii  Protection

/) Information Superiority

Critical

Operational
Capabilities:

Light Armored Family of

Vehicles

Description & Rationale

- New, Air Droppable Family of Light Armored Vehicles
Intended for Rapid Deployment Forces to Provide Early
Combat, Recon. and Fire Support

- Deployable on c-1 30/C-130 Follow-on
- Active Armor (Reduced Passive Protection)
- Self-contained CBR Protection
-Advanced CA4ISR Suite
. Combat Variant With High-velocity Anti-tank Cannon
« Recon, Fire Support, Carrier, and Robotic ‘Follower” Variants

Force Characteristics Implications

« Adds Assault Shock and Troop Protection Capability
« Reduces Unit Weight by 2/3, Volume by 1/2
« Provides Protection From CBR, Light Weapons, and

Limited Protection From Armor and Anti-armor Fires

. Provides Greater Mobility
« "Network-Centric" Rather than "Platform-Centric" Fighting

system of systems

« Employs and Exploits Joint Precision Fires
. All land combat vehicles networked in the lll.

Enabling Technologies

« Integrates Proven Technologies in Modular Design
- Lightweight, Superior Protection Materials; Hybrid Propulsion
- Very Rough Terrain Suspension, Survivable Wheels
- Combination of Higher Velocity 70mm Gun (5-6 K FPS) With:
- Longer L/D-(20-22) Kinetic Rods
- Proximity Fused Close Air Defense Round
- Ground Target Suppression Round
- Night Vision, All Weather Target Detection and Acquisition
{(VLWIR)
+ Smart, Improved Mortar and FOG-M Variants
- UAV Launch, Recovery Module

Major Uncertainties

« Cost of VLWIR Fire Control
« Armor Protection (Passive and Active) Within Air

Deployable Constraints of IS to 20 tons maximum gross
weight

- Requires Experimentation to Integrate ‘System of

Systems” Into Light. Mobile Forces\ Supported by Joint
Fires

- Changing the DOD culture on heavy forces

DESCRIPTION AND RATIONALE

Today's heavy force is too bulky and cumbersome to be deployed in a criss unless ether
drategic warning exids to provide buildup time in theater or heavy war reserve stocks and
equipment are dready prepodtioned in exactly the right location. To be decisve in future
conflicts, Joint Force Commanders (JFC) will require potent ground forces - on the ground
within 24-48 hours and able to close with and destroy attacking enemy armored or mechanized

formations - in order to control the depth and breadth of beattlespace as envisioned in Joint
Vison 2010.

To achieve this capability, a family of light amored vehicles must be developed that has the
deployability of the current set of light forces as wdl as the lethdity, survivability, and decisve
capabilities inherent to traditiond heavy, mechanized forces To satisfy this desgn chdlenge,
these new vehicles must be ar deliverable by C-130 or follow-on trangporters and equipped with
the following sysems high veocity anti-tank cannon and intemetted C4ISR  suites to facilitate
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the employment of precison fires from ar, sea, soace, and ground platforms, as wdl as active
amor protection and sdf-contained chemicd, biologicd, and Radiologicd (CBR) protection
systems.

These design features, coupled with the system’'s drategic and operational mobility, will
provide unprecedented capabilities for early entry forces from the drategic to the tactical levels
of conflict. Variants within the family will provide reconnaissance, fire control, and combat
sarvice support to complement the primary armor killing systems. The use of robotic followers
will enhance operations and provide protected, uninterrupted logisticd support to ensure
sugtained operations. The light armored family of vehicles will be able to get to the theater of
operdion by draegic arlift to influence the initid fight, move within the thester, and move
rapidly in the most redrictive terrain to achieve tactical objectives on a sustained bass.

FORCE CHARACTERISTICS IMPLICATIONS

These innovetive design aspects will provide mgor advances for the force. The light armored
family will ddiver greatly enhanced assault shock cgpability while providing protection (anti-
armor, baligic, and CBR) for the crew. Deployable weight will be reduced by well over two-
thirds of exiging requirements, while cutting cubic volume by over one-hdf. This produces a
magor advance in draegic and operationd mobility, which is further enhanced by its greater
tacticadl mobility. The net effect will be to create a ground force with greetly increased roles in
deterrence, preemption, and conflict termination.

Perhaps of grester importance in assessing overdl system potency, is that the family is being
developed usng a “network-centric’ rather than a “plaform-centric’ approach. This will
enhance overd|l versdtlity, dnce it will ensure the means to harness the full range of precison
fires envisoned in Joint Vison 2010. While Light Mechanized Strike (LMS) forces will
certainly be able to secure key facilities, protect ports of entry, and control lines of
communication, they will dso be ale to attack and destroy enemy armored and mechanized
formations in independent or coordinated fashion primarily using precison indirect fires. In
addition, ther high rdiability and energy-efficient designs will dramaticaly reduce requirements
in three fundamentd areas. supporting maintenance activities, drategic and intratheater lift, and
traditiond lines of operation which emanate from large bases built up within theater. The
combined effect of these capabilities will be to dlow for a style of ground wafare that is far
more decentrdized, flexible, faster, and more effective than that with which we are familiar
today.

ENABLING TECHNOLOGIES

The design of the light armored family of vehicles will integrate many proven technologies in
modular fashion to achieve wel-established parameters for deployability (and trafficability),
lethdity, and survivability. Five mgor new technologies, dl wdl into commercid or military
development, will be included.

The fird key technology to be employed is lightweight, superior materid. This will produce
dramatic weght reductions which will greatly increase both deployability (by reducing aggregate
arlift requirements by two-thirds and volume by one-hdf) and mobility (both within the thester
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and in support of tactical commanders). The second mgor set of technologies will produce new
levels of trafficability. The use of survivable wheds, with optiond band tracks and sophisticated
independent suspension, will create a near-dl terrain capable platform. The use of hybrid
propulson sources - the third mgor technology - will provide the power plant needed to
efficdently move this lightweght, highly trafficable chasss While enabling longer combat range
and endurance, these advanced hybrid propulson sysems will adso greatly increese fud
effidency and mechanicd  rdiability.

The fourth mgor technology will contribute to enhanced lethdity, by fieding both a line-of-
dght medium cdiber cannon and hyper-veocity missles. This amament will festure high
veocity (5,000-6,000 feet per second) tank-killing 70 millimeter automatic cannon that fire
improved long rod penetrators (20-22 millimeter length-to-diameter ratio) at high rates. Variants
will dso cary beyond line of dght sandoff missles and precison guided mortars. The fifth
magor technology area includes the CAISR  suite that will produce a shared operaiond picture.
Information technologies will be integrated to ensure crewmembers have situational
understanding of friendly, enemy, and combat service support units. The advanced, internetted
communications  suite* will provide digitd linkege to joint precison fire sysems which will
enable a ground combat cooperative engagement capability (CEC) with precison fires ddivered
by joint and combined platforms.

Although light, these materids will be safeguarded by active protection systems - the fifth
magjor technology to be integrated. Active armor modular overlays will be employed to counter
tank main gun rounds The light amored family of vehicles which will festure new levels of
ground speed and combat range, it will dso provide a high measure of balistic protection for the
sndler, two-three member crew - and will edablish new dandards in overdl deployability,
trafficability, lethdity, and survivability (as measured by protectionto-weight retios).

M AJOR UNCERTAINTIES

This new family of vehicles, as described aove, is a “sysem of sysems” The only mgor
uncertainty that exigs (barring mgor setbacks in the redization of individud technologies) is a
falure to pursue its development and fidding in this manner. Should resources be shifted away
from advanced propulson technologies, for example, the vehicle might need to be outfitted with
heavier or less reidble drive train components. This would, in turn, reduce range, require more
logisticd and maintenance support, and add weight - dl of which would run counter to the,
design parameters established for both deployability and trafficability. Similarly, if the
commitment to develop ether very long wave infrared fire control sysems or improved passve
and active amor protection systems faters, crew and sysem survivability might be put a risk.

RECOMMENDATION

The Army and Marine Corps should expeditioudy proceed with a competitive new vehicle
concept  definition and development program with the assstance of DARPA and commercia
vehide manufacturers,

* SeeVolume| of this Report for a discussion of the proposed Integrated Information Infrastructure (111).
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LI GHTER ENHANCED MBI LI TY FAMLY OF VEH CLES - LI GHT | NFANTRY

RESPONSE FORCE (LI RF)

JV2010 Ops Concepts:

Precision Engagement
]Focused  Logistics

|Dominant Maneuver

Critical

JFUll-Dim  Protection
3 Information Superiority

Lighter

Operational
Capabilities:
Enhanced Mobility
Family of Vehicles

Description & Rationale
- High Payload to Weight Ratio
- Combat Loaded ClIl, Weapons Platforms, Other Combat

Support Vehicles Transportable by UH-60 and Follow-on
- Enhanced Energy Efficiency and High Reliability
. Enhanced Combat Range/Endurance
. Low Logistical Consumption Rates
. Compactness in Strategic Transit
« More Combat Power Per Airlift Sortie (by Factor of 2 or

More)

. More Rapid Closure of Force

Force Characteristics Implications

- Cuts the Lift Requirement in Half

- Provides Unprecedented Mobility of Light Forces

- Serves As Target Designation Platform

. Command Variant Provides Platform for Providing

Common Operational Picture to Ground Force
Commanders

Enabling Technologies

- Space Frame Construction
- Hybrid Propulsion

Major Uncertainties

- Low Cost
- Changing the DOD culture

- All-terrain Suspension, Survivable Wheels
« The lil

DESCRIPTION ANDRATIONALE

Rapidly deployable early entry forces are designed specificdly for early criss regponse - a
role that requires them to be not only fully arlift deployable and tacticaly mobile, but aso to be
highly lethd. Light forces of today, while the most deployable of Army and Marine Corps units,
lack the firepower and potency to cope with full-spectrum warfare demanded by Joint Vision
2010. The family of light vehicles designed for the Light Infantry Response (LIR) force, employs
a tubular space frame desgn and a common chasss for dl vaiants, which will provide
dramaticaly new tactica capabilities. Three aspects of the design serve to illustrate the design of
the vehicles, which comprise this new family. Firs, they provide a high payload to weight retio.
The three mgor variants - wegpons platforms, command and control vehicles, and combat
support vehicles - will all be able to be transported by the UH-60L and the MV-22, even when
fully loaded. The larger vehides in the family, primaily logigics and wegpons platforms, will dl
be able to be moved by the CH-47D, the C-130J and their follow-on designs. Second, the
enhanced energy efficiency and high rdiability designs for the drive tran and mgor components
will increase both combat range and endurance. Third, the compactness of the desgn will
increese draegic and intheater trangt capacity. Since these vehicles will be desgned to fit
within exiging and projected arcraft or to be ding caried, aggregate arlift capacity will
increese  Sgnificantly.
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FORCE CHARACTERISTICS IMPLICATIONS

These innovative aspects of the light vehicle design provide mgor capability advances for
the force. The high payload to weight ratio increases their overdl potency and provides the Joint
Force Commander (JFC) with the ability to rapidly project combat power to secure key facilities,
protect ports of entry, and control lines of communication. LIR forces will have unprecedented
speed and mobility that will enable them to perform essentid functions of target designation for
precison fires, reconnaissance, and command and control, as well as sustaining themsalves.

With this family of new, light vehicles, their longer range and higher rdiability provides
them with greaster freedom of action, flexibility, and responsveness. Their desgn characteristics
will aso reduce requirements for supporting maintenance activities and equipment. In addition,
while their drategic ar deployability will get them on the ground between 24-48 hours after
receiving orders to deploy - which increases their roles in deterrence, preemption, and conflict
termingtion - ther tacticad mobility will be virtudly unprecedented.

As an example, condder the impact their desgn will have on therr ar assault capability.
Because dl the vehicles can be moved by UH-60L, CH-47D, MV-22 or follow-on arcraft, a
force can be rapidly relocated on the battlefidd - in its entirey. This will diminae the
requirement to control supply routes, which routindly disspates combat power, divides the focus
of leadership, and puts repositioned forces at great risk since they are separated from their water,
ammunitions, rations, and other supplies until the logistics convoys reach ther new aea of
operation. This new dimenson in tacticd ar assault operations will enable LIR forces to be
employed much faster to block enemy advances, retain key terrain, attack by fire, or control
precison ar, sea, pace, and ground fires during the execution of massive, combined arms
ambushes tha will defeat enemy formations.

ENABLING TECHNOLOGIES

The firg key technology to be employed is the lightweight tubular frame design. The frame is
not only drong, it is light. The frame will be desgned to complement future airlift desgn and
will be dackable during flight. This will more than double exiging airlift cgpacity. Mohbility will
be enhanced using dl terran capable, rugged independent suspenson and traction systems.
Hybrid propulson systems will be used to ensure more than adequate power, high rdiability,
fud efficency, and overdl extended endurance. Information technologies will be integrated to
ensure Stuaiona understanding of friendly, enemy, and combat service support units and their
operations. The advanced, internetted communications suite will provide digitd linkages to joint
precison fire sysems which will enable cooperaive engagement capability (CEC) for the land
battle. On board weapons systems (both guns and missles) will provide active ground and ar
protection.

MAJOR UNCERTAINTIES

The family of vehicles needed to support the LIR is a “system of sysems” The only mgor
uncertainty that exists (barring mgor setbacks in the fidding of individud technologies) is a
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falure to pursue its development and fidding in this suggested manner. Should resources be
shifted away from advanced propulsion technologies, the vehicle might need to be outfitted with
heavier or less rdiable drive tran components which would, in turn, reduce range and require
more support. Smilarly, if support disspates for the development of the lightweight logidtics
vehicdles in the family, then the LIR might be saddied with the logistics chalenges (“tooth to tail”

ratios) that conventiond light units face today, just to sustain themsdves during continuous
operations.

ANTI - ARMCR CAPABI LI TY

Revolutionizing Anti-Armor Capability
Today Tomorrow Future

« Air/Mobile/inserted R
Anti-Armor Task somm n "(vs:' c‘:l‘:)oﬂ lo
Forces - Fire directing

< Armor vs. Armor
+Foot vs. Armor

Capability - « Air vs. Armor
- < Air vs. Armor
Evolution « Indirect fires vs. Armo

+ Helibome Task For

Knowledge Maneuver

« €ommand- and

Knowledge Autonomous

Shaping

Control 'Lmz’;‘ea fire « Bariers ‘;-a‘g:mligclr:'s- - Autonomous
- Situational o ection * Area denial individual  and scouts
Understanding ’.L?g'ra;'ge agents team « Airand
« Precise, Real- indirect fircs . Smart mines « Gap crossing/ surface

fime _ location * Aviation firos bridging « Microbots
. Identifiition '%i’“'[ fires | + Helicoptertit-
. P . Smart missiles rotor

‘:"’"5'"9 (tiered - Javalin and transportable

pace, air, and Preaator

vehicle

ENABLERS
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o 200 s Conceps: Critical Operational
E&‘ﬁ#ﬁiﬁver Capabilities:

Full Dim Protection .
Information Superiority Anti-Armor

Description & Rationale

- Shift toward lighter, more lethal forces.
- Lighter forces will require responsive fires to

Force Characteristics Implications

- SMOC (Small mobile offensive cell)
- Direction of fire

counter armor operations. - Weapon shooting

- Environment will range from highly * Lessemphass on tanks’ and tank-iike vehicies.

dispersed battlespace to massed armor + Greater emphasis on man-portatie systems, fast
attack vehides, and indirect, precision fires.

threats. + Anti-armor veticies will be deployable irternal to

- Need will exist for lethal and non-lethal rotary-wing and tit-rotor aircraft.
fires.

Enabling Technoiogles Major Uncertainties
* Locatng - .
~ Tierad space, air, snd ground sensons; Robotafrosming * Parochialism/ Qtd-Think"/Cuture

sensors

. Chx\mliﬁn%_ ) ) ) - Ingenious countermeasures
- Area denial agents; Collapsible barriers; Smart mines . ) )
* Lethals - Ability to have and retain comprehensive

- Anti-armor fast attack vehicles (V22-/Helicopter compatible) ituati i
- Family of lightweight, man-portable fire and forget systems battlespace situation understanding
- indirect. precision anti-armor fires
- Indirectly fired anti-armor minefields
*Non-lethals. . ]
- Engine inhibitors: "Boot" devices

DESCRIPTION AND RATIONALE

The end of amor as a dominant force on the battlefield has been proclamed many times, yet
amored vehicles continue to play a mgor role in traditiond amed conflict and will for years to
come. Given the proliferation of modem wegpons systems and their export throughout the world,
US forces can expect to confront adversaries equipped with armored vehicles, whether main
bettle tanks, infantry fighting vehicles, or armored personnd cariers. For the foreseeable future,
adversaries will have access to a wide variety of tanks and armored vehicles. By the year 2015, a
number of countries will have armor of a qudity roughly equa to today's date-of-the-art
equipment. Second tier countries will possess less capable vehicles that will Hill serve to
intimidate their neighbors and provide loca superiority. Overdl, more than 100,000 main bettle
tanks and 200,000 other armored fighting vehicles are expected to be in service worldwide in
2010 and beyond. Some of these may prove exceedingly difficult to destroy. Modem design
trends for tanks and armored fighting vehicles emphasize dedth, jammers, sdf-screening
obscurants, and improved self protection, to include reactive armor and munitions
countermeasures that defeat explosve anti-armor systems. Armored vehicle designers are aso
seeking grester mobility and weapon accuracy, combined with improved “shoot-on-the-move’
and day/night engagement cgpabilities.

Hostile armor may appear in any type of conflict. While US forces must be prepared to ded
with enemies who possess large inventories of advanced weapons, it is just as likdy they will
encounter armored systems in the hands of locd insurgents or urban rioters during military
operations other than war in which the loca government has broken down and lost control of
military  equipment.
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Anti-armor operations will be strongly affected by the peculiarities of terran. Many potentid
adversaries are in desert areas where the terrain supports large maneuver forces and open fields
of fire. In littord regions, which tend to be broken by natura features such as rivers and river
ddtas, the terrain minimizes the vaue of armored maneuver dements, but does not diminate
amored vehicles as a potentid threat. Urban combat forces are likely to encounter enemy armor
in the course of conducting operatiions in urbanized terrain. Further, the presence of large
numbers of noncombatants and many sources of nonmilitary sgnatures in this environment
complicate the anti-armor targeting problem.

As the emphass for employing of US forces shifts to rgpidly ariving a the objective, large
heavy armored forces become a logistics burden on the joint force commander. US forces should
therefore shift toward lighter, much more lethd anti-armor forces that can quickly respond to
crises worldwide. These forces will require both letha and non-letha fires to meet the anti-armor
chdlenges in environments ranging from a highly dispersed battlespace to a compact urban area.
Technology can provide a dgnificant contribution to meeting the anti-armor needs of tomorrow’s
forces.

ENABLING TECHNOLOGIES

Technologies must emphasize innovation in locating, channdizing, and dedroying the threet
- the latter usng both lethd and non-lethad means. Technologies that could enhance locating and
engaging armored threats include:

o Tiered sensor sydemst. A tiered system, of space, air, and ground sensors would
provide depth in locating armor. The system should possess dl-weather, muilti-
spectral, acoustic and SIGINT capabilities that are linked through robust
communications networks to dl gppropriate dements of the joint force. The system
of tiered sensors needs to provide near-red-time Stuationd understanding across the
battlespace. To maintain tempo and avoid wasting munitions, the system must be
cgpable of detecting and classifying decoys and of making timely and accurate baitle
damage assessments.

« Robots/roaming sensors. Microbots and unmanned aerid vehicles (UAVS) could
provide one tier of red time reconnaissance and location information to commanders.
Micro-robots equipped with sound and visua sensing devices could be used to scout
likely locetions for armor, especidly in urban areas and track armor within the
battlespace. Smilar to the microbots, micro-szed UAVs (with little chance of
detection) could be used to reconnoiter locaized areas and track the movement of
enemy forces.

« Tagging. US forces will need to be able to place a ‘tag’ on enemy armored vehicles.
Tagging dlows commanders to track vehides until such time that the timing of the
engagement is in the favor of friendly forces

Channdlizing causes the enemy to move in a predetermined direction desired by the opposing
commander. Technologies that can assg in channdizing armor include:

See the Volume | discussion of the Ill.
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« Barriers. US forces should have the ability to rapidly erect barriers that deny or
inhibit armored vehicles from entering an area.

o Smart mines. The joint force should have the capability to remotely ddiver smart
anti-armor mines. Remotely delivered minefidds should be temporary, recoverable,
or sdf-destructing ether on schedule or by sgnd when no longer needed. Because
maneuver forces have limited carying capacity, recoverable anti-amor mine
dispensing systems should also be developed as well. Deployed in easily
trangportable containers, such a system could be remotely activated to digoense mines
in the event that an armored threat appears, then be rendered safe and recovered for
reuse, as the Stuation requires.

Posshilities of fighting agang amor in open, foliage covered, and urban terran should
drive technological innovation toward developing both lethal and non-lethal means to
destroy/disable armored vehicles. New technologies in lethd munitions that could prove
beneficid to anti-armor operations include:

« Anti-armor fast attack vehicles. The need to rapidly deploy to operations worldwide
demands that logigtic footprints be reduced. Light forces deployed by arlift will be
the firg US forces to arive a the scene of a criss to link-up with their codition
patnes. The limited avalability of ar and sea lift will require tha forces be
equipped with light, fast datack anti-armor vehicles. Movement within the objective
area will demand that these vehicles be capable of trangport internd to helicopter and
tilt-rotor arcraft.

« Family of lightweight, man-portable, fire and forget systems. A family of organic
direct fire weagpons will provide accurate, lethd anti-armor fires while being effective
againg other targets - perhaps through sdlectable or scdeable warheads. Wespons
will be easly handled by an individud, smple to operate, soft launch capable, and
avalable throughout the force in large numbers. The wegpon should be adle to
quickly acquire the target and be fired without the operator maintaining track on the
vehicle. These wegpons should be able to ether defeat frontd armor or reiagbly
achieve firegpower or mobility kills.

e Indirect, precision anti-armor fires. Indirect fire precison munitions optimized for
anti-armor  engagements will employ sdf-contained seekers capable of identifying
amored tagats and may deploy multiple submunitions. Each submunition  will
function as an independently targeted anti-armor attack System, providing a capability
for multiple engagements from a single ordnance ddivery. Cog-effectiveness is a
criticd condderation in the desgn of precison anti-amor munitions. These sysems
must possess the technological sophidtication to successfully engage enemy armor &
a cod per kill that does not reduce their avalability. When friendly ground forces
encounter organized combined arms forces in open terrain, enemy armored systems
must be separated from their supporting infantry. Thus, the requirement exigts for not
only precison, letha and non-lethd anti-armor fires, but dso accurate, high-volume
suppressive  fires. Indirect-fire systems must possess aufficient  responsveness,
mobility, accuracy, sustainability and lethdity agangt armored targets to provide an
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al-wegther, long-range capability during periods when nava surface and avidion
fires may be unavailable

In the urban environment, employing lethd munitions againg armored vehides may result in
excessve collaerd damage and civilian casudties. Non-lethd anti-armor  technologies could

include

« Engine inhibitors. Engine inhibitors could be ether daicdly located or remotey
controlled vehicles An dectronic pulse directed into the body of the vehicle
potentidly rendering the engine inopereble or engine injection of “containment”
should be looked into.

« Rapidly deployable barriers

Force CHARACTERISTICS

New concepts for conducting anti-armor operaions are on the horizon. Lighter forces will
require new organizations and wegponry to effectivdly contend with and destroy/neutrdize
amored vehicles in future conflicts

The Smal Mohile Offensve Cdl (SMOC) concept is an example of an organization that
typifies this new approach. The SMOC, operating from fast atack vehicles or helicoptersitilt-
rotor arcraft would serve as the principd means of engaging armor thrests. SMOCs would have
the capability to direct aviation, indirect, or direct anti-armor fires on targets or would possess a
limited organic capability to engage targets independently. SMOCs would capitdize on the
ability to deploy with fast atack vehicles as interna or ding loads in helicopters and tilt-rotor
arcraft.

In wesponry, the same basic munitions will be used by both ground and aviation anti-armor
sysems. Fuzing options will be avalable for the attack of fidd and urban fortifications, rotary
wing arcraft, UAVS, and aead/soft targets. The dismounted launcher will enable individuds to
“fire and forget” from defilade postions. Idedly, ground units will deploy with weapons that are
capable of engaging targets beyond line of dght and that possess a limited overhead loiter
capability. Equipping US forces with a variety of wegpons and technologies will provide
flexibility and limit vulnerability to countermessures

Inexpengive, individua anti-armor wegpons will require every US service member to be
traned to identify and defest enemy armored vehicdes. This training must go beyond classroom,
simulator, and technical instruction. Because much of the danger posed by armor is
psychologicd, US forces must recaive redidic fiedd training that familiarizes them with anti-
amor comba and gives them confidence in their ability to defeat enemy armor by both letha
and non-lethd means.

MAJOR UNCERTAINTIES

A new gpproach to combating armor - one which places light, mobile forces above heavy
tanks - will require a dragtic change in mindsst capabilities and doctrine. Progressive thought in
this area will prove to be the key enabler to designing lighter, more adaptable forces.
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Ancther uncertainty concerns innovations in anti-tank countermessures. Science and industry
must anticipate innovetion in this area and desgn effective munitions that are able to defeat
emerging countermessure  technology.

RECOMMENDATIONS
o Create an expearimenta Smdl Mobile Offengve Cel
o Devdop gmdl fast attack vehicles
o Devedop new family of anti-armor weapons
« Continue innovations with lethd and non-lethd anti-armor weapons
= Expeiment with dl of these intiatives
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CHAPTER 2.

Responsive Global Targeting

One of the citicd opeaiond chdlenges described in this dudy is respondve, precison
tageing on a gobd sde The vidon is the adlity to unambiguoudy identify, dassfy and
precisdy locate potentid targets edablish priorities for engagement; determine the dedred
dfects and provide the means to ddiver the desred effect a the right point in goace and time
anywhere in the world. This conoegpt requires advances in command and control, tracking tecticd
tagets and targeting, and engagement that together extend flexibility and effectiveness wl
beyond what current and near-term sysems can provide.

The figure bdow depicts the enadlers and the capablity evolution for achieving “Repongve
Globd Tageting” There ae Sgnificant technicd and operaiond chdlenges that need to be
addressd to achieve this ambitious god. Some of the enablers required for responsve globa
targeting are ds0 necessxy to achieve early combat effectiveness and knowledge superiority.

Responsive Global Targeting
Capability Evolution

Effects  Targeting
Highly  improved
Situation Understanding
Targeting of Movers in
Real Time

« Rapid Targeting

. Fewer Sorties/Target
« More Targets/Weapon
. Sensor to Shooter

COMMAND & ENGAGEMENT DEALING WITH

COMPREHENSIVE

EXPERIMENTS

CONTROL TRACKING & + AssuredKil SPECIAL TARGETS
+ Expanded ROE TARGETING - Extended R . « Simulati i
op%%ns and « Integrated Sensor Suite Weapons with Sub : w;ﬁde'o ground : gmulagmnsélgdammg
Assurance + Tools for Exploitation, Meter Improved fensive
i hS‘ensor & Data Precision + Urban Teaming
anagement « Capturing Soft
+ Unambiguous Combat EffSct ng
- Target Context, Intent D S ]
Eh“rgeuga anulh-Soume + Registered Battlespace * Integration of ]
+ Planning Tools for ?arge'rt]sm%nenssﬂo?s Sensors/Targeting
Joint Effects Based Weaporis )

Targeting and Tasking HAE UA
i + Space Weapons

Enabléf§

Voume | dexxibes severd key endbles to achieving a revoutionary responsve globd
targeting cgpability: command and control, comprehensve tracking and targeting, registered
batlespace system, and engagement. This section describes a rdaed endbler, operaiond
bettlefidd  prepearation.
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CPERATI ONAL BATTLEH ELD PREPARATI N

JV2010 Ops Concepts H H
recision.” Engaaemon Critical Operational
Focused Logistics agsys
Dominant ~ Maneuver Cap ab | I 1ities:
Full-Dim  Protection . .
Information Superiority Operational Battlefield

Preparation

Description & Rationale

- Must understand infrastructure, force structure
relationships

- Centers of gravity required for strategic operational
and tactical objective synthesis

- Infrastructure Inventory

- Force Structure OB

- Vulnerability analysis of infrastructure/force
structure relationship

- JWAC nodal analysis kinetic, electronic. IO options

Force Characteristics implications

- 1st hour power

- Seamless application of tires

- SOF/conventional rehearsal

- Increased force structure efficiency
- Reduced casualties

- Super target resolution/location

Enabling Technologies
- DTE D5 for targeting and rehearsal
- Hyperspectual/seismic
- Target analysis
- 10 options against enemy C4ISR
- Long lead HUMINT
- Sensor management architecture

Major Uncertainties
- Affordability
- Sensor systems
- Assured differential GPS

- Sensor management, correlation, fusion

Today the coherent preparation of an area for the gpplication of force is predicated on the
intelligent application of US combat power. This discretion is mandated by politicd and practica
condderations. Not only must the application of force be proportiond but must conform to a
series of unwritten norms in term of collatera damage and civilian casudties. From a precticd
perspective lethal force begets lethd enemies.

The efficient gpplication of force requires an underganding of the opposng force culture,
force dructure and infrastructure. The drategic, operational and tactica centers of gravity are a
function of the interaction of these factors. These condderaions are important for dl levels of
conflict. Preparation is as important for operations other than war, as it is for a lesser or mgjor

regiond  conflict.

The critical enabling technology is the development of a common geolocationd referent. The
leading candidate for this is space-based interferometric synthetic aperature radar. This system
could be used both as a mapper and an imager. The accuracy of this referent will define the
options available to the commander. It is for this reason that a space based IFSAR mapper is
required to produce accuracy a DTED 5. Supporting this IFSAR mapper/imager is a family of
sensors. A hyperspectrd passive system and active frequency agile laser for laser spectroscopy.
The combination of an IFSAR, hyperspectra and laser based spectrometer starts to define the
potentia of a geographic information systems (GIS) database.

The refresh rate of the GIS must be indde the evolution timdine of the cultura features of
the target. An important consderation in understanding the evolution of a target set is the use of
machine processable discriminants where possble. To mantan an eectronic order of battle
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(EOB) will require the &bility to detect, identify and characterize al signds. The depth required
of the EOB will dlow the asociation of specific emitters to units and operations. The ability to
tag dgnds (with meta data) will dlow the direct integration into the GISs.

High vaueitime criticd targets are another criticdl component for the GIS. These targets
require a combination of spectra depth and redtime retrieval. These characteristics must be
defined and integrated into the data bases long before an engagement. To detect and characterize
bdligic missle launches in red time will require the use of sensors with fader frame rates than
those envisaged for SBIRS high or SBIRS low. Incorporating see to ground bands and red time
processing like Cobra Brass will meet requirement to identify balisic missle launches based on
the spectrd definition of the missle launch ignition spike. The fast framing requirement is met
with Cobra Brass. Red time processng is an ongoing upgrade for Cobra Brass. The see-to-
ground characterigtics of al Cobra Brass systems permit refined impact prediction and warning
timelines. This ability done has the potentid of reducing the losses from indirect fires by grester
than 66 percent. The use of Cobra Brass in this role could increase the efficiency of radar like
AWACS and the Aegis Spy 1 by as much as an order of magnitude. The fast framing character
of Cobra Brass has the potentid to provide for the first time actud kill assessment as opposed to
gmple hit assessment. The kill can be defined within the context of characterizing of the impact
plasma - a discrimination that requires greater spectral depth than any previous sensor. At
intercept speeds of 4km per second and fagter, ample energy will be avalable for andyss. The
energy produced by an exo-atmospheric intercept of an enemy missile can determine whether the
warhead is a high explosve or biologicd or chemicd wegpon warhead if the data bases have
aufficient spectra  depth. Cobra Brass could be converted to missle waning and battle
management support faster and chegper than any comparative construct.

The key to GIS integration is change detection across multiple discriminants tied to a sngle
geolocationa referent at least accurate to DTED 5.

These characteristics support four fundamentd concepts. First; the propostion that we want
more than detection - characterization. Second; these phenomenon permit the trandtion from
reconnaissance to survelllance. This means robust, near-continuous observation of the bettlefield
without the posshility of single node failures. Third; a move from the sensor-centric stovepipes
that characterize today’'s sysems to an information-focused approach to sensor management.
This means the integration of the primary product into a geospatid organizing condruct. By
usng unclassfied data as direct inputs and meta data where information is classfied, the access
to information that focuses on undergtanding the relationships between sensors and objects will
be amplified. Fourth, the capability will provide an operationd continuum not jus C4ISR. The
intent of this trandtion is to med the individud disciplines of C2 with the communication and
intelligence discriminants to form an operations driven information organization. The objective
IS to gpan the continuum from operations other than war to a full magor regiona conflict. These
four condructs, if integrated, have the potentia of transforming how US forces will gep into the
opening decades of the 21st century.

In summary, these technica discrimination phenomenologies include IFSAR, for mapping
and change detection, hyperspectrd passve imaging, active laser spectroscopy, primary and
complex SAR products, sesmic and acoudtic spectroscopy, red time nonimaging infrared
(Cobra Brass), and most important, the integration of human intdligence and human intelligence
support systems. Together they can transform how we do business.
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The depth of and access to these databases is a key consderation for the future. Depth is
important for both technicd and human intdligence data base development. The depth of the
databases defines the options available to the commander in future operations. To achieve this
.depth will require the integration of sensor management into the information management and
network management  subcultures.

In technical collection, depth is required for first order, change detection, second order,
evolution and third order, higtoricd perspective. The criticd attributes of depth are sufficient
historica record to understand changes. This includes changes in cultural festures as a surrogate
for changes in cgpabilities or behaviors. To understand the erection of a new building complex
for example, a chemicd processing facility the andyst needs to understand a sequence of events.
That this faclity is producing nerve agents requires understanding a very different sequence of
events supported across very different discrimination phenomenologies.

In human intelligence depth has a different connotation. Depth here has the qudity of very
deep connections with the past. From a human intdligence perspective the evolution of human
endeavor is a process of motivation, acculturation, education, training and potentialy action.
This is a process of years.

The timdines associated with each level of involvement makes the detection of a planned
event a matter of months to years. A cell dedicated to a specific action can be expected to
become more conscience of OPSEC the closer they get to the actual operation.

Detalled training of high payoff specidigts will be observable but will require even greater
database depth. Truly dangerous paticipants will likdy be derived from an aggrieved
population. They may be sdected very ealy and receive ther training in the west. The
asociaion of advance degreed personnd with terrorist organizations will be of the highest
priority.

Terrorist organizations will probably take advantage of genuinely dedicated bright
individuds who are pursuing education for persona ends. Recruitment of these specidists will
be mogt successftul when the specidist is associated with aggrieved populations. Whiting
participants are most probable where the individuals professona sature is not compromised.

This sdection of terrorit cedl members then has both an experientid breadth and a
professona depth.

The opeationd preparation of the batlefidd is dependent on intelligence community
databases. These databases must have temporal depth and the discriminatory breadth to access
the evolution of the support infrastructure. The emphass on leadership tracking has been
demondtrated to be the least efficacious application of resources.

Trangstioning from a detection based system to one that moves toward characterization and
ultimately understanding should be the god of Joint Vison 2010.

RECOMMENDATION

The Director, Centrd Inteligence (DCI) and the Secretary of Defense needs to establish a
specidized group to provide detailed operationa battlefield preparation information.
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CHAPTER 3.
Exploiting the Littoral Battlespace

To influence events overseas requires a credible, forward-deployed, power projection
capability. The United States needs to maintain the capability to project power ashore againg dl
forces of ressance, ranging from overcoming devadtated infrastructure, to asssing a friendly
people in need of disaster relief, to countering the entire spectrum of armed thresats.

Forward-deployed maritime forces provide for scalesble expeditionary forces. These forces
make a mgor contribution to the five key dements of the Joint Vison 2010 concept of
operations to achieve battle space dominance. They ae an asymmetrical drength that can
respond expeditioudy to changing and unexpected events.

The clear need is having superbly trained, fully combat ready forces able to globaly deploy
to a potentid conflict within hours of the decison to do so. Ability to dominate the littord
battlespace is criticd to success in many likey contingency Stuations,

Exploiting the Littoral Battlespace
Capability Evolution

. Integrated Participation in
Initial Shock

. Provides Intra-Theater
sea/Air Lift Base

. Cooperative Force

Protection -

Air/Surface/Subsurface

« Defining the Battlespace

« Position Forces for
Sea, Air, Space, Land Strike

+ Reliance on Ports/Airfieléls

far Major_Deplpyment &
Sustainment

PRE-HOSTILITY
« Expeditionary Forces

SEA CONTROL
* Mine

NEW CAPABILITIES
« Seabase Shortens

Forward Deployed Tountermeasures Deployment /
+ Sustained Access + ASW (Shallow) Employment Timeline
« Air Superiori « Area Air Defense From Days to Hours
Forcee oy + Defend Against Hi + Seabased Operations
« Joint C2 Network * Submarine Precision
« Covert Forces R—'s's-._—and Strike
+ Responsive . i
Discriminate Fires Undersea Cooperative

t Capabil
« CWIBW Defense Engagemen ‘ Y

Enablers

The top hdf of the figure above describes the evolving operationa capabilities that are
needed for exploiting the littoral battlespace. The enablers across the bottom of the chart build on
the enablers needed for early and continuous combat effectiveness, assured knowledge
Superiority, responsve globa targeting, intrathester mobility, and other operaiond chalenges
such as urban operations discussed in Volume | of this report. Volume | discussed the endblers
highlighted in the chat above This section covers severd additiond engblers. ar superiority
forces, offendve mining, and undersea cooperdive engagement capability.
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AIR SUPERIORITY FORCES

JV2010 O ps Concepts:
Precision  Engagement
Focused Logistics
Dominant Maneuver
Full-Dim  Protection
Information Superiority

Critical Operational
Capabilities:

Air Superiority Forces

Description & Rationale Force Characteristics Implications
- Forward deployed aircraft carrier battle group
- Rapidly gain and maintain freedom of action in littoral - Provide early unique asymmetric air power
- Totally self-contained and supported strike force for littoral battlespace dominance

- Interoperability of AF and air superiority assets (CEC)

- Sustained portable air superiority
- Deterrence - Self-contained force projection

- Independence from overseas bases

- Protection of friendly forces - Air Superiority
- Strike enemy center of gravity
- Provide instantaneous offensive air support

Enabling Technologies Major Uncertainties
- Assured sea control capability
- Joint C2 networks - Availability (as conflicts increase, the number of
- Increased s_ustalnable_ sortie rate B CVBG could become inadequate)
- Advanced aircraft arming and servicing
- Smaller precision weapons -- more lethal but less logistics - Adversary stealth and air defenses in general
stress
- Combat ID - Integrated anti-access area defense systems

- Wider bandwidth links

- CEC in the cockpit

- Stealth/LO

- Mix of UCAV and piloted aircraft

DESCRIPTION AND RATIONALE

The forward deployed arcraft carrier battle group is a totaly sdf-contained and supported
drike force that provides asymmetric ar superiority. It can provide indantaneous long-range
precison drikes agang the enemy’s center of gravity from grester than 1,000 nautical mile
range. To control the littord and achieve freedom of action, ar superiority is paramount. The
carier batle group satisfies these requirements. A carrier battle group is totaly self-contained
and brings with it portable ar superiority that provides deterrence, indantaneous offensve air
support, drike a the enemy’s center of gravity, and friendly force protection.

FORCE CHARACTERISTICS IMPLICATIONS

A forward deployed carrier battle group provides independence from basing and alows <Hf-
contained force projection and insertion that is highly maneuverdble. Early asymmetric ar power
for littoral battle space dominance cannot be achieved any other way.

ENABLING TECHNOLOGIES

There are many technologies that would enable today’'s carrier battle group to become an
even more effective projection force to exploit the littoral. A few of the more dient are:

o Smdler precison wegpons that are more letha and require less logistical support,
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o Advanced arcraft aming and servicing,
o Asaured sea control systems, and

e A mix of UCAV and piloted arcraft.

These technologies will permit increased sustainable sortie rates which with advanced joint
C2 networks, will dlow fire power to be applied as never before, and air superiority anytime and
anywhere. Additiondly, there are over 120 single frequency, single purpose, narrow band,
mechanical, and low gain antennas on cariers that, because of the power aperture issues,
serioudy limit avalable bandwidth. All of these antennas are competing for the apex of the mad.
There is a great need for phased array, shared agperture, broadband, wide bandwidth, and high
gan antennas for nava ships.

MAJOR UNCERTAINTIES

As the number of globd conflicts increase, the adequacy of the number of carier battle
groups comes into question. The number of available carrier baitle groups will have an impact on
overdl US criss response and determine the number of conflicts that can be accommodated.

CFFENSI VE NAVAL M NE WARFARE

JV2010 Ops Concepts:
Precision Engagement
Focusad Logistics
Dominant Maneuver

Critical Operational
Capabilities:

Offensive Mining

Full-Dim Protection
InformatiorSuperiority

Description & Rationale

- Seed mine fidd at time place, and duration of our

choosing

- Enhances force protection. limits threat’s maritime

options, and facilities friendly maneuver

- Organic deplo yment capability
- Regeneration capability

- Remote activation/deactivation
- Control location

- Port closure

- Coastal ASW

- Sea area denial

Force Characteristics Implications

- Unescorted ops

- Force multiplier for subs

- Amphibious exclusion zones

- " Big " countermine cost to enemy

Enabling Technologies

- Acoustic communication link
- Stealth

- Miniaturized motor

- Underwater "GPS"

- Improved sensors

- Improved batteries

Major Uncertainties

- International restrictions
- Fratricide cost
- Navy investment and commitment




DESCRIPTION AND RATIONALE

Offensve mining is conducted by US and codition/dlied forces ether in waters under the
enemy’'s control or in interngtiond waters that serve as sea lines of communication for friendly
forces. By ddivering mines into the littord seas from surface, subsurface, and aviaion
platforms, joint US forces can shape the offensve battlefidld while protecting its own and
codition forces agangt enemy sesbome forces. Offensve mining missons include port and
naval base closure, coastd anti-submarine warfare, area denid, rivering, and defensve/anti-
inveson. By fidding mines that can discriminate targets, engage or disengage on command
(perhaps cooperatively), and be rdiably decommissoned without endangering friendly forces,
forces can control the enemy’s access to the littorals while retaining freedom of action for joint
operations. While mines were used extengvely in World War Il and in Viet Nam, ther currently
indiscriminate nature and concerns about third parties and fraricide have limited their use in
modem conflicts. Current inventories are nearing the end of ther service lives. The Department
of the Navy is making very limited invesments in new offendgve underwaer mine technologies.

FORCE CHARACTERISTICS IMPLICATIONS

Future mines should be capable of long-range detection, classfication, and tracking of quiet
aurface and subsurface targets, cooperative engagement through a survellance network, and
battle damage assessment prior to reengagement. Depending on the mission, target type, and
environment, nava mines should aso be capable of limited sdf-deployment, mobile attack, and
repogtioning. Nava mines can serve as a force multiplier for joint operations by increasing the
area of denid for ASW and ASUW forces, reducing the requirements for escort of amphibious
ships and logisic craft, providing seaward screens for land-based operations, and acting as
screens for points of entry in littoral operations. For operations other than war, nava mines can
contribute to efforts to control communications and commerce to ports, estuaries, and coastlines,
protect codition forces from asymmetric sesbome attacks, and redtrict adversaries ability to
conduct close surveillance of coasta operations.

ENABLING TECHNOLOGIES

Navad mines must be covert, robud, lethd, and offer the lowest possble threat to friendly
forces. For these reasons, future nava mines should be condructed of advanced, high-
drength/low sgnature materids, should be sufficiently surviveble and relidble to be deployed
weeks or months ahead of need; must be able to discern and engage a range of targets, and
should be capable of remote activation and deectivation. Enabling technologies will include
advanced composite materids, long-life/high-power batteries; acoustic and non-acoustic sensors,
highly rdiable, two-way, low-probability of intercept underwater communicetions, advanced
signal processing; automated target classification and data correlation; and
autonomoug/digtributed systems controls. Of these, underwater communications by ELF, VLF
acoudtics or lasars represent both the grestest chalenge and the grestest potentid enabler,
particularly as they contribute to an undersea cooperative engagement capability.
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MAJOR UNCERTAINTIES

Mining the enemy’s territorid waters is permitted under internationd law, as is mining in the
vidnity of enemy navd units High seas mining is dso pemitted in the course of military
operations for defense of land territory, sea lines of communication, and friendly nava forces.
The use of remote control mines could extend the legd use of mines in internationa waters by
reducing the threat to commercid shipping and permitting friendly forces to pre-seed sdected
areas without providing an undue threat to mariners. Placing mines in third-party waters - such
as interdicting Iragi waterborne traffic in Iranian waters for a Persan Gulf blockade - is more
problematic, and while a technologica solution may exig it seems unlikey that it would answer
the political perception that this would condiitute an act of war agangt a third party. Recent
international conventions on the use of land mines will increase the rdative importance of the
ability to remotely deectivate mines and the politicd sengtivity of unplanned attacks on third
parties.

Other uncertainties include the &bility of friendly forces to conduct operaions in the vicinity
of intdligent navd mines without becoming unintentiond targets the ability to deveop
relaively low-cost (digposable) sophidicated underwater wegpons with a long shdf life
proliferstion of underlying technologies, and the ability of enemy forces to develop effective
countermeasures, particularly with respect to an underwater communications cgpability.

RECOMMENDATION

The Navy needs to initiadte a mgor offensve navd mine R&D program a $50M per fisca
year beginning in FY Q0.
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UNDERSEA COOPERATI VE ENGAGEMENT CAPABI LI TY ( CEC)

V2010 Ops Concepts: Critical Operational
Precision Engagemen Py )
Fooused Logistics Capabilities:
Dominant Maneuver| .
Rull-Dim Protection Undersea Cooperative Engagement
Information Superiority Capability (CEC)
Description & Rationale Force Characteristics Implications
- Improved cooperative prosecution of undersea
- Network of sensors, platforms, and weapons threats
systems wih improved computer processing of - Common, shared undersea warfare picture
detection that provides situation understanding and
targeting
Enabling Technologies | Major  Uncertainties

i Und_srsea_ data Iin‘ks ) ) - Bandwidth and data rate limitations of acoustic
- Multi-static acoustic sensors and innovative signals

distributed processing '9 )
- Shallow water weapons systems - Environmental

- Real-time oceanographic ennvironment assessment - Operational
and prediiction capability -- Detection avoidance

- Offboard tethered and untethered underwater -- Countermeasures
vehicles -- "Bottomed" (inert) targets

The ocean environment offers an adversary an opportunity to deploy asymmetric sea denial
cagpabilities chegply and effectivdly. Mines, submarines and remote sensng devices can be
deployed in advance of hodilities in key ocean areas with the expectation their assets will be
survivable through at least the early stage of a conflict. Adversary objectives would be to disrupt
the tempo of operations or damage high vaue units to undermine the will to carry out a sustained

engagement.
Denying the enemy an ocean sanctuary is a complex task involving agpplication of high
technology and closely coordinated combined arms forces.

A joint force commander relying on seabased plaiforms for execution of his baitle plan will
want high confidence that submarines and sea mines can be negated as threats. To achieve
freedom of action for coordinated theater-wide operations, the undersea threats must be
thoroughly eiminated or intentiondly avoided. A comprehensve network of sensors capable of
mapping the oceans in the area of operations would provide the necessary integrated, undersea
picture. Optimum effects would be achieved if weapons ddivery platforms were linked to this

network for rapid kill or negation.

Based upon an adequate undersanding of an adversary’s deployment of undersea
capabilities, the combatant commander can choose to use maneuver, comba power or
information operations as counters. The undersea picture would be provided from integration of
distributed sensors on, above and below the seq, utilizing red-time oceanographic assessments of
the environment. The network would rely on acougtic and fiber optic data links for undersea
sensors and platforms as well as high bandwidth RF to link with spaced-based, arborne and
surface nodes.
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Just as the concepts for Area Air Defense have been advanced through the introduction of
cooperative engagement capability (CEC) on Aegis cruisers, and other platforms networking of
sensors, platforms and weapon systems with advanced computer processng would enable
dramatic improvements in undersea warfare capabilities.

Intermittent contact gained a long range by the networked sensors would be immediately
coordinated with detection by other platforms or used as cueing for prosecution by mobile
sensors. The power of multiple nodes in this network expands with the number and variety of
sensors employed.  Remote  underwater  vehicles capable of invedtigating mine or  submarine
detection would enhance the responsveness of the networked capability. Additionaly, remote
vehicles might condtitute the most capable search platform for deeply moored or buried mines.

Once a mine or submarine threat has been detected, classfied and located, the threat can be

negated or destroyed, as desred by the operational commander and consigtent with the extant
rules of engagement.

RECOMMENDATION

The Navy needs to proceed to develop an undersea CEC capability.
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ANTI - ACCESS AREA DEN AL THREATS | N THE LI TTCRAL BATTLESPACE

It is dready evident that some potentid aggressor nations are developing layered defensve
and offengve systems to protect their littord areas from gpproach by surface, subsurface and air
plaforms. These layered defenses may extend well over a 1,000 miles from the shordine and
condst of a wide variety of wegpons platforms and surveillance systems.

The following table describes potentid survellance sysems that can monitor ocean
approaches thousands of miles a sea primarily using space-based, dl weather, day/night redar
imagery and ggnds inteligence collection.

21st Century Warfare Anti-Access
Area Denial Layered Systems
Potential  Layered SQupporting
Weapons ~ Capahilities Enemy C3IR
. Commercid spacebased EO/IR/radar  imagery

. Long-range (1,500-2,000 miles)

radar-guided ballistic missiles » One hour availability
. Diesd submarines equipped with . Space, sea and land-based SIGINT
anti-ship cruise missiles and
advanced  torpedoes . Fixed and deployable sonar systems
. Naval mines - deep water and littoral . Over-the-horizon, land-based radar systems
aes
. Surface and subsurface nava  forces . Naval comba forces including diesel

submarines with air independent propulsion

. Mamned and unmanned aircraft . Manned and unmanned airborne surveillance

. Deeply buried or mobile anti-access missile| , Internetted mobile and fixed ar and
systems fired out of buried facilities missle defense systems

By 2015, more than a dozen nations are projected to have deployed space-based imagery
sysems. For those naions without organic space systems, the imagery will be readily avalable
for purchase on the open or black commercid markets. Integration of the many sensor system
options should provide corrdated knowledge that will make it very difficult to spoof, decoy or
evade detection except possbly for modem nuclear submarines and very dedthy air vehicles. In
short, it will be extremdy difficult to deny a compeaent enemy some levd of waning
information.

Surface ships approaching a potential combat zone are likely to be detected a sgnificant
ranges from shore even if they employ some leve of RF/R/acoudtic signature reduction.

The table dso shows potential wegpons that might be employed to create a layered defense
darting in deep ocean waters. These layered defenses are designed to drastically dow or outright
deny access from the air and sea to a littora area.
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A New Anti-Ship Missile Concept

Characteristics a
Launcher: Land-based in either covert vertical —
launch tube or on transporter-loader vehicles
Range:1,500 to 2,000 miles o .
Payload:2,000 pound reentry vehicle with 1,500 3 R?‘::':ar
pound HE penetrator warhead .
Guidance:Ballistic inertial with GLONASS :
Inflight updates via satellite datalink
RV_RCS:-30 dbsm

Reentry .
Velocity:13,000 ft/sec L L
Radar -
Terminal

Seeker:Employees ATR and has GMTI
capability

Radome

Terminal
Maneuverable
Stage

The figure above depicts one concept for atacking moving or Stationary surface shipping at
gregt ranges in dl weather. Such an anti-ship missle could easly be developed by the 2015 time
frame. The US in the 1970s developed Pershing Il to accurately attack fixed targets using active
radar area correlation guidance. More than thirty years later, an improved imaging radar with the
added ability to track moving targets is technicaly feasble. In fact, such a weapon could dso be
employed to attack fixed or moving tactica targets a grest ranges with precison submunitions
or hard target penetrators. Targeting data could be derived from a space-based synthetic aperture
radar sysem able to track moving targets. Updated targeting information could be sent to the
atacking missle as it flies into the taget aeas dmilar to wha is planed for Tacticd

Tomahawk.
Intercept of a missle sysem as described is extremdy difficult because of the combination
of a near vertica reentry angle and the high veocity.

RECOMMENDATION
o The US Navy needs to consder a bdligic missile (C4) offensve conventiond attack
sysdem with multiple warhead options for deployment on surface and sub surface
ships.
+ The US Navy should examine defensve and offendve options agangt anti-access,
area denid options.
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Robotic Adjuncts for Dismounted Troops






CHAPTER 4.

Robotic Adjuncts for Dismounted Troops

In pursuing the Full-Spectrum Dominance envisoned by Joint Vison 2010, heavy emphess
is genedly placed on the interactive and synergidic effects of Information Superiority,
Dominant Maneuver, Precision Engagement, Focused Logistics, and Full Dimensional
Protection. The treatment of these severa components esewhere in this report has generdly led
to large-system solutions which surround and overwhelm the source of threet or resistance. But
another dimendgon of the 2015 timefrane vison is the need to directly amplify the implicitly
“light” ground forces by providing dismounted troops with improved organic means to act and
survive in spite of ther diluted deployment and exposure to unconventiond thrests in urban and
difficult terrain, particularly in the confusng presence of non-combatants.

The emerging opportunity for this aspect of force-amplification and casudty-reduction takes
the form of a family of organic robotic adjuncts (both aerid and groundborne) for use by
othewise dismounted troops. As seen in the figure below, advances in adaptive autonomous
behavior, miniature payloads, efficent smdl scde prime power, and efficient smdl scde
lift/locomotion ae converging to endble true dl-terain mobility, reduced forward logistic
footprint, and fearless engagement in risky environments. These in turn combine to yied
amplified force effectiveness and human casudty reduction for dismounted troops (particularly
in isolated or ambiguous operations).

Aerial & Groundborne Robotic Adjuncts for Dismounted Troops

Capability  Evelution
Fearless Engagement in
Risky Environment

« Low acoustic, IR/VIS,
RF observables
- Allerdabletoss

economics

All Terrain Mobility Reduced Logistic Footprint

* Sand, mud, snow, forest, - Remote, support, local
swamp, mountains control

- Urban, stairs, rubble * Extreme endurance

+ High reliability

- Qffset.surveilance,tire,
and comm

Adaptive
Autonomous
Behavior

Efficient Prime Efficient
Power Lift/Locomotion

Miniature
Payloads

- Stﬁir:'nd fubble . Uncooled IR FPA . Lightweight diesel « Low disk loading
sl + Small SAR/MTI Fuel cell electrc rotors .
" astonom radar « Improved « Efficient adaptive
a:f(:rt?::: * * FOPEN, rechargeable legs

X STRUCPEN & batteries

- Autoland on
rough terrain ships

GRDPEN  radar

S Enablers.

Aerial & Groundborne Robotic Adjuncts for Dismounted Troops
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While future (2015) military requirements for a family of robotic adjuncts cannot be firmly
goecified a this time it is possble to discuss a family spectrum of currently imaginable
operationd needs and to postulate foreseeable technica performance capahilities.

On the high end of the organic robot spectrum are those capable of 150-300 kg payloads,
(smart aerid utility vehicles or smart mechanicd mules) which cary cargo, standoff sensors
light direct fire wegpons, and long haul communications and which can provide ground auxiliary
power, long endurance loiter, and operability in urban or difficult terran without trained
operators or organic support. These robots, with basic optical and comm payload, should cost no
more than $900K flyaway or $700K walkaway. In a pinch, these robots can even transport a
couple of equipped soldiers.

In the middle of the sze spectrum are 10 kg man-portable robots (smart eagle and smart dog)
which might cary 1 kg or more payload for more detached missons of a survellance or
demoalition nature. These would possess moderate communications (possbly even low data rate
SATCOM) and could operate off-tether for extended periods. This size (both ground and
arborne) and cogt ($50-75K) might be particularly adaptable to extended sentind duty in
suspected B W/C W environments.

At the smdler end of the sze spectrum is the smart pigeon or smart rodent (grossing a only
1 kg with possibly a 100 g payload and approximately $5K cost). This backpack robot clearly is
most suited to visud scouting of threatening environments, incdluding indgde buildings, and can
be regarded as disposable in difficult circumstances.

Much smaller robots (of the insect and microbe sze) are not trested here due to their more
purpose-specific missons and their weeather susceptibility (wind and rain).

LARCGE BATTLEFI ELD RCBOTS

DEFICIENCIES OF EXISTING ORGANIC SUPPORT FOR DISMOUNTED TROOPS

Locd mobility, standoff surveillance, direct fire support, ar defense, communications relay,
and ground auxiliary power supply for and in support of dismounted smdl teams using current
ground support vehides or normd utility heicopters in non-linear batlefidd conditions is
currently deficient in 9x respects:

o Terrain dependence - Small ground vehicdles can cope with mud, snow and sand, but
are grongly deficient in swamp, fores, mountain and urban conditions. Further, ther

dependence on or preference for roads incresses their predictability and vulnerability.

o Speed and range - If cdose-by ports and arfields are denied (an increasingly probable
Stuation), support ground transport, will become untimely; support by current hdo
will be beyond operating radius and visble

o Fowad logidtic footprint - Conventiond organic ground vehides and smdl helos
creste unacceptable refueling and maintenance burdens on smal combatant forces
because their limited range prevents rear basing.
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o Survivablity - Current loca mobility vehicdles (both ground and ar) pay little
atention to dgnature reduction (visble, IR, RF, active emissons, noise, and dust),
which will increese in importance as othewise sparse opposing forces acquire
shoulder-launched precison wesgpons.

o Economy - The high acquisition and support cost of existing small manned
helicopters (and the necessary pilot training) rule out widespread use of current small
vertically cgpable vehicles in support of individuad soldier combatants.

o Alternative organic use - Lack of forward controlled, sensor and weapon-equipped
aerid platforms prevents smdl ground forces from applying nonreveding offset
direct fire and dandoff survellance. When truly isolated (without AEW or JSTARS),
these forces possess neither warning nor standoff defense againgt air or ground attack.

SMART AERI AL UTILITY VEH CLE

A gmat aerd utlity vehide which could dose these shorifdls might have the following
characterigtics as seen in more detal in the following figure

e Autonomous, remote RF, and voice controlled vertical flight and precison landing to
avoid the need for and risk of trained pilots

e Payload of 150-300 kg for opticd and RF sensors, covert SATCOM, light weapons
and (in an emergency) up to two equipped troops

e ~2-day ar endurance, plus ground loiter for extended accompaniment without
forward logistic support

e 150 kt speed for rapid long range transit from remote support bases

e > 1000 nm radius for remote sanctuaried basing and 3,000 nm range for self-ferry
e Low acoudic, IR, vishle, RF, smoke, and dust sgnature for survivability

e 5-10 kW for SAR/MTI or AEW radar power or portable ground APU application

e Multi-spectral optics, high data rate SATCOM, low data rate covert SATCOM, ESM,
EW, and BC detectors

e Light anti-ground and anti-air weapons
e Smdl-ship-compatibility for offshore basing
e Affordable cost of <$900 K flyaway in production.

Such a smart aerid utility vehicle would enable:

o Fearless untaxing, low dgnature, digant insertion, repodtion, resupply, rapid
maneuver, and emergency extraction of dismounted troops, SOF, and agents under
non-linear warfare conditions
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Aerial  Robotic  Adjuncts for

Dismounted Troops

NoTioNAL FaMiLy CHARACTERISTICS
Smart  Aerial Man Portable
Characteristics Utility Vehicle* Smart Eagle Smart Pigeon
All-Weather  Standoff Sensing, Offset Over-the-Battlefidd,  Over-the- Over-the-Hill, Around-the-Corner
MISSIONS Direct Fire, Comm Relay, CM, Streets,  Through-the-Windows Scouting
Ground Support Aux. Power, Survelllance and  Weapon
Resupply, ~ Emergency Operations
Insertion/Extraction, Short Range
AEW, Hdo Intercept
Basing and Support Remote Sanctuaried  Support, Organic Man Portable, Ground Veéhicle Backpack,  Reusdble
Deployment Supported
Launch Techniques VTOL,  Ship-Capable VTOL Hand  Thrown
Command, Telemetry, and Image Return Autonomous, Voice, Direct RF, Reay Autonomous, Direct RF, Autonomous, Direct RF, Direct
and SATCOM SATCOM Opticd  Return
Gross Mass (OGE, SL, hot day) -1,500 kg <10 kg <Ikg
Airborne Endurance -2 days 10hrs 2 hrs
Ground Loiter Endurance -2 weeks 1 week N7A
Max. Altitude -10,000 m >1500 m >1,500 m
Max. Cruise Sped >150 kts >50 kts >40 kis
Operating Radius >,000 nm 50 nm 10nm
Ferry Range >3,000 nm 200nm 40 nm
Sdf  Deploy  Worldwide
Total Payload 150-300 kg -1kg 100 g
Flyavay Cost with Minimum Electronic Payload <$900K <$75K <$oK

- Minimum Electronics

IRVis Optics, High Data Rate
(10 Mb/s) Direct and Relay Comm,
Covert Low Data Rate (100 kh/9)

IRVis Optics ("), Medium Data
Rate (L5 Mb/s) Direct Comm,
Vey Low Data Rate (1 kib/s Long

IRVis Optics (0.25"), Low Data
Rate (100 kb/s) Direct Comm,
Vey Low Data Rate (1 kbis) Long

SATCOM Wavelength Comm for Structure | Wavelength Recelve for Structure
& Foliage Penetration & Foliage Penetration
- Optional Electronics MTI/SAR, FOPEN, STRUCPEN, MTI/SAR  Radar, ESM, EW, BC BC Detector, Acoustic Sensor
GRDPEN, Mine Detection Radar; Detector; Seismic, Magnetic,
ESM, EW, BC Detector, Wideband Acoustic  Sensors,  Narrowband

(10 Mbfs) SATCOM

(1 kdbls SATCOM

- Other Payload Cargo, Weapons, Personnel, Remote | Demodlitions, UGS Pacement and Tags, Disablers
Deployed  Devices Retrieva

Payload or APU Draw Power 5-10 kW | 100 w 10w

Signature Reduction Acoustic, IR, Visble, Smoke, Dust Acoustic,  Smoke Acoustic,  Smoke

* Notee Same vehicle dso suitable for navd missons such as ASW and ship-organic mine detection.
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o Hevated and physcaly offsst dl-weather ground survellance, comm relay, and
direct fire to prevent reveation of ground force postion

o ghort range ar survellance agang cruise, bdligtic, and hdo attack

o Remote emplacement/retrieval of UGS or other specidized devices

To achieve the needed performance will likely require the development of:

« Fud effident, ligntweight, heavy fud engines in the 200-300 dhp dze for long
endurance and fidd/ship logigic fud compdtibility

o Low disk loading, lightweight rotors for low noise, extremdy efficient flight

o Automatic flight control and composte rigid rotors for precison take off/land in
turbulence and to handle ship motion

The mogt stressing developments and hence largest uncertainties are expected to be:

o Vibration a high speed

o Rotor hub rdiability and cost

o Sgnaure reduction, particularly acoustic

SVMART MECHANI CAL MULE

Like its aerial counterpart, the smart mechanica mule might have the following
characterigtics as seen in the figure on page 74.

e Autonomous, remote RF, and voice controlled behavior to avoid tying up a dedicated
human handler

e Payload of 150-300 kg for opticd and RF sensors, covert SATCOM, light weapons
and (in an emergency) up to two equipped troops

e Lengthy endurance (2 weeks) for extended accompaniment without forward logistic
support

e 1,000 km radius a 20 km/hr for remote sanctuaried basng
e Low acoudic, IR, visble, snoke and dust signature for survivability

e 2-5 kW for MTI, FOPEN, STRUCPEN, GRDPEN radar or portable ground APU
application (though at lesser ranges than the arborne counterpart)

e Multi-spectrd optics, high data rate SATCOM, low data rate covert SATCOM, ESM,
EW, and BC detectors

e Light wegpons
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Ground Robotic Adjuncts for Dismounted Troops

NATIONAL FAMILY CHARACTERISTICS

Characteristics

Man  Accompanying
Smart Mule

Man Portable, Reusable

Smart Dog

Smart Rodent

MISSIONS

All-Weather Standoff Sensing,
Offset Direct Fire, Comm Relay,
Ground Support Aux. Power,
Resupply, Emergency
Insertion/Extraction

Around-the-Mountain, Through-
the-Forest, Through-the-City
Surveillance and Weapon

Operations

Around-the-Corner, Inside-the-
Building Scouting; Stedlthy
Sentingl

Basing and Support

Remote Sanctuaried Support,
Organic  Deployable

Man Portable, Ground Vehicle
Supportable

Backpack, Reusable

Command, Telemetry, and Image Return

Autonomous, Voice, Direct RF,

Autonomous, Direct RF, SATCOM

Autonomous, Direct RF, Direct

Relav. and SATCOM Opticadl Return
Gross Mass ~600 kg <I0kg <Ikg
Loiter Endurance 2 Weeks 1 week 1 day
Dash Speed 40 kmvhr 10 kmvhr 10 kmvhr
Cross Country Speed 20 knvhr 5 knvhr 5 knmvhr
Range on Flat Ground 2000 km 500 km 100 km

Agility

100% Grade, Stairs, Rubble

100% Grade, Stars, Rubble

100% Grade, Stars, Rubble

Terrain Coping

Mud, Snow, Sand, Swamp, Forest,

Mud, Snow, Sand, Forest,

Mud, Sand, Forest, Mountain,

Mountain, Urban Mountain, Urban Urban
Total Payload 150-300 kg 1-5 kg 100500 ¢
Walkaway Cost with Minimum Electronic Payload <$700K <$50K <goK

- Minimum Electronics

IRVis Optics (5"), High Data Rate

(10 Mb/s) Direct and Relay Comm,

Covert Low Data Rate (100 kb/s)
SATCOM

IRVis Optics (17), Medium Data
Rate (L5 Mb/s) Direct Comm, Very
Low Data Rate (1 kb/s) Long
Wavelength Comm for Structure &
Foliage Penetration

IRVis Optics (0.25"), Low Data
Rate (100 kb/s) Direct Comm,
Vey Low Data Rate (1 kb/s)
Long Wavelength Receive for

Structure & Foliage Presentation

- Optional Electronics

MTI, FOPEN, STRUCPEN,
GRDPEN, Mine Detection Radar;
ESM, EW, BC Detector, Wideband

(10 Mbl/s) SATCOM

MT1 Radar, ESM, EW, BC
Detector; Seismic, Magnetic,
Acoustic Sensors; Narrowband
(1 kb/s) SATCOM

BC Detector; Seismic, Magneiic,
Acoustic Sensors

- Other Payload Cargo, Weapons, Personnel Demalitions, UGS Placement and Tags, Disablers
Retrieva
Payload or APU Draw Power 2-5 kW 100w 10w

Signature Reduction

IR, Vishle, Acoustic,c, Smoke, Dust

IR, Viable, Acoustic, Smoke, Dust

IR, Visible, Acoustic, Dust
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o Mobility in mud, snow, sand, swamp, fores, mountain, and urban terrain and agility
on rubble and dtairs

« Affordable cost of <$700 K wakaway in production.

Such a smat mechanicd mule would enable

o Untaxing, low dgnaure, digant accompaniment; cargo carying support; and
emergency extraction of wounded or fatigued troops

Phydgcdly offsat, dl-weather ground surveillance, comm relay, and direct fire to
prevent revelation of troop ground position

Low risk minefield breaching and clearance
o Remote emplacement/retrievdl of UGS or other specidized devices

o Fearless urban warfare operations

To achieve the needed performance will likely require development of:

Efficient, adaptive, legged locomotion in difficult and complex terrain and confined
quarters

o Fud dficient, lightweight fud cdl prime power for propulson and payload

Autonomous navigation among natura and man-made obgtacles and within buildings

Through-wall sensors and low data rate communications

The mogs dressing development and hence largest uncertainty is expected in the area of
smal, low power draw, ground-, structure-, and foliage-penetrating sensors and communications.

VEDI UM BATTLEFI ELD RCBOTS

The large battlefidd robots treated above are szed to amplify the load carrying capacity of
dismounted troops without imposng the forward logigic burdens and dexterity limitations of
traditiond short range organic wheded vehides and smdl helicopters. But the medium-sized
robots treated in this section are szed by the dedre to obtain as much functiond capability as
possble within a man-portable, fully fuded assemblage (nomindly 10 kg gross weght with
fixed dectronic payload). In that light, two notiond medium-Szed robots (aerid and
groundborne) are sketched out to illustrate a possble future capability, matching desrable
operational capabilities with credible technology projections based on embryonic DARPA and
Service programs.
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SVART EAQLE

A smart aerial robot of the 10 kg gross weight variety might have the following
characterigtics as seen in more detall in the figure on page 72:

Man-portable, ground vehicle supportable, autonomous vertical flight, hover, and
precison landing

High data rate line-of-sght RF comm, low data rate SATCOM, through-the-wal
comm, and voice controlled command

Payload of ~1 kg for day/night optics and comm, with added optiond MTI/SAR,
ESM, EW, BC detectors, seismic, magnetic, acoustic sensors, and demoalitions

10 hr arborne endurance; one week ground loiter
50 kt cruise speed; 200 nm range; 50 nm norma maximum operating radius
Affordable cost of <$7/K flyaway in production.

Such a amart aerid vehide would enable

Over-the-battlefield, over-the-streets, through-the-windows, on-the-rooftops
aurveillance and weapon operations

Surreptitious placement and retrievd of UGS and demolitions

To achieve the needed performance will likely require the development of:

Fud efficient, lightweight, logidticdly practicad prime power in the 510 shp Sze
Low disk loading, lightweight rigid rotors for low noise efficient flight
Autonomous precison flight control

Modest size, low power draw sensors and communications payloads

The most dressng developments and hence largest uncertainties are expected to be in
autonomous precison hover in turbulence cdose to structures and autonomous landing on rough
or foliated terrain.

SVART DGG

Like its arborne counterpart the medium-sized robot should be around 10 kg gross weight
with basc dectronic payload. Capabilities are smilar to the arborne variant except that
payloads can be upped for certain classes of short duration misson (eg., ordnance placement)
and terran negotigtion dexterity is subgituted for flight capability. A notiond verson is
characterized as follows and shown in the figure on page 74:

Man-portable, ground vehicle supportable, autonomous operation
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o High data rate lineof-sght RF comm, low data rate SATCOM, through-the-wall
comm, and voice controlled command

o Norma payloads of ~1 kg for day/night optics and comm with added optiona MT1
radar, ESM, EW, BC detectors, seismic, magnetic, acoustic sensors, and <5 kg
demalitions

o One week loiter endurance; 5 km/hr cross country speed, 10 kmvhr dash; 500 km
range

o Agility in mud, snow, sand, forest, mountain, urban rubble and dairs

» Affordable cost <$50 Kwakaway in production.

Such a smart groundborne ambler would enable:

o Around-the-mountain, through the forest, through-the-city survelllance and wegpon
operations

o Surreptitious placement and retrieval of UGS and demalitions

To achieve the needed performance will likdy require the development of:
. Effident, adaptive, legged locomation in difficult and complex terrain

o Fud efficent, lightweight, logidicaly practicd, prime power for propulson and
payload

« Autonomous navigaion among naurd and manmade obgacles and within buildings

o« Modest size and power draw sensors and communications payloads

The mogt dressng developments and hence largest uncertainties are expected to be in the
aea of autonomous interpretation of multiple-gathered and shared perspectives of complex
scenes.

SMALL BATTLEFI ELD ROBOTS

While the medium-sized robots described above are configured to pack the maximum
functiona capability into a man-portable assemblage (<10 kg), the smdl robotic adjuncts (lighter
by a least a factor of ten [<1kg]) ae Szed to provide a broadly usable functiondity in the
gndlest possble package, while maintaining a reasonably dexterous mobility in mud, sand, and
urban terrain.

Two such notiond small-szed robots (aerid and groundborne) are podtulated to illustrate a
posshble future cgpability, matching dedrable operationa capabilities with credible technology
projections based on early-sage DARPA and Service programs. Again, insect and microbe-
scae robots are consdered too misson-specific and weather-sendtive to provide broad usability
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as an adjunct to dismounted troops, hence they are reserved for other misson purposes in
different technology programs and are not treated here.

SVART PI GECN

A minimdig smat aerid robot of the <lkg gross weght variety might have the following
characterigtics as seen in more detail in the figure on page 72

o Man-portable, backpack compatible, refuelable/rechargeable,  autonomous verticd
flight, hover, and precison landing

o Low data rate (100 kb/s) norma direct communications, very low data rate (1 kb/s)
long waveength receive through sructures and foliage

o Payload of <100 g for smal day/night optics and comm with added optiond BC and
acoustic sensors, and tags and/or disablers

o Two hour arborne loiter; 10 hr ground loiter
e 40 kt cruise; 40 nm range; 10 nm norma operaing radius
« Affordable (possibly expendable) cost <$65K flyaway in production.

Such a smart aerid vehicle would engble:

o Over-thehill, around-the-comer, indde building scouting
o Surreptitious survellance

o« BC enironment invedigation

» Highly spedfic tagging and disablement

To achieve the needed performance will likely require development of:
« Efficent, high power densty, compact prime power in the 0.5 - 1.0 shp range
o Efficient, low Reynolds number, vertica lift

e Miniaturized, low power draw day/night sensors and communications payloads
(<1009)

The most stressing developments and hence largest uncertainties are expected to be in:
o Autonomous precison control insde buildings
o Landing in rough or foliated terrain

e Low powe draw, miniature communications
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SVART RCDENT

Like its arborne counterpart the small-szed ground robot should weigh <1 kg with basic
eectronic payload. Capabilities are smilar to the arborne variant except that payloads can be
increased for short duration missons (eg., tag placement), and terrain negotiation dexterity is
substituted for flight capability. A notional verson is characterized as follows and shown in the
figure on page 74:

o Man-portable, backpack compatible, refuelable/rechargeable, autonomous operation

o Low data rate (100 kb/s) normd direct communications, very low data rate (1 kb/s)
long wavedength receive through sructures and foliage

o Electronic payload of <100 g for smdl day/night optics and comm with added
optional BC and acoustic sensors, and tags and/or disablers

o One day loiter endurance; 5 kmvhr cross country speed, 10 km/hr dash; 100 km range
e Agility in mud, sand, mountain, urban rubble, and dairs
« Affordable (possibly expendable) cost <$5K wakaway in production.

Such smart groundborne amblers would enable:

o Around-the-comer, insdethe-building scouting
= Surreptitious  survelllance

« BC environment investigation

o Highly spedific tagging and dissblement

To achieve the needed performance will likey require development of:

* Efficent, high power dengty, compact prime power/energy in the 0.5-1 .O shp range

« Efficent, adaptive, legged locomoation in difficult and complex terrain

' Miniaturized autonomous navigation among naurd and manmade obdacles and
within - buildings

* Miniaturized, low power draw day/night sensors and communications payloads
(<1009)

The mogt stressng developments and hence largest uncertainties are expected in:
» FEffident mobility in difficult terran a such smdl robot scde sze

o Low power draw miniature communications
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CONCLUSIONS

The complete postulated family of three agrid and three groundborne notiona robots look to
be within the foreseeable technology horizon of <15 years. Some are doable within the very near
term (prototypes within 3-5 years).

Promising embryonic examples are already underway in DARPA, Service, NASA,
universty, and commercid programs. Four of the six points of the robot congelation for
dismounted troops are currently being addressed within DARPA:

o Smat arborne utility vehide (Hummingbird Warior)
o Smart dog (Tacticad Mobile Robotics)

o Smart rabbit (Tacticd Mobile Robotics)

o Smart pigeon (Micro Air Vehicle)

Other work is scattered, mostly proof-of-principle, and limited in funding.

A few ad hoc narowly defined service fidd tests (particularly SOF sponsored) have
occurred, but no formaized continuous service-wide sponsored program is apparent for the full
spectrum of robotic adjuncts for dismounted troops. Further, no out-year POM money is visble.
This lack of non-SOF Service pull in both tet programs and budgets is inhibiting serious
developers from competing on the few program offerings that have surfaced.

The biggest gaps in the overdl technology mix reman in the following functiondities
« Adaptive autonomous behavior in complex terrain and close quarters
« FEffident veticd and hovering flight in the very low Reynolds number regime

« Efficient adaptive legged locomation in complex terrain and urban confines

The high payoff of these sysems for amplification of dismounted troops (particularly in the
increasngly important militery missons involving urban warfare, peacekesping and  other
ground-intensve operations which are confounded by large numbers of non-combats) suggests
the need for increased emphasis (funding), more orchestration among developers and users, and
more complete system outputs to dlow fidd experiments.
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RECOMMENDATI ONS

1. Formdize a Sevicesponsored Test/Trids program: Recommend Marine Corps
Warfighting Lab (MCWL) of Marine Corps Combat Development Command (MCCDC)

as lead to evolve the requirements, explore new operationa concepts thereby enabled,
and build user confidence.

2. Stat a funding wedge in the later pat of the POM to support trangtions of successful
robotic solutions, prove Services seriousness, and atract serious developers.
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CHAPTER 5.
Urban Operations

Urban areas have proven to be a locus for US military intervention in the post cold war
period. American forces have conducted mgor operations in Panama City, Port-Au-Prince, and
Mogadishu, and noncombatant evacuaion operations in Tirana, Kinshasa, Monrovia, and
Frestown. The tide of expanding urbanization in the developing world has increased the
likelihood that US forces will again be cdled upon to operate in urban areas. The evolution of
urban warfare capabilities, as shown in the figure below, and the associated enabling
technologies - in the five areas of knowledge, maneuver, fires, autonomous systems, and
logigics - address the challenges posed by urban warfare. Volume | contains an overview of
urban warfare operations. This chapter describes the five endblers in further detall.

Urban Warfare

Capability  Evolution

+ Abiity 1o Locale and Attack Some
Enemy Critical Modes Located in

KNOWLEDGE AUTONOMOUS LOGISTICS

. SYSTEMS + Vertical Delivery
. '-'9*'“'“9":;‘ Fast and + Micro UAVs and UGS Systems
+ Command and Control Vehices - Indidual . . + Teleoperated Vehictes Jll + Enhanced Buddy Care
. Mwl Awareness + Performance Enhancing ' + Mini Subsurface UAVs and MEDEVAC
. Exoskeletons . X + Electronic Means for + Lightweight Individual
« Jot Pack With Low/No Disabling Vehicles Protsctive Equipment
Signature . and Other Machinery « Lightweight Rubble
1w Ciimbing, + Microrobots 9

. With N .
!B'?hdgng i . Sound and Vision Clearing Equipment
. hstmtBa'm Sensing Devices

Enablers

Military operations in urban terran (MOUT) presents unique beattlefidd characterigtics for
military forces. Urban environs generate distinct asymmetric advantages for US adversaries, but
it may become an increasngly common context in future conflicts. An opponent who chooses to
fight in cities sdects a combat environment where force requirements and cgpabilities are
different than in other mgor theaters. Traditiond US drengths such as firepower and tactica
mobility are negaied by the characteridics of urban terran. Such a context can limit the
effectiveness of high technology wegponry and C2I sysems, as wdl as possbly inflict higher
rates of casudties and collaterd damage.

By their nature as focd points of population, commerce, and government, cities are likely
points of interface between US interests and the interests of foreign governments or non-date
entities. According to United Nations estimates. the urban population of developing countries
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worldwide increases by about 150,000 people each day, with the most pronounced growth
occurring in Africa and Asa By the year 2025, threefifths of the world's population - five
billion people - will live in urban areas. As cities become physcdly larger and more populous,
urban terran grows more complex. Buildings increese in number, as wdl as in Sze. Road
networks become more extensive, to include heavy-duty, multi-lane highway systems.
Subterranean infrastructure expands as subways and storm sewers reach out to service broader
areas.

In some devedoping nations, the pace of urban population growth may exceed the
devdopment of city services. Housing, water, and jobs will be in short supply, giving rise to
poverty, disease and crime. Over-crowded conditions will creste an environment of socia and
economic tenson which might eventudly find an outlet in the form of violence

Added to the friction, uncertainty, fluidity and disorder which characterize war, the demands
peculiar to the urban environment are especidly chdlenging. Urban terrain is an extraordinarily
intriccte blend of horizontal, vertica, interior, and exterior forms superimposed upon the
landscepe’'s natural rdief, drainage, and vegetation. The average city includes many syles of
condruction usgng a multitude of different building maerids, each with its own texture and
srength. Urban terrain influences the conduct of military operations to a greater degree than does
any other terrain type. Unique to MOUT is the phenomenon that the conduct of operations can
radicadly dter the physica nature of the terrain in ways and to an extent not experienced in other
environments. Some buildings suffer damage, with collgpsed walls or roofs, while others are
razed completely, leaving only a pile of rubble These effects can be militarily sgnificant, as
some key terrain features disgppear atogether and fidds of fire open and close presenting fleet
targets or extremely close combat Stuations. ‘

Urban terran is highly redrictive, limiting observation didances, engagement ranges,
wegpons effectiveness, and mobility. These factors tend to force extremely close combat with
troops fighting from building to building and from room to room. Command and control is
difficult, because smal unit leaders cannot see their troops and radio communication is subject to
interference caused by the presence of gructures. Higtorically, urban combat has caled for a high
degree of initigtive by smdl unit leaders operating with near-autonomy.

In the future, the urban environment will present US forces with Stuaions requiring the
conduct of many different categories of military activities. Humanitarian assstance operations,
peace operations, and full-scade, highrintensty combat may occur Smultaneoudy in different
neighborhoods. Integrating and coordinaing these varying evolutions, each of which has its own
peculiarities, will chalenge US forces to use ther <ill and determination in innovative and
imaginative ways. The presence of large numbers of noncombatants and the potentid difficulty
in diginguishing these noncombatants from hogtile forces will further complicate the task of
operating in the urban environment.
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URBANKNOWLEDGE

ranomcaenmy  Critical Operational
[[Precision Engagement wEme
Focused Logistics Capabllltles:
[Dominant Maneuver .
&ZFull-Dim Protection Urban Knowledge:
Wlaformation Superiority Comimunication and
Coordination
Description & Rationale Force Cthamtarkdilcd Imipligiations
" Capabilities That ProvideReliableMilitary . ) .
Command and Controlin the Complex Urban Provides Information Infrastructurefor Urban
Environmentsis Required andAlsolnterface Settings That Atiows Present Units o Operate
Withthe LargerSystem of Urban Players Effectively in Those GontextsWhere 70% o
(NGO/PVOs) Worid's Population Resides

* Three-dimensional Characterof Urban Settings
Makes ConventionalC.Capabilitiesineffectual

Enabling Technologies Major Uncertainties
« Airborne Relays-secostats, Uavs, “Pssudo-sateliites”
» Capability to Panatrate and Opecate in Buildings and - Technology Risks
. Vm""" e °“D,,'° taf Information Sharing in Conines of Lirban * Size/Practicality of New Energy Sources
i B Mudtiple AD
« Intercept, Jam, Deceive, memonFindaomwuarmd

Traditonat Communications
. DmmeothrUmmmwm

» Realtime Collaborative Planning Tools Down to the Smal Unit
Level

DESCRIPTIONAND RATIONALE

Key capabilitiesthat are needed to enhancejoint military operations in an urban environment
— called “Urban Knowledge” — offer enhancements in communicationand coordination; location,
identification, and sensing tools; and navigation systems. Technology can significantly improve
the ability of US forces to capture “urban knowledge” by developing: systems and capabilities
that provide reliable military command and control in the urban environment; command and
control systems that can interface with the larger system of urban players (e.g., NGO/PVO); the
ability to locate, identify, discriminate, and sense friendly enemy and noncombatants in an urban
environment; and provide a reliable system to navigate in the multidimensional urban
environment.

ENABLING TECHNOLOGIES

Technologies must emphasize the development of adaptive, relevant command and control
systems to operate in the urban environment. Technological developments that could enhance
communication and coordination in urban areas include:

e Airborne communication relays. Buildings blocking line of sight transmissions and
areas in which electromagnetics interfere with radio transmissions and receptions
compound communication difficulties in the urban environment. Aerostat-type
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tethered baloons, unmanned aerid vehicles, and ‘pseudo-satellites are some possible
solutions for overcoming this chalenge

Diverse communications capability. Military members can expect to operate insde
buildings and in the subterranean environment. Communications capabilities need to
be developed that can penetrate the ground and into heavy urban structures.

Voice and digital information sharing. In urban environments, it is likdy that US
forces will need to share information and coordinate activities with a myriad of non-
military organizations. Methods need to be developed to endble rapid information
exchange between military and non-military agencies, while providing the
commander with the ability to safeguard the designated information.

Conduct electronic warfare operations. Friendly forces can gain tempo by exploiting
enemy communications. In the urban environment, US forces can expect that
belligerents will use multiple methods for communicating-including cellular
communications. To fully exploit this medium, US forces need the cgpability to
intercept, jam, deceive, and direction find both cellular and traditional
communications in the urban environment.

Reachback capability for mapping and navigation. Units should have the ahility to
reech back or reach forward to receve current, relevant information on the
infragtructure of a paticular urban setting. The daa base that mantains this
information should include accurate maps depicting roads, underground infrastructure
(eg., sawer sysems, subways), and floor plansengineering diagrams for buildings.

3-dimensional mapping capability. Troops operating in the urban environment will
need to know their precise location and the location of their target in three dimensions
and in surface, subsurface, and supersurface locations.

Real-time collaborative planning tools. Command and control activities in the urban
environment are made more complex by the difficulties of communication and
movement within the urban terain. Control will likdy be decentrdized to smdl unit
leeders. Collaborative planning tools able to pass information to the small unit leader
would add enhanced meaning to misson-type orders and provide commanders with
the ability to graphicaly depict commander’s intent.

Joint Interagency Task Force. Response of future thrests will often require more
than a militay response. This is egpecidly true in urban environments where
humanitarian and peace operations may be occurring Smultaneoudy. The extensve
breadth of rdevant knowledge and skills in other government organizations, non-
governmental  organizations, and private organizations should be leveraged to hep
gan information and knowledge on the enemy. The ability to integrate these myriad
activities could become an asymmetric advantage for US and codition forces It
could aso enhance abilities to anticipate crises, as wdl as respond. Technologies that
could better enable coordination and cooperation between the military and other
organizations incude the living intemet; multimedia information exchange tools
collaborative planning tools, portable wirdess communications, and a reach back,
forward, and out communication capability and architecture.

88



The adlity to command and contrdl in the urban environment dso indudes the need to gan
battlespace avareness. As part of that effort, US forces mugt be able to locate, identify, and sense
enemies and noncombatants in urban teran. Technologies that could asig in this process
indude:

+ Combat ldentification. Friendly troops and vehides mug be identified as such and be

tagged with an identification tracker/device to negate fraridde Likewise tagging
should aso occur for known noncombatants and beligerents.

o Ability to" see through walls.” Urben teran compounds the problem of locating
enemy forcesbdligarents in the urben environment. Forces operding in the urban
environment will need to have the todls to “s2’ through wals cdlings and floors in
order to locae and target beligerents.

+ Microbots. Micro-robots equipped with sound and visud sendng devices could be
used to scout buildings, sewers, and other areas, provide in-place reconnaissance of
aess ad track bdligarents within the urben environment. The smdl sze of the
microbots would make them gSedthy.

Micro-UA Vs Smilar to the micobots micoszed UAVs could be used to
reconnoiter large arees and track the movement of enemy forces with little chance of
detection.

Navigaion within the urban environment is a complex procedure New condruction or
degtruction often mekes exiding, mgpos ad chats unrdiable Also, US forces will have a
requirement to operate in severd media- surface, subsurface, and  supersurfaceto  effectively
manewver through urben arees Within the urben canyons, disinguishing landmarks are often log
with navigation by dead reckoning unachievable Globd pogtioning data can be masked by tall
obdructions and often is not predise enough to provide the nesded informaion. Technologies
tha can fadlitate navigation within the urben environment indude

e 3-dimensional position location. Troops operating in the urben environment will

need to know ther precise location and the location of their target in three dimendons
and in surface, subsurface, and supersurface locations

+ Reachback capability for mapping and navigation. Units should have the daility to
reech back or reech fowad to recave current, rdevant informaion on the
infrasructure of a paticular uben <sdting. The daa bese tha mantans this
information should indude accurate maps depicting roads, underground  infragtructure
(eg, awer sytems, subways), and floor plangenginesring diagrams for buildings

FORCE CHARACTERISTICS IMPLICATIONS

The granulaity of urben taran and the presence of noncombatants will combine to cregte
friction that can potentidly erode the effectiveness of basc operaiond cgpabilities DOD  needs
to begin to explore means for enhancing cgpabilities so as to overcome this erogon.

Command and control sysems need to readily adgpt to operdions in urben taran.
Communication devices should be dle to function in multidmensond urben surroundings
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ensuring reliable communications between dructures, streets, and sewers. Under  circumstances
in which unit boundaries will mog likdy include a verticd component in addition to the
traditiond horizontd limits, commanders need a mechaniam for identifying gppropriate festures
and expressng plans to subordinates in three-dimensond terms.

The redrictions urban terrain imposes upon the ability of unit leaders to monitor and direct
the activities of subordinates needs to be overcome. US forces need to be able to determine and
report locations in three-dimensond terms, with sufficient precison to identify individua rooms
in a building, or even specific locations within rooms. Command and control mechanisms need
to display three-dimensond terain in formats which enhance understanding and provide the
user a “fed” for the ground. Computer-generated map products will provide a graphic
representation of urban terrain, reflecting in near-real time changes caused by combat action
(e.g., collapsed structures, and flooded subways). Such products will be datarintensive; command
and control hardware must be capable of retrieving, exchanging, soring, displaying, and
manipulating these data in large quantities and a a very-smdl unit level.

Despite advances in technology, future MOUT will remain clouded by the fog and friction of
war. Commander’'s intent, misson tactics and implicit communications will remain fundamental
to achieving the application of maneuver warfare to the urban environment. Command and
control procedures and systems need to be flexible, adaptive, and decentraized to account for the
uncertainty inherent in combat.

Urban terain will provide superb conceslment for units occupying or moving through
dructures, subways, sewers, dleys, or narrow dreets. Not only will this characteristic increase
the difficulty of detecting the enemy, but it will dso render command and control efforts more
chdlenging by screening friendly units from their commanders observation. ‘

“Awareness’ is the ability of an individud US militay member or a unit to sense the
battlespace and to accurately assess information regarding the terrain and the presence of
friendly, enemy, and noncombatant personnd. Enhanced awareness will dlow US forces in a
built-up aea to gather information despite the presence of masking terrain features. A
particularly chalenging aspect of urban terrain is the fact that much of the “volume’ of a mgor
aty is actudly interior- the space found inside structures or under the ground. US forces need
the capability to “sense through wals’ and to detect the presence and shape of tunnels and
sawers. Sensors should provide for 3-dimensond interior rendering, with the capability to
display, sore, and transfer information between units. For example, a patrol operating at surface
level should be able to identify and report the extent and shape of the subways and sewers
running under ther parol route a the sub-surface leved. Other sysems should provide a
cgpability for remote interior sensing, perhaps using equipment mounted on arcraft.

M AJOR UNCERTAINTIES

Magor uncertainties for these cgpabilities include a range of technology risks system
integration a the lowest tacticd levels and the sze and feeshbility of new, smdler power
sources. Among the technology risks are the development of microrobotics that meet the need of
the militay and overcome the phydcs of wirdess communicaions through buildings and
underground. System integration will be extremedy difficult a the lowest tecticd levels. A high
demand will be placed on the amount of information that will need to be avalable to smal unit
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leaders, and the military is looking to technology to answer tha chalenge. Findly, technologies
in miniaturized robots and UAVs will require miniature power sources able to provide
unprecedented levels of power on which these devices will need to operate.

Discovering and exploiting other than military applications for the technology can mitigate
some of these uncertainties For example, the ability to provide precison locetion in three
dimensions would aso be useful to firefighters. Encouraging industry to develop new energy
sources may aso prove profitable in the civilian sector.

JV2010 Ops Concepts: Crltl Cal Op eratl on al
JPrecision T ent agags .
FonwdLogics Capabilities:
Ful?-,ll)ni::.tﬁwtemu.n ) Urban Knowled ge:

Dhnformation Superiority Location, Identification, and

Sensing

Description & Rationale
- Capability to Locate, Identify, Discriminate and

Force Characteristics Implications

Sense Friendly, Enemy and Noncombatants in
Complex Urban Environment Is Required

- Present Systems and Processes Are of Limited
Utility, and of Questionable Value, While Exposing

- Significantly Empowers Small Units, Giving

Them Detailed Situational Awareness of
Densely Populated Context and in Multi-story
Structures

Friendly Forces to Great Risk

Enabling Technologies Major Uncertainties

- CID for Both Troops and Vehiies

- Ability to Discriminate Between Combatants and
Noncombatants-tagging or Individual Sensors

- Multispectral Vision Devices to See Through
Walls, Ceilings, Floors

- Micro-robots w/Sound & Vision Sensing Devices

- Small "Micro" UAVs

- Technology Risks
- Size/Practicality of New Energy Sources
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Technologies for Urban Knowledge: Location,
Identification and Sensing

There is a requirement to locate, identify; sense, and discriminate friendly,
enemy, and non-combatants in the complex urban environment. Current
systems and processes are of limited utility, and of questionable value, while
exposing friendly forces to great risk. Moreover, the three-dimensional
character of the urban landscape makes traditional and conventional c2
capabilities largely ineffective.

A family of new and adaptive location, identification and sensing devices must
be developed in order to overcome the challenges that the urban environment
presents:
. Combat identification (CID) for troops, vehicles and equipment.
. “Tagging” or individual sensors to discriminate between combatants
and non-combatants.
. Multi-spectural vision devices to see through walls, ceilings, floors,
etc.
. Micro-robots with sound and vision sensing devices.
. Small “micro-electro-mechanical systems” (MEMS) unmanned aerial
vehicles

Critical Operational

JV2010 Ops Concepts:

Precision Engagement T .
ol i Capabilities:
IDominant Maneuver
ZFull-Dim  Protection Urban Knowledge:
Wlinformation Superiority NaVig ation
Description & Rationale | Force Characteristics Implications

+ Provide Ability to Reliably Navigate In Strange,
Complex Multi-dimensional Urban Environments || . Provides Situational Awareness That Allows Small
That Include Subsurface, Surface, Supersurface, Units to Reliably Navigate in Three Dimensional
and Air Avenues of Approach Urban Space

« A New Generation of Physical Knowledge Is
Required in Urban Situations Which Includes
Elevation and Interior Space information As Well

As Basic Terrain
Enabling Technologies Major Uncertainties
+ 3-Dimensional Mapping-subsurface, Surface, + Technology Risks
Supersurface « Size/Practicality of New Energy Sources

+ 3-Dimensional Position Location
« Reach-back Capability to National and NGO/PVO
Databases
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Technologies for Urban Knowledge: Navigation

There is a requirement to reliably navigate in strange, complex, multi-dimensional urban
environments that include subsurface, surface, supersurface and air avenues of
approach. A new dimension of knowledge is required in urban environments which
include elevation and interior space dimensions in additon to basic terrain. Currently,
the three-dimensional character of the wurban landscape makes traditional and
conventional  navigational ~ techniques largely ineffective.

A family of new and adaptive navigation techniques and devices must be developed in
order to overcome the challenges that the wurban environment presents:

- Three -dimensional mapping-surface, subsurface and supersurface in real
time/near real time to capture the changing environment of urban areas
. Three-dimensional position location

- Reach-back capability to national and NGO/PVO mapping and location
databases

. Individual sensing equipment/devices

JV2010 Ops Concepts: 111 I
LY2010 Ops Concep Critical Operational
[JFocused Logistics H .
0 Capabilities:
O .
Clinformation Superiority Urban Warfare: Maneuver
Description & Rationale Force Characteristics Implications
- Ability to Move and Maneuver Combat Power Through
the Multi-dimensional Urban Environment - Small Unit Mobility-Decentralized Execution
- Movement Between Multi-Floor/High-Rise Structures
- Movement on Exterior and Interior of Buildings Without Using - Specialized Training in Urban Mobility and
ExistingStairs, Ladders or Elevators for Standard Infantry Navigation
Units.

- Rapid, Individual Movement Within Urban Enwronment
- Vstﬁcqlm«BmIExuadionOwiasmSuppoano

Operations
- Subsurface Movement

Enabling Technologies Major Uncertainties

- Lightweight Breaching/Bridging Capability to Allow
Crossing Urban Canyons-Rooftop-to-Rooftop and
Intermediate Floor to Intermediate Floor Crossing
Capability.

- Jet Packs With Low/No Noise Signature.

- Performance Enhancing Exoskeletons.

- Individual All-terrain Vehicles.

- Lightweight, Air-Transportable, Quick Acceleration Pickup
Truck-like Vehicles.

- Reachback Capability for Mapping/Navigation

- Technology Risks
- Motivation for Commercial Development

- Affordability/Funding
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DESCRIPTION AND RATIONALE

Technology can ggnificantly enhance the US military’s ability to move and maneuver within
the urban environment. Chalenges that technology can hdp US forces overcome include
movement between multi-floor/high rise dructures;, movement on the exterior and interior of
buildings without usng exising dars, ladders or éevators rapid, individud movement; vertica

insartion and extraction using helicopters, and movement in the subterranean environment.

ENABLING TECHNOLOGIES

Technologies must emphasize the devdlopment of enablers to dlow US forces to maneuver
multidimengondly within the confines of the urban environment. Some technologies that can

enhance multidimensond maneuver include

Bdligerents will make optimum use of the cover and concedment afforded by the urban
terrain. Individuas must be able to move quickly in the urban environment to minimize exposure

Lightweight breaching/bridging capability. This capability would dlow forces to
cross urban canyons without returning to the dtreet leve. Lightweight bridges would
be used for individuad/unit movement from rooftop-to-rooftop and intermediate floor-
to-intermediate floor movement, alowing troops to avoid the potentid danger aress
of exiging dairs, ladders, and devators.

Low noise jet packs. The jet packs would dlow 3-dimensond movement within the
urban canyon, facilitating reconnaissance in, around, and above urban
superstructures.

Lightweight, man-portable ladders. The addition of this technology would dlow
movement between floors both on the interior and exterior of buildings and in
Subterranean environments without the use of exiging dairs, ladders, or eevators.

Advancements in vertical insertion and extraction. Helicopter insertion/extraction of
troops is likdy in an urban scenario. Technologies that can enhance this capability
include equipment that can test the srength of a roof and devices that dlow offset
rappelling from a helicopter (or rooftop) to a lower location.

to fire. Technologies that could assg in this area include:

Performance enhancing exoskeletons. Exoskdetons could asss friendly troops in
maneuvering both over obstacles and in open terrain. By adding additiona srength
and gamina to the individud troop, the exoskdeton would dlow the individua to
move faster and carry grester weights than when operating without the device.

Individual all-terrain vehicles. Urbanized dl-terrain vehicles would dso assg in
rgpid movement through urban canyons, increesing the speed a which individuds
can maneuwver, while minimizing therr footprint. Small vehides of this type could be
moved to and from the objective interna to hdicopters or tilt-rotor aircraft.

Lightweight, air-transportable vehicles. Scaed-down pick-up truck-like vehicles
would aso be extremey beneficid to enhancing maneuver in the urban environment.
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The smdl vehicles could cary both troops and equipment, yet reduce the logistic
footprint sgnificantly. The ability for deployment internd to helicopters and tilt-rotor
arcraft is a necesdty to enhance movement to and from the objective.

The ability to outmaneuver one's opponent, whether in urban terrain or open spaces, should
be measured in relative terms to the opponent’s ability to maneuver. Therefore, countermobility
will play a dgnificant role in dlowing friendly forces to gain tempo in the modem bettlespace.
Within the urban environment, countermobility enhancements could include:

o Barriers. Friendly forces should have the ability to rapidly erect bariers using
materid readily avaladle in the urban environment - such as rubble - to channdize
enemy forces or deny enemy movement into and out of aress.

o Man/vehicle portable devices to seal windows, doors, manhole covers, culverts, and
other portals for entering or exiting buildings. Technologies in this area will dlow
forces to secure buildings and subterranean accesses without physicaly entering the
dructure or caudng large amounts of collaterd damage. This technology aso
enhances force protection.

FORCE CHARACTERISTICS IMPLICATIONS

The freedom to conduct movement within and between the surface, subsurface, and
supersurface areas that characterize the urban environment will be critical to the ability to adapt
maneuwver wafae to the urban environment. US militaay members units will need enhanced
mobility characteridics to facilitate:

o Rapid breaching of gted-reinforced concrete walls

o Veticd movement ingde dructures without the use of existing Staircases
o Veticd movement on the outsde of structures

o Horizontd movement between sructures above ground leve

o Penetration of pavement and building foundations for movement between surface and
sub-surface zones.

Units moving in or between zones need to be able to navigate effectively, and coordinate
their activities with units in other zones, as wdl as with units moving outsde the urban
environment. The complexity of urban operations will place high demands on the leadership of
andl units - decentrdized execution will require navigation and coordination capabilities be
resdent a the very smdl unit levd.

The urban environment will dso place units and individuds in unfamiliar Stuations, where
senses can eadly become disoriented. Movement within urban canyons, subterranean cands, and
high-rise supergructures will require specidized training to overcome problems with mobility
and navigation.

As important as mobility, US forces will conduct countermohbility evolutions to limit or deny
the enemy’s freedom to maneuver aong urban avenues of gpproach (eg. dtreets, subways,
passages through buildings). In the atack, when US military units bypass enemy centers of
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resstance, they will use countermobility means to contain the enemy within his pogtions and to
sed potentid avenues of agpproach which might facilitate enemy counterattacks. In the defense,
countermobility sysems and procedures will form an integrd pat of the overdl plan, limiting
the enemy’s maneuver options and channding him into killing zones.

US forces must dso examine mobility in urban terain as it impacts evolutions a different
levels of war. For example, a the operationd level, a commander will be concerned with the
capability to exploit a mgor urban trangportation network. On the other hand, at the tactica
level, squad leaders will focus on procedures for movement through a smal portion of the same
magor network.

MAJOR UNCERTAINTIES

Although the ability to effectivdly maneuver in the urban environment is a promisng area for
innovetion, there are three mgor uncertainties regarding further work in this area. The firs
uncertainty involves whether or not technology can support the needs of tomorrow’s warfighters.
For example, the tools needed to effectivdly maneuver within structures or in subterranean poses
a noteworthy technologica chdlenge. The second uncertainty concerns the motivation for
commercid development of the types of tools the warfighters need. Findly, the third uncertainty
concerns the affordability of systems designed to operate in the urban environment. The types of
enablers needed to effectivdly maneuver may prove to be cost prohibitive,

The affect of these uncertainties can be minimized. Chdlenges in technology need to be met
head on. Systems used by US forces in the urban environment will likely have other gpplications
for cdvilian law enforcement agencies. Navigation and targeting devices will likdy have smilar
agoplications for firefighters. The US militay should join forces with civilian agencies to
encourage industry toward urban innovation. Funding urban initiatives is a second hurdle that
needs to be overcome. Military personnel should emphasize tha maneuver enablers used for
urban terrain will likely be gpplicable across the spectrum of conflict. Therefore, procurement of
these items will facilitate military operations across the board.
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URBAN FI RES
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Description & Rationale Force Characteristics Implications
+ Abiity 10 Project Combat Power/Achigve & Desired Etfect in Urban . Forces Capable of Seeing Into the Urban
«  Derty Areas Shoot, Move. Breath, See, and Navigate in Environment, and Operating With Speed and
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Enabling Technologies Major Uncertainties

. Electronic and Aerosol Means for Disabling Vehicles. i .

. Non-lethal Measures (Foams, GelAcoustics, Etc.) To - Enabling Technologies
Minder/Deny Human Access to Larga Areas.

- Man/Vehicie Portable Devices to Seal Windows, Doors, Manhoie . Affordability/Funding
Covers, Culverts, Etc. Pneumatic Ram to Open Hardened
Rooms/Sheiters,

» Lightweight individua! Protective Clothing Offaring 3680’ Protection
Including IFF

. Lightweight Al-Waather Lightweight Targeting Devices With Abily
to“see Through® Structures.

. Sniper Detection and Location System

- Range Specific Shoulder-Fired Munitions

DESCRIPTION AND RATIONALE

Measured firepower is needed to enable US forces to deny the enemy the protection from the
urban environment. US forces need the flexibility to attack targets located within buildings or
rubble, and to conduct engagements from surface to sub-surface, and vice-versa. Measured
firepower should provide reasongble certainty of achieving the dedred effect on the enemy, but
with reduced risk of injury to noncombatants. In some Stuaions, for example, US forces might
be required to “implode’ large buildings defended by the enemy without serioudy damaging
surrounding  gructures. In other gtuations, forces might employ nonlethd wegpons to clear
structures shared by enemy forces and noncombatants.

The nature of urban terain will present chdlenges in employing forces. Limited vighility
will affect targeting, fire support coordination, and battle damage assessment. Tdl sructures will
become intervening crests for surface-ddivered fires. The cover aforded by the terrain will
affect penetration characteristics and fuze functions, reducing wespons effects below the
threshold for successful engagement. The fire support syssem must adapt to these conditions by
providing for target location and desgnation in threedimensond terms extremdy precise
ordnance ddlivery (eg., to a specific room in a building), munitions with varigble penetration and
explosve characterisics, and the coordination of lethd and nonlethd fires againg different
targets near one another. US forces need to fully understand the expected effects of amrnunition
when used againg different combinations of building materids, the capability to cdl for and
adjus supporting ams in an urban environment need to be resdent a the very-smdl-unit leve,
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perhaps the squad, and US forces a every levd must understand the integration of fire and
maneuver in urban terran.

US forces need the ability to project combat power and achieve a desired effect in the urban
environment. The chalenges of urban warfare require US forces to be outfitted with tools suited
for the urban environment. The multi-tiered nature of urban areas will require forces to be able to
shoot, move, breathe, see, and navigate in underground structures. They will need to be able to
target and shoot ‘around corners’ up into windows, and direct fires three dimensondly. Forces
will need to have the ability to automaticadly detect the origin of hodile fires in urban canyons
and, when necessxy, create access to buildings where no entry exigs. The intermingling of
combatants and noncombatants will make identification of beligerents difficult a best. Persond
protection devices, crowd/population control methods to separate noncombatants and influence
combatants in a crowd, and targeting and munitions that minimize collaerd damage to
infrastructure and noncombatants will be a necessity.

ENABLING TECHNOLOGIES

Technologies must emphasize the development of both lethd and nonlethd means to ded
with the complexities of firegpower in the urban environment. Required technologies in the area
of nonletha weapons include:

« Electronic and aerosol means for disabling vehicles. The ability to disable vehicles
without causng damage to surrounding infredructure  will - Sgnificantly  reduce
collaterd damage and civilian casudties

« Methods to hinder or deny human access to large areas. Promising technologies
include foams, gels, and acoustic devices.

o Man/vehicle portable devices to seal windows, doors, manhole covers, culverts, and
other portals for entering or exiting buildings. Technologies in this area will alow
forces to secure buildings and subterranean accesses without physicaly entering the
dructure or causng large amounts of collaterd damage. This technology dso
enhances force protection.

For lethd fires, innovative technologies can provide forces with:

« ‘Shoot around the corner’ capability. Range-specific, shoulder-fired munitions will
dlow troops to fire a round that explodes after travelling a user-determined distance.
For example, after determining the gpproximate distance to the end of a building, a
soldier would ‘program’ the round to travel that distance plus a short distance further.
After firing, the munition would travel the required distance and explode, literdly
dlowing the shooter to project lethd fires ‘around the corner.’

« Sensing, penetrating munitions. This idea concerns munitions that can be directed to
penetrate a gpecific distance through an object or to count the number of obstructions
through which it traves before exploding. This technology would be useful when
targeting indde a dructure (eg., the tenth floor of a thirteen-gtory building) while

minimizing collaerd damage.
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Sniper detection and locating systems. Either a man or vehicle portable wegpon
capable of detecting azimuth and elevation from which fires originate, and
automaticdly retumning fire in the same direction.

To enhance the &bility to deliver fires, friendly forces will require

3-dimensional mapping capability. Troops operaing in the urban environment will
need to know ther precise location and the location of ther target in three
dimensons.

Devices that are able to "ssethrough” structures. Urban terrain compounds the
problem of locating enemy forces/beligerents in the urban environment. Forces

operating in the urban environment will need to have the tools to “seg’ through and
into buildings in order to locate and target beligerents.

FORCE CHARACTERISTICS IMPLICATIONS

The urban terain, high potentid for excess collaerd damage, and
belligerents with noncombatants poses unique chdlenges for the forces of tomorrow. Providing
214 century warfighters with the tools they require to effectivdly conduct their job will grestly
facilitate their ability to fight and survive in urban areas - while a the same time safeguarding
have dgnificant implications on the character of the force
Technologicd enablers, such as those previoudy discussed, will impact the way US forces are

people and propety - will

employed and trained.

Forces will be capable of seeing into the urban environment and operating with
speed and accuracy. Unprecedented technology will adlow 21st century fighting
forces to “sed” into building and navigate in three dimensons. Uncertainty will be
replaced by confidence; US forces will thrive in the confines of the urban jungle.

Forces will be capable of operating across the spectrum of conflict with a range of
weapons that vary in lethality. US forces will find themsdves in Stuations where
they are simultaneously conducting humanitarian, peacekeeping, and combat
operdtions. Technological innovations in firepower will adlow forces to scde the
degree of firepower employed depending on the particular Stuation.

Forces will require additiond training to determine not only when to shoot, but what
range of lethdity to shoot. Effective employment of the new technologies will require
additional training on the use and effects of all weapons used in the urban
environment to minimize both collateral damage and lethal involvement of
nonbelligerents.

MAJOR UNCERTAINTIES

Although the ahility to effectively employ fires in the urban environment is a promisng area
for innovation, there are two mgor uncertainties regarding further work in this area. The firg
uncertainty involves whether or not technology can support the needs of tomorrow’s warfighters.
For example, the ability to detect and identify targets within structures or in subterranean aress
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with the necessry resolution to target in three dimensons poses a noteworthy technologicd
chdlenge. The second uncertainty concerns the affordability of systems designed to operate in
the urban environment. The types of enablers needed to deliver scdable fires may prove to be
cost prohibitive.

The affect of these uncertainties can be minimized. Chalenges in technology must be met
head on. Wegpon systems used by US forces in the urban environment will likdy have other
goplications for civilian lav enforcement agencies. Navigation and targeting devices will likely
have dmilar gpplications for firefighters The US military should join forces with civilian
agencies to encourage indudry toward urban innovation. Funding urban initiatives is a second
hurdle that needs to be overcome. Military personnd should emphasize that firepower enablers
used for urban terran will likdy be gpplicable across the spectrum of conflict. Therefore,
procurement of these items will facilitate military operations across the board.

URBAN AUTONOMOUS SYSTEMS

JV 2010 Ops Concepts:

Precision Engagement

Critical Operational

F d Logisti Y .
Dominant Maneuver Capabilities:
Full-Dim Protection i
[l Information Superiority Urban Warfare: Autonomous
Systems

Description & Rationale
- Substitute Robotics and Other Autonomous
Systems for Functions Performed by
Humans/Manned Systems:
- Sensing, Locating, and Identification
- Communication Relay
- Reconnaissance
- Attack
- Neutralization of Mines and "Booby-traps"
- Overcome Communication/Sensor Masking

Force Characteristics Implications

- Forces Capable of Operating With Robotic

Systems-MEMS Scouts in the Subsurface,
Surface, and Supersurface Environment

- Smaller Force-Dispersed and Indepedent

Operations Augmented by Autonomous
Systems

Enabling Technologies
- Multispectual Vision Devices to See Through Walls
Airborne Relays
Flying/Crawling Miro-Robots (MEMS) With Sound and
Vision Sensing Devices

Major Uncertainties

- Technology Risk

- Miniaturization

* Micro (MEMS) UAVs With Reconnaissance and Attack
Capabilities

- 3-dimensional Mapping - Including Inside/Outside of]
Subsurface, Surface, and Supersurface Structures
MEDEVAC Via UAV or Unattended Ground Systems
Semi-Autonomous Systems-Manned Vehicle
"Controlling" several Robotic Satellite Vehicles

- Energy Sources

DESCRIPTION AND RATIONALE

In future operations in urban terrain, forces will leverage the peculiarities of the urban
environment to develop and maintain tempo, thereby creating a cascading, deteriorating effect
upon the enemy. This will require new ways of thinking about operdtions in cities, as wdl as the
exploration of new technologies to facilitate rgpid and decisve operations in complex urban
conditions. US forces will need the technicd capability and the operationd acumen to identify
the enemy’s posgtions of srength and criticd vulnerabilities. Insead of grinding their way from
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house to houss US forces will defty meneuver through builtup arees usng new ad
unorthodox mohility techniques to avoid surfaces and exploit ggps They will bypass ad isolae
the enemy’'s catas of resdance, driking decisve blows agang enemy postions

FORCE CHARACTERISTICS [IMPLICATIONS

By uilizng a family of austonomous sydems in the uben ewiroomat, a smdl ad
indegpendent  force can increese its oveardl awaeness and undersanding while  Smultaneoudy
increedng its combat power. Smdl forces aforded the force multipliers that autonomous scouts,
reconnaissance units, sensors, firesupport sysems, and atack sysems provide can monitor and
contral the multi-dimensond ewvironment tha will exig in the future urben granls With the
gtudiond awaeness and combat force multiplication that autonomous or  sami-autonomous
gydems provide, forces will be die to adud the Sze of thar units based on the misson.
Moreover, these agile forces will be ade to contral the multi-dimensond subsurface, surface,
and supersurface environment of urben warfare and achieve the desired misson results

ENABLING TECHNOLOGIES

o Multigpecteard vidon devices tha can “s2 through walls
o Airbome rdays to asd in integraing communicaions, intdligence feeds and
pogtion data, dong with databases

e Tadicd UAVs or crawling robots such as the Dragon Drone UAV, Dragon Warrior
VTOL UAV, o the Hummingbird UAV for reconnassance, sendng, arborme rday,
or atack missons or amd| “fid-9zed” crawling robots for use in endosed aress such
a wers o indde of buildings.

e Hying or caning micro-robots (MEMS) with sound and vison sendng devices that
can penetrae buildings to detect the location of combatants or noncombatants.8

e Three dmedond mgoping induding inddeloutsde of subsurface surface, ad
supersurfece  Structures

e Maeadicd evacudion (MEDEVAC) via UAV or unatended ground sysems

e Sami- autonomous sysems - maned vehides contralling severd robotic sadlite
vehides

e Autonomous indirect fire sysems such as the “MisslesSmat Rounds in a Box”
concept contained in this report or the autonomous mortar sysem Dragon Fre.

o Dragon Hre Autonomous Mortar Sydem is an extrendy quick response highly
accurate organic fires wegpon. Dragon Fire can address targets in a 360 degree span

8  For more information on MEMS robots and MEMS technologies in the urban warfare environment see the White Papers in
this report; “MEMS Robot Technologies’ by Dr Dennis Polla of the Universty of Minnesota Microtechnology Laboratory
and “The Fy on the Wal: A Concept for Making the Enemy's Area of Operations ‘Transparent” by Dr Eugene Gritton of
RAND.
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with accurate 120mm indirect fires to ranges of fourteen kilometers. Its primary
round is the French desgned 120mm mortar, the most powerful of al 120 rounds
with 4.3kg of explosve in the HE veason, and a full family of munitions in
production including smart top-attack anti-armor rounds. Capable of being deployed
without a crew, its V-22 compdible desgn (internd load) and potentid for
emplacement and employment in locations unsuitable to conventiond fires sysems
offers great tacticd flexibility to forces in the urban environment. The Dragon Fire
can adjus its configuration to fire virtudly any 120mm mortar round now in
production, regardless of country of origin.

M AJOR UNCERTAINTIES

The major uncertainties associated with autonomous systems include technological
feaghility, specificdly in the areas of micro-miniaurization and smal power sources.

RECOMMENDATIONS FOR URBAN WARFARE

Continue to conduct limited operationd experiments, advanced warfighting experiments, and
advance concept technology demondrations focused on refining concepts, techniques,
procedures, and technologies for warfare in the urban environment. Funding for experimentation
and research and development for urban warfare associated concepts should continue. Moreover,
funding should continue until viable tactics, techniques, procedures, and equipment items have
been developed that will ensure the success of US forces operating in the chdlenging urban
battlefield of the 21st century. The lead should be US Marine Corps and US Army. US Air Force
and US Navy will participate in supporting roles - particularly close arr support, nava surface
fire support, and sustainment in the urban wafare arena. Annua cost of experimentation and
research in dl areas of urban warfare is estimated to be in excess of $50 million per year. Actud
cost data could not be obtained for this report; however, estimated cods for experimentation can
be obtaned from the Maine Corps Warfighting Laboratory and the US Army Military
Operdtions in Urban Teran MOUT ACTD. Actud cost for implementing a robust urban
warfare capability within the American armed forces would be based on results of
experimentation, misson-area andyses, and the surrogate technologies avalable after the
experimentation is complete.
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MEMS-BASED MICRO ROBOTS

Enabling Technologies
MEMS-Based Micro-Robots

« Multi-functional MEMS Sensor Systems
- Deployable microelectronic  sensors with vision, sound detection,
and chemical analysis capabilities
- Telemetry with GPS capability

- Re-configurable network (swarm) under remote control
¢ Multi-functional MEMS Actuator Systems

- Deployable actuators capable of moving sensor and signal
processing payloads in remote locations

- Air, water, and soil sampling with real-time analysis

-- Active tagging of personnel

DESCRIPTION AND RATIONALE

Microelectromechanical systems (MEMS) represents an emerging technology which
incorporates  sensors, actuators, and signal and information processing on a common
semiconductor substrate® Because the manufacturing methods for meking MEMS are derived
from the same processes used in making memory chips and other integrated circuits, the
potentid exigts for having both smdl and inexpensve smat sysems.

The micro-robot concept incorporates variety of microsensors on a smdl deployable
plaform. The platform sze is generdly smdler than a cubic centimeter and may even be smdler
than 10-3 mm? These sensors might include any combination of the following: acoustic sensors
to detect the presence of personne or movement of equipment, multi-spectral radiation sensors
such as medium infrared to detect personnel, and chemical sensors to detect signatures associated
with the presence or manufacture of wegpons of mass destruction.

The micro-robot concept also incorporates microactuators to effect controlled movements of
the robotic platform. This might include the capability for some robots to navigate on the ground,
others to move through the ar, and others to move through water. Deployable micro-robots

9 W. S. Trimmer, Micromechanics and MEMS: Classic and Seminal Papers to 1990, |IEEE Press, New York, N.Y., 1997.

S.M., Sze, Semiconductor Sensors, John Wiley and Sons, Sommerset, N.J., 1994.
R.S. Muller, R.T. Rowe, S.D. Senturia, R.L. Smith, and R.M, White, eds., Microsensors |EEE Press, New York, N.Y., 1990.
G. Kovacs, Micromachined Transducers Sourcebook, McGraw-Hill, New York, N.Y., 1998.
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might collectivdly move is a manner smilar to insects such as bees sendng information over
widdy dispersed terrain or being locdly directed to a specific room in a building.

Specidized microactuators on the robotic platform can  potentidly open microfluidic
sampling chambers to collect ar/water specimens or peform a red-time chemicd or
biochemicd andyds This cgpability may be important in identifying the likdihood of the
presence of chemica or biologicad warfare agents in the environment.

More specidized micro-robots might emulate the dze and behavior of mosquitoes seeking
out the presence of humans and inserting a tiny proboscis (less than 50 pm in diameter) through
the skin. A gndl micropump might ddiver a smdl amount of chemicd (1 pL or less) to
incagpacitate personnd in a locdized area

Because the MEMS technologies used in the manufacture of the robot platforms is the same
as those used in making integrated circuits, specidized microprocessors can be integrated on-
chip with the robots. Additionaly, the semiconductor common platform can support telemetry
and GPS cgpahilities. The specific further technology development chdlenges to achieving this
are more fully discussed in the later sections of this paper.

The potential application of MEMS to urban warfare is tremendous. Specia dedicated
functiondities and configurations such as that shown in the following figure can be assgned to
each insect-like robot (A = acoudic sensng; | = imaging; T = tdecommunications with the
svam and batlefidd commander; K = incgpacitation, both letha and non-lethd). Each species
can operate autonomoudy or be commanded to carry out a specific highly-coordinated task. A
large number of multi-sendng tasks as wel as directed movements and actuation can be

potentidly performed autonomoudy and in unfriendly environments.
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® Acoustic Sensing

| Imaging

® Signal Transmission

® Incapacitation (Lethal and Non-Leathal)

Fig. 1. Schematic concept of controlled MEMS-based flying robots deploying in a room.
Each species performs only one function has its own commandable and networked functional
capability. Autonomous movement of some robots have a directed algorithm to navigate

through door openings and sairwells.

FORCE CHARACTERISTICS IMPLICATIONS

MEMS-based micro-robots would alow new information to be avalable to defense
personnd and central command locations. MEMS micro-robotics moving in advance of troops
would provide important information concerning targets, enemy personnd, and environmenta
hazards. The ability to deploy micro-robots in building and underground facilities would provide

information tha is currently unobtainable.
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ENABLING TECHNOLOGIES

Severd key MEMS capabilities have dready been demondrated in commercid applications.

DARPA has aso been funding MEMS technologies for defense applications since 199210, The
technologies developed to-date can be adopted to redlize micro-robot systems with somewhat
limited capabilities. By the Year 2010 many of the micro-robotic urban warfare concepts should
be feasble. Some key enabling technologies are listed below.

e MEMShbased GPS Andog Devices, Inc. (Cambridge, Massachusetts) has developed
a family of MEMS-based microacceerometers primarily addressing the needs of the
automotive industryll. The dectrogtatic inertid comb-drive sensor technology 12
developed can dso be applied to multi-axis acceerometers and GPS. In addition to
performing GPS tasks for the micro-robot, this same technology has other potentia
defense gpplications such as personnd  monitoring and asst  tracking, missile
targeting and controlled activation, tagging, etc. Other US MEMS accderometer
suppliers exig including Motorola (Phoenix, Arizond), Nova Sensor (Fremont,
Cdifornia), 1IC Sensors (Fremont, Cdifornia), and Honeywell (Plymouth, Minnesota).

e Bioanalytic microchips. Considerable interest currently exists in the application of
MEMS technology to biochemicd analysisl3 A diverse range of commercid
goplications include human hedth care, drug discovery, and anima and plant
genetics. MEMS components such as microfabricated chemica reaction reservoirs,
microfluidic capillaries, pumps, vaves, and molecular recognition biosensors are
currently being developed. This technology integrates microfluidics, biochemigry,
and dectronics. Severa commercia applications are emerging such as the Affymetrix
GeneChip™ (Santa. Clara, California)™* For micro-robotic defense applications the
technologies described above can be tallored to develop molecular recognition
biosensorsl®> and biosensor arrays for the detection of specific biochemicals.

e Acoustic emission microsensors. Structurd hedth monitoring devices are currently
under development by ONR These devices sense smdl acoustic energy bursts due
to materid faigue and cracking in critica arcraft components. Detection and sgnd
processing agorithms have been developed to dert the pilot of these arcraft to
incipient catastrophic failure. The key enabling technology is a MEMS-based 200 pm
diameter high-frequency acoustic emisson sensor with on-chip sgnd processng and
telemetry capability. For micro-robotic applications this technology can be tailored to
identify acoudtic patterns associaed with the movement of human beings and

10
11

13

15

16

DARPA Report, Microelectromechanical Systems (MEMS, 1995.

S. J. Sherman, W. K. Tsang, T. A. Core, R. S. Payne, D. E. Quinn, K. H.-L. Chau, and J. A. Farash, “A Low Cost
Monolithic Accelerometer; Product/Technology Update,” Proceedings of IEEE Int. Electron Devices Meeting, San
Francisco, CA, 1992, pp. 501-504.

T. Juneau, A. P. Pisano, and J. H. Smith, “Dual Axis Operation of a Micromachined Rate Gyroscope, ” Proceeding of the
1997 Int. Conference on Solid-State Sensors and Actuators, Chicago, IL, 1997, pp. 883-886.

E. Kress-Rogers, ed., Handbook of Biosensors and Electronic Noses, CRC Press, Boca Raton, FL, 1997.

Annual Report, Affymetrix, Inc., 1998.

R. C. McGlennen, S.Zum, D. Charych, and D. L. Polla, “Molecular Recognition Cantilever,” Proc. Sth International
Symposium on Integrated Ferroelectrics, Santa Fe, NM, Mar. 1997.

D. L. Pollaand L. F. Francis, “Ferroelectric Thin Filmsin MEMS Applications,” cover article for Materials Research
Society Bulletin, V. 21, No. 7, July 1996, pp. 59-65.
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equipment. Tdemelry from severd acoudic sensors to a locd monitoring dation can
provide an acoustic mgpping of the likdy personnd and equipment in a soedific area

« MEMS-Based Microphones.Severd MEM S-based microphonesl’ hearing aids are
currently under devdopment. The key features of thee devices ae smdl dze ad
high sengtivity. Microrobots cgpable of deploying these devices can provide a
listening capability in buildings for both identification of presence as well s
eavedropping.

« Uncooled MEMS Imaging Arrays. MEMS-based infrared imaging arrays!8.19 are under
active development through the Army Night Vision Laboratory. Solid-state
micomechining advances have dlowed for the formaion of low themd mess

dructures with excdlent thermd isolation. Both pyrodectric and resdive bolometers
have shown the ability to peform uncooled infrared imeging.

« MEMS Micromotors. MEMS-based micromotors have shown considerable
devdopment since ther firg disdosure in 1988.2021 Although the initid rotaing
dectrodatic miccomators developed by AT&T Bdl Laboraories and Universty of
Cdifornia & Berkdey which dimulaed a large stentific interes in MEMS have not
been successfully applied in practical applications, both piezoelectric22 and
electromagnetic 23micromators now gopear to have commercid promise. Spedificaly,
MEMSbhased piezodectric micromotors have been used in eye surgery 24 and
dectromegnetic micromotors have been demondrated the dblity to produce sdf-
levitetion (>10 cm above ground) Smilar to tha of a miniaure hdicopter. Miniature
dectromagnetic miccomotars of 1.9 mm diamger and 4 mm length have been shown
to produce sdif-levitation.?> Future technology developments in both piezodectric and
dectromegnetic  miccomotors  should  provide important  capabilities for  directed
ground, ar, and waer movements.

« MEMSBased Telemetry. Severd commercid goplications of MEMStelemetry26 are
under devdopment for both medicd patient care monitoring and indudrid process
contral. Tiny microchips with spedfic tdemelry resolutions encoding schemes, ad
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transmisson ranges are now feadble This generic communications cgpability can be
integrated with the micro-robotic platforms envisoned in this paper.

« Thin Film Batteries and Energy Harvesting Devices. Research on MEMS energy
sources is just beginning.2’ Approaches under development include the use of thin
film batteries depodted on the backsde of dlicon microchips and energy harvesting
schemes. Enagy haveding methods include scavenging thermd, mechanicd,
chemicd, and radiant energies from the environment. Energy supply possbly redized
through a combination of thin film baiteries and energy harvesting will be important
in determining the ultimate sze and functiond performance of MEMS micro-robots.

M AJOR UNCERTAINTIES

The mgor uncertainties for al of the functiond forms of MEMS-based micro-robots will be
their gze and intended performance characterigtics. Specificdly, it is unknown at this time what
the ultimate payloads for deployable robots will be and their associated power requirements.
Furthermore, no defense study has been carried out to determine practica defense or warfighting
requirements of such robots These requirements will, of course, determine enginesring
specifications on the robot design. Given the relative newness of this fidd, trade-offs in actuation
mechanisms, energy requirements, and size have not been performed for defense gpplications.

For the enabling technologies liged above, the following ae key technology chalenges
which have largely been met but will need to be more fully developed to enable a broad,
versdtile, range of gpplications.

MEMSbased GPS. The commercia sector will drive the development of MEMS-based GPS
primarily through automotive navigation gpplications. Precison resolution defense requirements
for insect-like robots moving through a building will likely place one or two orders of magnitude
additiona resolution demand on such GPS systems.

Bioanalytic microchips. Detection of biologicd and chemicd warfare agents requires further
development of detection methodologies and drategies, chemica processng protocols, and
information extraction methods. Currently bicanalytic MEMS make use of a microchip platform
for specimen processng and a separate andytic insrument for assaying and detection. A shared
god of the many researchers working on commercid bicandytic MEMS is to integrate the
microchip platfform and andytic indrumentation onto a common carier chip. For many
commercid applications, deployablity, miniaturization below the sze of persond computer, and
portability are not dgnificant driving forces.

Specific microchip-based biochemical assays ill need to be developed for the large number
of potentid chemicad and biochemica agents known a this time. The trandation of these
detection assaying methods to miniagture sysems ill needs to be developed. Issues of
biochemicd odectivity, specificity, and sengtivity will be mgor uncertainties with this
technology.

« Acoustic emission microsensors and MEMS-Based Microphones. Detection and

sgnd processng dgorithms of human movements (waking, Speech, heartbests)

27 J.B. Bates, G. R. Gruzalski, N. J. Dudney, C. F. Luck, X.-H. Yu, and S. D. Jones, “Rechargeable Thin-Film Lithium
Microbatteries,” Solid State Technology, Vol. 36, No. 7, 1993, pp. 59-64.

108



needs to be developed while rgecting ordinary ambient dgnds such as those
asociged with HVAC sysems or gmdl animas. Acoudic sengtivities for the
MEMS devices a the important frequency ranges needs to be established.

Uncooled MEMS Imaging Arrays. Uncooled MEMS-based infrared detector arrays
ae just beginning to show promise for commercid night vison agpplications such as
driving and personnd monitoring. While these uncooled pyrodectric and other
bolometer sengtivities are saverd orders of magnitude lower than liquid nitrogen
cooled HgCdTe infrared detectors, sendtivities, operating ranges, and operdtion in
environments with changing temperatures dill needs to be determined for micro-robot
aoplications.

MEMS Micromotors. Both piezodectric and eectromagnetic micromotors  have
demondrated the ability to generate forces greater than 103N and is some cases as
high as 10 N. Force requirements will directly determine both motor size and power
requirements. This will ultimately limit the deployable payload of the micro-robot
platform.

MEMSBased Telemetry. While telemetry microchips have previously been
demondirated, two important concerns are operable transmisson distance and power
consumption. This in turn determines the sze of the broadcast/receive antenna and
the information transfer characteristics.

Thin Film Batteries and Energy Harvesting Devices. Thin film betteries have
previoudy been demondrated but not yet demondrated in a red world MEMS
goplication. The power ddivery and ussful operating lifetime are directly determined
by the mass of the battery materidl.
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THE ALY ON THE WALL: A GONCEPT FCR MAKING THE ENEMY' S AREA CF

OPERATI ONS " TRANSPARENT"

gull-Dim sRroiection
nformation Superiority

wowomcmepey  Critical - Operational
recision Engagementt gy .
Grocusiiome Capabilities:

The Fl/y on the Wall: A Concept
for Making the Enemy's Area of
Operations “Transparent”

Description & Rationale

. Miniature fly-52ed  vehicles (<1.0 cm)

. Carrying 8 variety of sensors

. Observes enemy units and operations
unobtrusively
Acquires intelligence and targeting information
Can make ‘closed’ areas open

Force Characteristics.  Implications

« Provides improved ISR to operational

commanders
particularly useful in urban operations

. Some particularly difficut  denied areas (e.g.,

underground facilities, inside buildings, etc.)
might become observable

Make the enemy’s area of operations
“transparent”

Stealth/unobtrusiveness catch the enemy
unaware

Enabling  Technologies

+ Micro (10m-10m) and nano (10m- 10m) fabrication
techniques for electro-mechanical devices and
systems

. Future information technology

- Autonomous system technology

Major Uncertainties

- Feasible locomotion approach
. Stabilization and navigation

« Communication/control
« System fabrication to achieve low cost

- Operational integration

. ‘Everything-on-a-chip’ approach

DESCRIPTION AND RATIONALE

This concept, first proposed at a RAND 1992 DARPA Workshop?8, conddts of “miniature fly
or bee sized (<1.0 cm) vehicles carrying a variety of sensors for unobtrusive survellance in a
vaiely of military dtuations” The successful development of such a sysem would provide
intelligence,  surveillance and reconnaissance  information to operaiond commanders not
attainable with today’s systems. If chegp enough, they could be used in large numbers to observe
enemy units unobtrusvely. They could acquire intdligence and targeting information and
trangmit it to command centers or firing units through conventiond Sze repeater units or “hives.”
Their smdl sze provides inherent stedth and the potentia for attaching to enemy personnd or
equipment unobtrusively to be carried dong with enemy units into previoudy “closed” aress.

FORCE CHARACTERISTICS IMPLICATIONS

This concept would allow the commander to gain a new resource for gathering
reconnaissance and survellance information on enemy operations. It might be particularly ussful
in urban and denied areas operations. Such smal sysems could be used to gather inteligence

28 Richard 0. Hundley and Eugene C. Gritton, " Future Technology - Driven Revolutionsin Military Operations. Results of a
Workshop,” DB- 11 O-ARPA, RAND, 1994.
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ingde of enemy held buildings and improve floor-to-floor and room-to-room clearing tasks.
Some paticularly difficult denied aress (eg. underground facilities) might be observable through
the use of smal microrobots particularly if they are caried indde by unaware enemy personnd
or by their vehicles or equipment. If they can be mass produced inexpensvely, they could be
seeded throughout the battlefiedld making the enemy’s area of operations truly “transparent.”

ENABLING TECHNOLOGIES

At the DARPA Workshop and in subsequent unpublished work, order-of-magnitude
cdculations of the power and energy requirements for mobile microrobots an order-of-
magnitude larger (i.e. in the 510 cm/5 gm class) indicated useful payloads, speeds and ranges (~
1.0gm, —9m/sec, and 30-40km) in a device with an dl-up sysem weight of ~4.0gms.

The microrobots would use micro-dectromechanicd sysems (MEMs) and nano- fabrication
technologies to develop miniature sructurd, aerodynamic or mechanica locomotion, propulsion
and sensor components.

Advanced information technologies will be chalenged to provide the data processng
requirements for sensors and autonomous operations. Advances in dabilization and control
technologies are dl required. Thin film battery technology may provide the answer to power
requirements. The ided would be to achieve an integrated chip cgpable of providing the sensor
data processng, dabilization and navigation functions for the microrobot. The sensor package
might even incude some chemica processng capability for chemicd and biologicad warfare
goplications.

MAJOR UNCERTAINTIES

The mgor uncertainty is the technicd feashility of miniaurizing the components by an order
of magnitude from those firg examined in the RAND/DARPA Workshop in 1992 (i.e. going
from a 10.0 cm to a 1.0 cm class vehicle) with amilar performance capability. The development
hurdles remain basicaly the same as discussed at that workshop and are reproduced below.
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Very Small Systems: Development Hurdles
Level of Difficulty

Negligible Low Medium g Very High
Materials Power Navigation
Locomotion
Fabrication
Techniques Stabilization
Sensors Couplings Control

Communications

Test
Diagnostics

The workshop took a cursory look a the development hurdles confronting very smdl
sysems. This chat summarizes our initid impresson.2 The semi-precise meanings of the leve-
of-difficulty categories used on the chart are

o Negligible The capability is wedl edtablished. Researchers in the fidd are doing
amilar things today.

o Low: This can be done usng current date-of-the-art, but informed choices must be
made.

o Medium: Researchers in the fidd believe they know how to do this but it will not
necessarily be easy.

o High: This will be hard to do, but ressarchers in the fidd have some ideas of how to
attack the problem.

o Very High: This will be hard to do, and today researchers do not know how to go
about it.

The following comments expand on the entries in the chart above:

o Fabrication Techniques At the centimeter to millimeter scde, “conventiond”
machining techniques (i.e, smal watch scade) can be used for early prototypes.
Silicon fabrication techniques should be avalable for production vehicles.

o Maerids. There are no red problems here. Severd choices are available.

29 These should be viewed as the initial judgments of expertsin the area., not as the results of a detailed investigation.
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Power. The fird sysems should probably use thinfilm betteries. Other miniaturized
gpproaches are possible, but need more investigation.

Locomation. For flying, some data are available, but more checks are needed. For
jumping, the dynamics are less studied, but the gross attributes do not gppear unduly
hard. For swimming, there is much theory available; hydrodynamic tests will require
care.

Couplings. For the coupling of the energy source to the motor, there is some gmdl-
scde experience. For the coupling of motor to actuator, there are limited data in a
practicd sense. For the detalls of the actuator, design <tudies are needed for
optimization.30

Sensors. Opticd and infrared sensors are the only sensors facing intringc problems
due to the amdl scde the resolution achievable with miniature optica/IR  sensors will
be subdantidly limited by diffraction - much more so than for sensors of more
norma sze The effects of noise will be important for miniature sensors of dl types.
At the beginning of a research program, miniature sensor technologies can be
developed and tested separately from integrated locomotion systems.

Test Diagnodics. This area requires a grest ded of attention. Semi-quantitative “go-
no go’ tets will sometimes be ussful, but detailled quantitative measurements will
usudly be required for desgn optimization. This will require new types of test
insrumentation, which should be consdered from the beginning of any program.

Sabilizetion and Navigation. This will be one of the mgor chdlenges of any micro-

vehicle desgn and test program. Typicd issues include how smdl miniaure inertid
guidance and automatic stabilization subsystems can be made, etc. As an incrementd
approach, initid steps could gart off with tethered vehides (for flying sysems), or
with external dabilization (for jumping systems), with a later trangtion to the more
chalenging, completdy autonomous dabilization and navigation. Congderaion
could dso be given to desgn posshiliies that minimize orientation requirements
(e.g., payloads that work regardless of orientation, etc.)

Control and Communications. There are a number of miniaturization chalenges here.
The control and communications approach currently used in clandestine “bugs’ could
serve as a useful point of departure.

RECOMMENDATION

Extend DARPA’s micro-UAV program to include two new phases. First, support the
completion and closure of the design of a very smdl UAV (5-10 cm, less than 5gm) with limited
wind tunnd and tethered flight experiments to identify the key technologies required to build
such a syslem over a three year time period. Second, support a a low levd, basic research into
the technologies required to determine the feashility of designing and condructing a true micro
UAV (ore that is the size and weight of a bee or fly). Integrated with these efforts, should be a

30 Asone of many examples of the actuator design issues requiring attention: in a mini-helicopter, should one go to the trouble

of having flap jointsin the rotor?
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ggnificant and complementary program focused on identifying missons and gpplications in a set
of wel-posed scenarios, to provide early guidance on sensor and system needs and on meeting
the affordability criteria for the two systems described above.

DARPA should teke the lead on this program. The first phase of the effort is estimated to
cost $30 million over a 3-year period; phase two costs are estimated at $5 million per year for 3
years, dter which resource requirements should be reinvested.

URBAN LOGISTICS

Precision Engagement,

[J Dominant Maneuver Capabllltles:
8 Urban Warfare: Logistics

ﬁ/ZOlO Ops Concept C”t'Cal Operat|0na|

Description & Rationale Force Characteristics Implications
- Ability to Provide the Range of Logistics Support to
Dispersed Small Units Operating in the Multi-

dimensional Urban Environment - Focused Logistics Must Evolve to Include the Third
- Medical Treatment on the Spot, and Transportation in Dimension i.e. The Correct Floor of a Building
a 3 Dimensional Complex Structure
- Production of Essential Services for an Entire - Forces Will Require Greater Expertise in "Non-
Population to Include Shelter, Potable Water and combat” Skills Such As Structure Construction and

Sewer Services, Medical, and Feeding Stations{ |  Advanced Medical Training

Enabling Technologies Major Uncertainties

- MEDEVAC Vi UAV or Unattended Ground Systems
- Iéapld%{ISt_tablllze Trauma Victims, Enhanced Buddy-care | | - Technology Enablers
apabilities

- Vertical Delivery Systems for Delivery to Buildings - .

- Near-_real-time%or)rllmodities Monito%g g - Affordability/Funding

- Individual Water Puriication

- Air Deliverable Rubble Clearing Equipment

- Lightwei ht Brid in_? . .
Near-Real-Time Monitoring of Consumption Rates,
Maintenance, Efc. .

- Plug and Play Maintenance Items .

- L htWEI?hg, asily Transportable Structure Construction
Foams. Tnflatablés, Composite Materal, Etc.

FORCE CHARACTERISTICS IMPLICATIONS

Urban combat has higoricdly resulted in high casudties, paticulaly among units atempting
to maneuver through dreets forming narrow and exposed avenues of gpproach, aganst enemy
units entrenched in the rugged terrain of the city. US forces will use force protection measures
adapted for future MOUT to facilitate maneuver with reduced risk of casudties. Individua and
collective protection might serve to lower the incidence of some types of casudties.

Protective measures required for future MOUT would adso include specid medica
capabilities. Individua US forces will be exposed to a wide variety of infectious diseases which
breed in the dose and heavily populated environment of a city. This exposure might be limited
through means such as anti-biotic body-covering ointments or persond ar filtration systems
which could reduce the probability of inhaation or absorption of disease-carrying organisms.
The nature of the terrain will result in a grester number of accidentd injuries than are normdly
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encountered in other operating environments US forces will fdl from heghts, they will suffer
cuts from glass and other sharp objects, and they will be hit by faling debris. US forces might be
wounded while in locations from which it is difficult to evacuate them: a flooded subway or
sewer, a mgor intersection swept by enemy fire, the 30th floor of a 40-gtory building in which the
enemy holds many upper and lower floors. Systems needs to be in place to provide for prompt
and effective care of the wounded under such chdlenging circumstances.

Logigics sats the bounds for what is operationdly possble. In future MOUT, the logistics
system must adegpt to the characterisics of the environment to enhance tempo. The two
digtinguishing features of urban operations - the terrain and the presence of noncombatants -
will both impact logisics. Measures which contribute to overcoming the logistics chdlenges of
the urban battlespace can be said to enhance “sugtainability.”

At the tactica levd of war, combat service support organizations must provide for supply,
mantenance,  transportation, hedth services, enginering, and services under the specid
conditions of MOUT. CSS organizations must be able to locate and reach dispersed dements of
supported  units in “verticd” urban teran. Functions which occur routindy under fidd
conditions will take on new dimensons in MOUT: sdvage and repar of an amored vehicle in a
narrow street, evacuation of wounded US forces from the upper portion of a skyscraper, and
resupply of units operating in a storm sewer.

ENABLING TECHNOLOGIES

e Medicad evacuaion (MEDEVAC) via UAVs or unattended ground systems to ensure
rapid evacudion of critica patients from the batlespace with minima manpower
requirements.

e Maedicd technologies and techniques to rapidly stabilize trauma victims via enhanced
buddy care capabilities.

e Vaticd ddivay sydems for ddivey to buildings without exposng logigtics
elements to ambushes and fires.

e Neax red time commodities monitoring by new information systems to ensure that
logistics managers can provide just in time support to maneuver units.

e Individud water purification to ensure potable water and minimize potentia for
dissase in deteriorating urban context while reducing logistics burdens to forward
units.

e Air ddiverdble rubble clearing equipment
e Lightweight bridging to facilitate crossng of destroyed aress.
e PFug and play mantenance

e Lightweight easly trangportable Structure condruction. Foams, inflatables, composite
materias, etc.
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MAJOR UNCERTAINTIES

The mgor uncertanties reated to logigics for urban wafae ae principdly affordability
related. Significant funding is required to reduce the burden of sustaining an urban conflict.
Additiondly, technology endblers in medicd systems, energy sources, and unmanned systems
must be developed.

LESSONS FROM THE BATTLE FOR GROZNY’!

INITIAL TROUBLES

When the Chechen troubles began, the Russan Army had been operating with little money
and bare bones logigical support. It had not conducted a regiment- or divison-scde field
traning exercise in over two years, and its battalions were lucky to conduct fidd training once a
year. Mogt battaions were manned at 55% or less. Approximately 85% of Russian youth were
exempt or deferred from the draft, forcing the army to accept conscripts with crimina records,
hedth problems or mental incapacity. The Russan Army lacked housing for its officers and had
trouble adequatdly feeding and paying its soldiers. It invaded Chechnya with a rag-tag collection
of various units, without an adequate support base. When the Chechens stood their ground, the
sorry dtate of the Russian Army became apparent to the world.

Before invading with regular forces, the Russans had trained and supplied the rebe Chechen
forces that were hodile to the incumbent Chechen government. A force of 5,000 Chechen rebels
and 85 Russan soldiers with 170 Russian tanks attempted to overthrow the Chechen government
with a coup de main by capturing Grozny “from the march” as they had in years past captured
Prague and Kabul. They falled and logt 67 tanks in city fighting.

A SECOND MISTAKE

Instead of regrouping and waiting to regain surprise, Russan leaders ordered the amy into
Chechnya with no fully ready divisons. The Russan Army was forced to combine smdl units
and send them to fight. Infantry fighting vehides went to war with ther crews, but with little or
no infantry on board. In some cases, officers drove because soldiers were not available.
Intelligence on the dtuation in Grozny was inadequate. Only a few large-scde maps were
avalable, and there were no maps avallable to tacticd commanders. To make matters worse,
because the city was not surrounded and cut off, the Chechen government was able to reinforce
its forces throughout the bettle.

When the Russians firg atempted to seize Grozny the last day of 1994, they tried to do it
with tanks and personnd carriers but without enough supporting infantry. The avalable infantry
had just been thrown together, and many did not know even the last names of ther fellow
soldiers. They were told that they were part of a police action. Some did not have wegpons.
Many were degping in the cariers even as the columns rolled into Grozny. Tank crews had no

31 By Lester W. Grau, Foreign Military Studies Office, National Defense University, Institute for National Strategic Studies

116



mechine gun ammunition. Lax preparation for this assault reflected the dtitude of the defense
minister, General Pavel Grachev, who had boasted earlier that month that he could seize Grozny
in two hours with one parachute regiment. So the Russans drove into Grozny expecting to
capture the city center and seat of government with only token resistance.

But, tanks and personnd carriers, in the city without dismounted infantry support, were easy
targets to antitank gunners firing from the flanks or from above. The initid Russan armored
columns were swalowed up in the city dsreets and destroyed by Chechen gunners.

After losng 105 of 120 tanks and personne carriers the Russians fell back to consolidate for
the long, building-by-building baitle.

PLANNING FOR URBAN COMBAT

Russian inteligence missed the rapid condruction of robust Chechen defenses in Grozny.
The Russan columns, moving on pardld but nonsupporting axes, were cut off and destroyed by
Chechen forces. Russan planners concluded that high-tempo mounted thrusts to seize defended
cities are both ineffective and unjudtified in terms of the dtrition of personnd and equipment.
They concluded that contemporary urban combat requires the following steps.

1. All approaches to the city must be seded off while detailed reconnaissance proceeds.

2. Key inddlations and buildings on the outskirts of the city must be taken once atillery
has suppressed defenders and assault positions have been occupied.

3. The city’s resdentid, industrid and centrd sections must be taken successvely.

4. Trapped enemy units must be diminated, mines cleared, wegpons collected and
military control and curfew established.

These steps obvioudy suggest to planners that the first objective should be mgor indudtrid
plants on the outskirts of cities covering axes into the city. Because such plants, with ther
concrete and stone walls and underground rooms and passages, are ided for a lengthy, stubborn
defense they must be captured before the city can be atacked. Within the city, attacking forces
must anticipate (1) defending tanks and direct-fire atillery in comer buildings or behind bresks
in wdls, (2) dismounted infantry on any story of buildings, (3) snipers and atillery observers in
high-rise buildings, attics, and towers.

Collateral damage, not a mgor congderation when fighting on foreign soil, becomes a
particular worry when fighting in your own cities where your own people live.

INTELLIGENCE PREPARATION OF THE BATTLEFIELD

The Russans did thar initid planning on 1:50,000 and 1:100,000 scale maps. They lacked
necessary, detailed, larger-scde maps in scale 1:25,000 or 1:12,500. Essential aerid photographs
were not avalable for planning, because Russan sadlites had been turned off to save money
and few aerid photography missons were flown. Lower-level troop commanders never received
vitd aerid photographs and large-scde maps.
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Despite the unclear intelligence picture, planners falled to teke dementary precautions or to
forecast how the Chechens might defend the city. As the Russan columns moved to Grozny,
they were surprised by snipers, road blocks and other signs of Chechen determination to defend
the city.

STORM GROUPS AND DETACHMENTS

Soviet and Russan tacticd methodology cdled for organizing storm groups and storm
detachments for city fighting. A sorm group is usudly a motorized rifle company reinforced
with a tank platoon, atillery battery, mortar platoon, AGS-17 automatic grenade launcher
platoon, engineer platoon and chemica troops. It advances with a covering and consolidation
group (a motorized rifle platoon reinforced with antitank guns, grenade launchers and 82mm
mortars) and an obgtacle clearing party (combat engineers and mine-sweeping tanks). A storm
detachment is usudly a motorized rifle battdion reinforced with a least a battdion of atillery, a
tank company, an engineer company, an ar defense platoon, flamethrower squads and smoke
generator personnel. Artillery and ar support are avalable from divison asses.

Although storm groups and detachments were formed for urban combat following the New
Year's Eve defedt, their formation was often counterproductive because it destroyed what unit
integrity existed in platoons, companies and battalions and gave commanders more assats than
they could readily deploy and control. It would have been better to use the standard tactica unit,
then reinforce it with sdect wegpons sysems where needed. For example, a motorized rifle
platoon could fidld storm squads and cover and support squads, and a motorized rifle company
could field storm platoons and cover and support platoons. The cover and support units would
pin the enemy down by fire while the storm unit atacked. After the attack, the cover and support
unit would become a reserve.

EARLY LESSONS

The Russans successfully used direct-fire atillery, RPGs, automdic grenade fire and
mechine gun fire to pin-down the Chechens while atacking through smoke to seize a building.
They tossed grenades through windows and doors before entering.

Engineers effectivdy blew entry ways into the wals. Two threeeman combat teams cleared
each room. Once a building was captured, it was prepared for defense. Sewer approaches and
enemy approach paths were mined and booby trapped.

Since the battle for a city continues non-stop, the Russians learned that they needed fresh

troops and adequate reserves. Soviet doctrine caled for a 4:1 advantage in troops for urban

, combat. Some 60,000 Russians and 12,000 Chechens fought in Grozny, yet the Russan’'s 5:1
advantage was sometimes not enough, because they had to guard every building that they took.

The Russans dso learned that troops need to wear something didtinctive (and easly
changeable) during the assault to avoid fratricide.
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TACTICS,TECHNIQUES AND PROCEDURES

Soviet and Russan tactics specified that tanks would lead the assaullt in city fighting
folowed by infantry fighting vehides and dismounted infantry. Tank columns would move in
herringbone formation adong city dreets. This proved disastrous in Grozny where the high
densty of antitank weapons threatened armored vehicles, while the depresson and eevation
limitations of Russian tank guns kept them from engaging targets located in basements or in the
upper floors of multi-storied buildings. Antiaircraft guns, such as the ZSU23-4 and 235, were
effective againg these targets. In Grozny, tanks and personnd carriers were formed into armored
groups used to sed off captured aress, serve as a counterattack force, provide security for rear
ingalations and support advancing infantry from outsde the range of enemy antitank wegpons.

The Russans began to take specid precautions to protect their tanks and personne cariers.
Beddes keegping them behind the infantry, they outfitted some with a cage of wire mesh some
25-30 centimeters away from the hull armor. These cages can defeat the shgped charge of the
RPG-7 antitank grenade launcher, as well as protecting the vehicle from a Molotov cocktall or a
bundle of antitank grenades. The Chechens fidded antitank hunter killer teams which moved
toward the sound of engine noise to kill armored vehicles with volley RPG-7 antitank fire from
above, the flanks and behind. The Russans learned to counter these teams by edtablishing
ambushes on dl approach routes and then running vehicles into selected areas as bait.

City fighting in Grozny required much larger stocks of hand grenades, smoke grenades,
demolition charges and digposable, one-shot antitank grenade launchers (smilar to the US light
anti-tank weapon) than expected. Each infantry soldier needed a rope with a grappling hook for
entering buildings. Light-weight ladders were dso very vaduable for assaulting infantry. Trained
nipers were essentid, but were in short supply.

Tank-mounted and dismounted searchlights were useful for night assault in the city.
Searchlights (as well as pyrotechnics) temporarily blinded enemy night-vison equipment and
dazzled enemy gunners. They produced a psychologica atack againg the enemy, while helping
prevent fratricide in the assault.

ARTILLERY

The Russans learned that conventiond artillery fires are best used while approaching the city
and while capturing the city outskirts. Then, they would deploy the bulk of ther sdf-propdled
atillery in direct-fire support of tanks and infantry. Because massed atillery fires create rubble
in the very areas through which a force wants to advance, direct-fire is preferable. Direct fire can
be conducted by guns, howitzers, multiple rocket launchers and the 82mm Vaslek automatic
mortar. When Russan forces arived a Grozny, they had few fire support coordinators and
forward ar controllers. Motorized rifle officers were not <killed in adjusting indirect artillery
fire, but could readily am and adjust direct fire.

AIR POWER

The Russans used a lot of fixedwing arcreft, but they were of limited tecticd vaue in
Grozny. They were used to provide support while artillery was moved into range. Because ar
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drikes could not be precisdly targeted, attack fighter bombers concentrated on large “free-fire’
zones. Fixed-wing arcraft proved of more vaue in attacking targets outsde the city.

Helicopter gunships were of much more vaue. They were used againg snipers and weapons
in the upper floors. The helicopters flew in behind captured high-rise buildings and would “pop-
up’ to engage these targets, but had to fly to and from the engagement area using the shelter of
captured  buildings.

SMOKE AND TEAR-GAS

Smoke and white phosphorus rounds were useful in Grozny. White phosphorus, which burns
upon explosion, creates a smoke screen and, because smoke is essentid for movement in city
fighting, every fourth or fifth Russan atillery or mortar round fired was a smoke or white
phosphorus round. The Russans point out a sSde benefit of white phosphorus is that white
phosphorus smoke is toxic and readily penetrates protective mask filters. White phosphorus is
not banned by any treaty. Tear gas grenades were dso useful in the fighting in Grozny.
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CHAPTER 6.
Summary of Prior Defense Science Board Studies

The work of the 1998 Defense Science Board Summer Study Task Force on Joint Oper ations
Superiority in the 21st Century builds on a number of recent DSB studies (both past Summer
Studies and other Task Force studies) whose recommendations are highly relevant and support
the efforts of this Task Force. These andyses addressed a wide range of threats facing the
United States — a gpectrum of thrests that is individudly and collectivdy difficult and
chdlenging.  Topics include information warfare, theater missle defense, logisics, command,
control, communications, inteligence survellance and reconnaissance, advanced smulation,
readiness, advanced tactics and technologies, and transnationd threats.

The task force reviewed the findings and recommendations of this body of work, with
emphass on highly rdevant technologies and operationd capabilities that have not yet been fully
assimilated by the Depatment of Defense. Integrating this legacy of DSB dudies with the many
emerging technologies and capabilities that are rdevant to producing a dominant force for the
21 & century, the task force identified new capabilities, new ideas, and new emphases which help
to underwrite Joint Vison 2010.

This chapter provides an overview of the findings and recommendations of these key studies

o Report of the Defense Science Board Summer Study on Smulation, Readiness and
Prototyping, January 1993

» Report of the Defense Science Board 1994 Summer Study Task Force on Information
Architecture for the Battlefield, October 1994

o Report of the Defense Science Board 1995 Summer Study Task Force on Investments
for 21st Century Military Superiority, October 1995

o Report of the Defense Science Board/Defense Policy Board Task Force on Theater
Missle Defense, January 1996

o Report of the Defense Science Board Task Force on Strategic Mobility, August 1996

« Report of the Defense Science Board 1996 Summer Study Task Force on Tactics and
Technologies for 21 & Century Military Superiority, Volume |, October 1996

o Report of the Defense Science Board 1996 Summer Study Task Force on Achieving
an Innovative Support Structure for 21t Century Military Superiority, November
1996

o Report of the Defense Science Board Task Force on Information Warfare Defense,
November 1996

o Report of the Defense Science Board Task Force on Command, Control,
Communications, Computers, Inteligence, Surveillance and Reconnaissance (C4ISR)
Integration, February 1997
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« Report of the Defense Science Board Task Force on Globa Postioning System Phase
1, February 1997

o Report of the Defense Science Board 1997 Summer Study Task Force on DOD
Regponses to Transnational Threats, Volume |, October 1997

o Report of the Defense Science Board 1998 Summer Study Task Force on DOD
Logistics Transformation, Volume |, December 1998.
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DEFENSE SCI ENCE BOARD TASK FORCE ONS | MULATI ON, READI NESS, AND
PROTOTYPI NG*

The Task Force focused on three key aspects of smulation, readiness and prototyping:

e Asxssng the impact of Advanced Didributed Smulation (ADS) on requirements,
prototyping, development, training, and readiness

o Ddiining new ways to exploit the potentid for convergence of live virtud, and
condructive smulation methods

o Providing recommendations on science and technology initiatives.

It is the belief of this Task Force that ADS technology can greetly improve training and
readiness, will help expedite prototyping, and can transform the acquistion process from within.
It is being adopted by the war-fighters but it can be exploited in a much larger context. The Task
Force has found that the warfighting community has embraced ADS and is extending its utility.
The warfighters are goplying digributed and multiple smulation methods to improve planning,
traning, and misson rehearsd. The crux of the mater is tha they have developed the confidence
to use this technology to prepare for the most serious of circumstances where human lives are at
dake. Additiondly, ADS technologies can provide the confidence building needed for the
trandforming in the acquistion process.

The scope of applications for modding and smulation include requirements definition and
andyss, virtud prototyping, program planning, engineering desgn and manufecturing, tet and
evauation, and training and readiness. The approach taken by this Task Force was to develop a
hierarchy of enabling technologies and to segregate them into two categories.

e Those which are primarily commercidly driven
o Those which are primarily driven by DOD.

FIVE MAJOR RECOMMENDATIONS

« The DDR&E and T& E communities and the Services should:
- Edablish and enforce standards and protocols to facilitate the interoperability and
reusability of ADS tools and technologies in traning and materid development
- Incorporate standards and protocols into al developments and procurements
which contribute to enhancing the ADS environment and its use.

Report of the Defense Science Board Summer Study on Simulation, Readiness and Prototyping, January 1993, Unclassified. (DTIC
#ADA 266125)
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- Fully intemet training ranges, test facilities, laboratories, service schools,
industry, and make them DIS compdtible

(This recommendation has dready been put into place)

The CJCS and DDR&E should:

- Egablish a congantly avalable ADS joint warfare environment and build on
exiging technology.

The DDR&E, the T&E community, and the Services should cary out a series of
experiments and demondrations usng the ADS environment.

DDR&E dhould give priority to invesing in the following DOD required ADS tools
and technologies
- Maturation aress.

o Smuldion scdability (virtud)

o Fully and semi-automated forces (friendly and enemy)

o Reusable terrain and environmental data bases

o Modding and Smulation congruction support tools

o Vaification, Vdidaion, and Accreditation

- Void Areas

o Virtud dmulaion support for the individuad combatant

o Combining some live-condructivevirtud sSmulation interactions

o« Smulaion support tools for logidtics, medicd, mantenance and other
support  functions

The Deputy Secretary of Defense should:

- Direct procurement of ADS technologies in a modular/evolving process which
closaly couples users and developers and exempts ADS from the 5000.1 process

- Sdect and execute severa acquidtions programs which will employ an ADS
environment for dl deps from concept to fidding to build confidence in
modification of 5000.1 to include fast track and step skipping measures
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DEFENSE SO ENCE BOARD TASK FCRCE QN | NFCRVATI ON ARCH TECTURE KR THE
BATTLEFI ELD*

This Defense Science Board Summer Study Task Force was charged to make
recommendations for implementing an information architecture that would enhance combat
operdions by providing commanders and forces a dl leves with required information displayed
for assmilaion. The Task Force addressed four aspects of information architecture for the
batlefield: the use of information in warfare, the use of information warfare, both offensve and
defensve, the business practices of the DOD in acquiring and usng batlefidd information
sysems, and the underlying technology required to develop and implement these systems.

FINDINGS

o Make the warfighter an informed customer.
o Warfighters need to change informaion sysems to accomplish different missons.

o US information sysems are highly vulnerable to information warfare, as are those of
US adversaries.

o Buy commercid products, buy commercid sarvices, “buy into” commercid practices.

RECOMMENDATIONS
Information in Warfare

o The Secretary of Defense create a Battlefidd Information Task Force (BITF) to:
- Bring together warfighters and developers to edablish the future vison, system,
needs, and evolutionary development plans of the operaiond information system;
- Create and utilize “joint battlespace” Advanced Concept Technology
Demondrations (ACTDs) to optimize exiding cgpabilities and demondrate future
growth (e. g . broadcast/request modes);

- Identify and track C#4l performance metrics;

o The BITF explore direct broadcast saellite service for Warfighter (increase capacity
via broadcast downlink).

o The BITF devdop future vison for providing more robust wideband communicaions
capacity to CINCs and echdons of command beow Divison/Wing/Carier Bétle
Group (CVBG), and explore other space-based commercia information services to
dlow red-time surge.

! Report of the Defense Science Board 1994 Summer Study Task Force on Information Architecture for the Battlefield, October 1994,
Unclassified. (DTIC # ADA 286745)
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The CJCS provide increased technica billets to give the CINCs better staff support-
- Strrengthen CINC's  technical expertise;

- Egablish Information Warfare Officer.

The DDR&E Defense Modding and Simulation Office (DMSO) with USACOM,
Joint Warfighter Center (WWFC), and Joint Staff Element for Operationa Plans and
Interoperability (J7) combine and expand DOD capabilities for exercises, games,
smulaions, and modds in C4l to enable operation “from the same seat” for readiness
asessment, requirements for acquistion, debugging, verification of interoperahility,
training, rehearsdl, confidence building, misson planning, and BDA.

DEFENSIVE | NFORMATION W ARFARE

The Secretary of Defense undertake a broad net assessment of Information Warfare
(IW) induding the involvement of the BITF a an ad in DOD planning and policy
development and as an input to nationa W policy review.

The Secretary of Defense support a focus on protection of criticd services by
supporting immediate increases in funding for and emphasis on defense IW.

The Secretary of Defense edtablish a Red Team to evduate IW readiness and
vulnerabilities.

The Vice Chair, Joint Chiefs of Staff create a Joint Strategy cdl for offensve and
defensive W integrated at a Flag level and reporting to the VCICS.  This drategy cel
should be tasked to develop a DOD-wide IW drategy.

BuUSINESS P RACTICES

The Deputy Secretary should ratify role of the Defense Information Systems Agency
(DISA) as technicd architect for interfaces, standards, and interoperability. The
USD(A&T) should augment acquigtion reform efforts to assure compatibility with
the extremely short development and product lifetimes of commercid software and
microelectronics.
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DEFENSE SO ENCE BOARD 1995 SUMMER STWDY ON | NVESTMENTS FOR 21st
CENTURY M LI TARY SUPER (R Y*

The 1995 Defense Sdence Boad (DSB) Summea Sudy was chaged to devdop an
investment drategy for the Department of Defense to assure military superiority of US forces in
the 219 Century. Today's complex nationd security environment, the severe condraints placed
on the Defense budget, and the nationd security and nationd military drategies require tha US
forces reman technologicdly superior. Maintenance of such superiority requires invesments in:
the highest leverage technologies, innovative operationadl concepts new tactics and doctring, and
efident management gpproaches.

The Task Force drongly beieves tha DOD needs to change its course.  There is too little
emphags on addressing the emerging chdlenges of the 21s Century.  The Depatment is busy
focusng on downdzing and mantaning the vaigy of programns thet ae the legacy of pedt
decades The Task Force doesn't bdieve that such a “busness as usud” goproach will suffice
Fom the view of this Task Force potentid US adversaries are undergoing a “Revolution in
Militay ~ Affars” DOD mug respond to this revolution. The Task Force proposss a three-
pronged response:

« A US Revdution in Military Affars
e A US Revduion in Intdligence Affars
« A US Revdution in Budness Affars

The Task Force bdieves tha invesments mus be made to provide both superior forces and
an ovedl force dructure thet is smdler and more afordable However, acquidtion reform must
be accderated and expanded, and resources must be redlocated for 21st century wafare. Some
important affordability trade-offs must be mede if the DOD is to evolve such a force dructure in
time

The above summary highlights the Task Force view that adtion mugt be taken a the highest
levds within DOD and the Intdligence Community in order to bring aoout the Revadlutions in
Intdligence Affars, Military Affars and Busness Affars. The ddalls of adtion are presated in
the discusson tha follows

IMPLEMENT A REVOLUTION IN INTELLIGENCE AFFAIRS

The time is right for a gredly renewed emphass on HUMINT and rdaed collection
disdplines within the Intdligence Community resource dlocation process This Task Force haes
identified four aress (induding ads to Humen Intdligence - HUMINT) where invesments in
new technology can support such an increese in emphass  The Task Force drongly endorses

* Report of the Defense Science Board 1995 Summer Sudy Task Force on Investments for 21st Century Military Superiority, October
1995, (DTIC #ADC 057361)
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investments in ads for HUMINT, innovaive SIGINT techniques amed & recat trends in RF
emissons and tdecommunicaions a proactive podure with regard to informaion warfare, and
more aggressive exploitation of opertsource, orHine information. Paticular emphess should be
placed on usng the Intemnet as a cdllection vehide In addition, the Task Force recommends
review of exidging lavs to ensure tha modem informaion sydems can be ussd by the
Intdligence Community as sources of informaion on fordgn adversaries

IMPLEMENT A REVOLUTION IN MILITARY AFFAIRS (RMA)

Although there is evidence tha precison wafae can fadlitate the Revolution in Military
Affars, the Depatment nesds a mechaniam to ensure that such cgpablities can withgand the
countermeasures of an innoveive adversary. To this end, the Task Force srongly supports the
conditution of an aggressive Red Team to idettify and exploit the IRSTA, and precison
wegponry that underlie such a capability in terms of susoeptibilities and vulnerabiliies. Such a
Red Team efort should build on the ongoing Air Force Counte-PGM Red Team. This Task
Force initited mini-assessmets of the kind enwidoned, the DB review of the Globd
Pogtioning Sysem wvulnerabilities is one spedific example To adequatdy cope with the externd
“RMA," Red Teaming is essertid.

Soondly, this Tak Force found tha an offensve infomation efort is essentid to the
defense of aiticd US information sydems  Information warfare provides potentid adversaries
with the ahility to launch an atack on the continental US from anywhere in the world.  Defense
of aiticd sydems is reguired, as is ome levd of protection of the totd flow of military
informetion, which can be on awy tdecommunicaions link operaiond in the world. DOD
emphads on information wafare mugt increase, induding both offensve and defensve IW.

Fndly, DOD should edablish a smdl group within the Joint Staff with the task of credling an
integrated wafae sytem across the range of warfare types Seved candidae wafare
aoplications recommended by this Task Force for early trestment by this JCS team are liged
below.

The Task Force finds countering the three types of wegpons of mass dedruction (nucleer,
chemicd and bidogicd) to be one of the mogt daunting challenges fading the Department.  There
ae potetid aess of invetment that show promise toward mitigating such thrests The Task
Force supports ongoing efforts to counter the nudear and chemicd threets, but sees the need for
more investment and innovaion in counteing the biologicd warfare threat. In paticular, the US
biology and hiotechnology community leads the world in reseerch and product deveopment.
However, DOD does not now have a drong enough link to this community.  With the BW threat,
this gtuation has dramaticdly chenged. DOD mus now forge grong links with this community.
The detalled recommendations presented earlier in this report are focused on drengthening such
a linkage

The Task Force saw drong evidence that the potentid adversaries that the US is likdly to face
in the 218 Century ae moving key fadlities underground and are locating many military assets
within urban aress  Agan, the group sees promisng invesment aress to counter this trend,
paticulaly in the detection and characterization of such potentid targets and in the pendration
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of deeply buried targets using conventiond hypervelocity projectiless The Task Force sees a
fragmentation of DOD’s efforts in this area and recommends a stronger management focus in
order to exploit promising approaches.

Next, the DOD faces severe chdlenges in drategic lift and logisics. Today's operationd
gpproaches and systems will not likely survive the hodile threat environment of the 21st Century
adversary. The US will not likdy be permitted the long build up period avalable during the Gulf
War. The US will be chdlenged from ports of debarkation through deivery of forces and
support in the field. DOD should pursue innovative concepts for drategic mobility and logigtics
support, such as the US Marine Corps Operationa Maneuver from the Sea, in order to provide a
more robust capability in the future.

Findly, the Task Force made recommendations in the areas of submarines, anti-submarine
warfare, mine countermeasures, and military operations in built-up aress.

IMPLEMENT A REVOLUTION IN BUSINESSAFFAIRS (RBA)

In order to provide the resources to pursue the initiatives outlined above, the Task Force
drongly endorses a true “Revolution in Busness Affars” as outlined within this report. DOD
personnd should be focused on preparing for, and fighting, wars or supporting contingencies.
All other support and services should be outsourced to world-class private sector organizations.
This will dlow the DOD to exploit the many investments of the private sector, while providing
greater focus for DOD personnd. This group has identified promising trade-off aress for
implementation of such an outsourcing policy. ‘For this to work the Depatment must change the
incentive sydem. DOD personnd must be rewarded for innovative exploitation of the private
sector, rather than for the Sze of therr organization. This culture change must come from the top.

Although DOD has pursued acquistion reform over the last severd years, more is needed.
Such reform must be expanded to address reform of R&D, system modifications and upgrades,
and broad indudtrid sectors (eg., jet engines). Further, the Task Force has outlined four new
organizationd geps to further the Revolution in Business Affars

DOD INVESTMENT

DOD RDT&E budgets have declined in red terms over the last seven years, a trend that is
currently projected to continue at least through FY 2001. The concurrent downsizing of DOD
procurement budgets has serioudy eroded the levels of Defense IR&D. Furthermore, the R&D
budgets of US corporations ae increasingly focused on near term opportunities. These
combined trends thresten to eventudly eiminate the technologica edge that is essentid if US
forces are to protect US nationd interests, often againgt numericaly superior forces, with
politicaly acceptable casudties. To mantan a technologica edge into the next century, DOD
S&T budgets must be protected, even as the overal defense budget declines.

In order to arest the decline in RDT&E, the fird place to look is within the 20th century
infrastructure to see what can be cut out of the O&M accounts (as described above). The second
place to look is within the procurement accounts, which are planned to increase dgnificantly
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over the coming five years. While modernization is badly required (since it was neglected over
the last decade), it would be extremdy wasteful to Smply update systems for the 20th century
with their more modem counterpart, rather than shifting to 21t century equipment once it has
been proven out. In the interim period, it is essentiad that some planned procurement investments
be redirected toward the technologies that are needed for 21st century superiority. For example,

digitization of tracked vehicles and hdicopters (rather than buying additiond plaforms) is not
currently emphasized in the fiveyear plan. Similarly, acquiring smart weapons now rather than
additiond ar platforms would adso gppear desrable. In both of these examples, the current plan
cdls for such a shift in emphasis in procurement at the end of the five-year period and beyond.

But history has shown that this is likdy to dip out ill further, unless there is a cdlear change in

resource alocations.

Investment Strategy

‘ I Military hl Business I

Inteltigence for 21st Century Accessing and
acquiring world class
info ion wa ) technologies
Change y mix: Privatization of
Countering WMD - Platforms—» smart
IRSTA & precision strike \weapons Outsource business
services
Missile defense
DoD laboratory
Strategic mobility structure
Red . i i
Countering quiet subs n assoc
land/naval mines - 5"9 i andmﬂmi:' ed
Underground strike 5;"""’ Industrial base
MOBA and ops welfare
other than war Reduce excess
Revolutionary force structure Acquisition reform
technologies
~$4B ~$20B of
H 111 - ”
Identified Options

This figure depicts the rebdancing required to implement the recommendations of this
Summer Study. Despite uncertainties in the precise investments needed, clearly more than
enough funds (by a factor of several) could be extracted from the “options’ sde to pay for the
“investment” dde. This Task Force sees the potentid to dramaticaly increase the likdihood that
US forces will mantan military superiority in the 21s Century through such a rebaancing
process. Bringing such a rebdancing about will require direct involvement of the Deputy
Secretary and the Under Secretary for Acquisition and Technology.
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DEFENSE SCIENCE BOARD TASK FORCE ON THEATER MISSILE DEFENSE"

This report focuses on problems and deficiencies in the TMD program.

SUMMARY OF FINDINGS AND RECOMMENDATIONS

We found subgtantid progress in the TMD program since the Gulf War (dso since the last
DSB/DPB TMD Task Force in 1991). The progress includes enhancement to fielded

capabilities, investment in mgor new development programs and technology efforts, greater
involvement by the CINCs, more joint exercises and the publication of doctrine for JTMD. We
adso found some problems and deficiencies which are highlighted in the following two pages
dong with our primary recommendations.

THREAT PROJECTIONS AND THE ACQUISITION PROCESS
We found over emphasis on evidence based threat projections and recommend that:

o« USD(A&T) and the Director, DIA provide resources and increase the role for Red
Teaming and threst modding within a disciplined process to characterize thregt
options

e USD(A&T) direct BMDO to add cruise missles to the bdligic missle thredas it is
dready examining in its Red Team and Countermeasure Skunk Works activities

e BMDO prepare an annud report to USD(A&T) on the TMD Red Team results,
characterizing possible thrests and countermeasures according to effectiveness and
difficulty and describing the Strategy to ded with these threets

THE ABM TREATY AND TMD

We found TMD capabilities being condrained by the Tresty demarcation path the US had
been pursuing and recommend a different gpproach:

o Based on demongrated - and NTM verifidble - capabilities, achieved by not testing
TMD sysems againg missle targets in excess of 5 km/sec and 3,000 - 3,500 km

range
« Condgent with the May 1995 Clinton/Ydtan Summit Statement

o Purauing confidence building measures and cooperaive efforts with the Russans and
subsequently the Chinese

¥ Report of the Defense Science Board/Defense Policy Board Task Force on Theater Missile Defense, January 1996, Unclassified. (DTIC
#ADA 3 18537)
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ORGANIZING FOR JTMD

We found a comprehensve vison of JTMD promulgated by the Joint Staff, but no Joint
CONOPS nor complementary comprehensive approach on the developers dde. To organize
more effectively for JTMD, we recommend severd steps including:

o Asigning USACOM the responghility for the overdl JTMD architecture

o Combining land based cruise and bdligtic active thester missle defense development
under BMDO

TMD PROGRAM AND ACTIVITIES

There are reasonable rationdes for each of the sx TBMD programs. However, substantialy
increased budgets for TBMD will be required to produce and deploy al of these sysems. We
are concerned that the massve Cgpstone TMD COEA effort will not produce the desired
illumination of criticd investment decisons.

We conclude that very low leskage, while desrable, is unlikdly to be a practicd TMD god
except againg very smdl attacks. Rasng the price to an adversary, while clearly not as
stisfactory as denying deivery, is a worthy and practicd objective for today’s investment
decisons.

There is insufficient attention to architectures based on distributed sensors supporting severa
interceptor systems.

o The advanced arborne radar sensors being developed by ARPA ae crucia for
defense againg land atack cruise missles and can dso make important contributions
to TBMD (induding BPl and MEADS). We concluded that Aerostat basing could be
an important complement to fixed wing A/C and recommend more effort on Aerogtat
design as well as moving the arborne radar technology closer to a fielded capability
in order to hedge againg rapid emergence of the land attack cruise missile threst.

« We recommend more aggressive pursuit of CEC-like capabiilities for JTMD.

We are concerned about the fragility of hit-to-kill systems in combat and recommend more
tesing in redidic environments and more intdligence data collection agang red targets.

We are concerned about countermeasures to descent phase TBMD and recommend more
attention to boost phase intercept, with the highest priority to airborne intercept concepts.

We did not find a coherent, integrated effort to improve attack operaions agangt mobile
thester missles. While we remain skeptical about achieving sufficient effectiveness to subgtitute
for active defense, there are opportunities to improve on disma past peformances. We
recommend the development of a comprehensive attack operations architecture and
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implementation road map that makes better use of new survelllance and C3 capabilities being
fielded for other purposes.

We find that passve defenses continue to be undervaued and suggest several aress for
additiond  attention.
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DEFENSE SO ENCE BOARD TASK FCRCE ON STRATEQ C MBI LI TY*

This Task Force examined the Joint and Service processes and resources for planning,
executing, protecting and sustaining force deployments. They dso researched the resources and
activities that provide command and control and information systems in support of drategic
mobility. The Task Force focused on five broad chdlenges to efficiently and effectivdy fulfill
the dtrategic mobility vison. These five area are discussed below.

WHERE TO FOCUS

« Shape the force for response
- Trandating the Services 21st Century how-to-fight concepts and ceapabilities into
more agile, deployable combat and support forces
- Adding deployability and agility as key factors in evaluating systems and
concepts
- Supporting initiatives for lean logistics and veocity management

DEPLOYMENT ARCHITECTURE, PLANNING, INFRASTRUCTURE AND FLOW

o Progress in fixing fort-to-port but the first 5 days are critical

o Port-to-port movement to theater PODs - C-17, Large Medium speed Roll-or/Roll-off
ships (LMSR), Ready Reserve Force (RRF), prepodtioning programs, and enroute
arlift  infrastructure,

o Improving port of debarkation throughput (port-to-foxhole)- lagging behind
o Need seamless force and support deployment system and process
o Need improved systems for execution in addition to ddiberate planning systems

Those perspectives led the Task Force to focus most intensdly on the areas noted below.

The Task Force did not attempt, and found no need, to invent new operationa concepts to
make forces more agile, adaptable and deployable. The Services are putting thought and energy
into doing that, and bold concepts are currently being evaluated. The task now is to craft force
structures and support concepts that go dong with these bold concepts.

As to deployment flow, the emphasis clearly needs to be on the bottlenecks in mobility flow-
the firgt five days of receipt and loading a ports of embarkation and movement through theeter
ports to tacticdl assembly areas. This will require that, in addition to increased atention to

! Report of the Defense Science Board Task Force on Strategic Mohility, August 1996, Unclassified.

(DTIC #ADA 3 16992)

138



physica capabilities, the plethora of current plans, programs, and organizations for deployment
planning and execution integrate into a coherent joint deployment doctrine in a seamless manner.

MORE POINTS ON WHERE TO FOCUS

. Informatlon sysem support for deployment planning and execution
Need for factory-to-foxhole information sysem- include a detailed smulation pf
the system and its operation

- Need a coherent management framework for the many ongoing efforts to
modernize information that facilitates:

- Fdding date-of-the-art, near-term trandition systems to ensure connectivity

- Trandtion to truly modern open architecture, flexible sysems

o Protecting the forces entering the theater
- Needs greatly intendfied focus
-~ Expand Joint Warfare Capability Assessments (JIWCAS), deployment feasihility
work, exercises, etc, addressing hogtile action againgt deployment to operations —
paticularly a ports
- Need to minimize pile up of exposed forces and materid at vulnerable nodes
- Need redigtic assessments of the near-term and long-term threet

Modern information sysems are essntid to a timely, seamless flow, and a rich menu of
technology and information concepts is available and being pursued. What seems most needed is
coherent direction for the interim sysems and planning for the more robugt, more flexible next
generation systems.

It is not useful to dwell on worse case assumptions and concerns that could parayze planning
and progress in developing and fidding the needed dements of drategic deployment. It is dso
not acceptable to “assume away” the consequences of reasonable adversary motivetions and
atainable capabilities that could serioudy disupt the mobility flow to and through the theater
ports. The Task Force searched diligently for interest and action in this aea and was
disappointed in the quality and quantity of wha was found.

ONE MORE POINT TO FOCUS ON

o Lift and prepogtioning capabilities
- Continue strong support of gpproved programs
- Need to accderate the program for Sea State 3 Logistics-Over-the-Shore
cgpabilities
- Attention to numerous chdlenges in moving and handling ammunition
Current programs will, if carried to completion, provide the needed port-to-port lift.
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However, deployments are heavily dependent on large, modern ports. More attention is
needed on over-the-shore capabilities to supplement established ports and to reduce vulnerability
to disruption.

Amrnunitibn handling capability through the ports and in the thester needs much more
attention.
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TACTI CS AND TECHNOLGGY FCR 21st CENTURY MLITARY SPER R Y*

This Task Force explored new ways to make rapidly deployable forces much more effective
than they currently are. They recommended that the concepts they described be developed into
fidlded capabilities over the next two decades.

SUMMARY

Unless the U.S. is able to enhance the effectiveness of the military forces that it can very
rapidly bring to bear in overseas crises it will have diminishing ability to influence events
and protect its interests and commitments in the 21st century.

The reasons are speled out in the 1995 DSB Summer Study which posted 21st century
regional adversaries with the motives to accomplish their military goas quickly and the means to
disupt and dday U.S. Desat Shidd-type military deployments to their neighborhood. Repid
and effective gpplication of U.S. military force can prevent bad Stuaions from becoming much
worse and a demongrated capability may help dissuade aggression in the firs place. This 1996
DSB Summer Study on Tactics and Technology for 21st Century Military Superiority was tasked
to identify how to make rapidly deployable forces more potent.

Based on its analysis, this Task Force believes that substantial, possibly revolutionary,
enhancements of the effectiveness of rapidly deployable military forces are feasible. We
believe that the concepts we explored in this study can be refined, tested, modified, shaped and
evolved into fielded capabilities over the next 10-20 years. The Task Force believes that the
technology can be brought to necessary maturity to enable new CONOPS and tactics during this
time within reasonable resource expenditures.

Air- and seabased firepower done may wel be sufficient to ded with certan military
chdlenges confronting the U.S. in the 21t century. However, for both military and geopolitica
reesons, many potentid future military contingencies will offer criticd ealy roles for US
ground forces in theater. These roles include integrating with codition forces, complementing
remote sensors by filling in gaps and resolving ambiguities, identifying noncombatants, securing
points of debarkation for follow-on forces, temporarily controlling teritory, locating and
neutralizing weapons of mass destruction (WMD) capabilities, and preparing to make more
permanent the gains achieved by long range precison drike.

This expeditionary force concept will not ded with dl future military contingencies. It
would serve as a precursor force to help deter aggression, hdt attacks, secure critica areas and in
generd prepare the way for the later arrival of more extensve forces. It could accomplish other
missons, paticulaly those on the lower end of the conflict scde, on its own: getting in, doing
the job and getting out quickly. It clearly is not intended for mgor offensve ground campaigns
dthough the sort of rapidly deployable military capability we envison would contribute to
avoiding the need to conduct such campaigns. The concept borrows features associated with

*
Report of the Defense Science Board 1996 Summer Study Task Force on Tactics and Technologies for 21st Century Military Superiority,
Volume I, October 1996, Unclassified. (DTIC #ADA 3 18788)
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Specid Operations Forces (SOF) but its operations would in generd be of a much larger scde
than the SOF's and be overt rather than covert.

The Task Force's concept exploits the enormous and barely scratched potential of
emerging capabilities to provide theater wide sStuation understanding, effective remote
fires and a robust interconnected information infrastructure. We use the term “Stuation
understanding” throughout this report to represent the higher order knowledge obtained when
gtuaion awareness is combined with gppropriate context and training.

We envision the integration of these capabilities with a ground force redesigned from
the bottom up, starting with the “combat cdll,” the smallest warfighting unit. The resultant
ground force would be comprised of 10-20+ man light, agile combet cells and, depending on the
operational environment, a helibome armed reconnaissance capability. Such combat cedls would
operate in highly dispersed postures, presenting few concentrated targets for the enemy. The
combat cdls could dso codesce into larger units when necessary. Initid andyds suggests that
equipping the cdls with organic vehides ggnificantly enhances ther efectiveness and
aurvivability. Stedth, dtuation underganding and information warfare will be vitd ingredients
in their survival kit. The concepts adso cal for extensve use of unmanned vehicles and robotics,
and it relies on a substantidly reduced logigtica footprint.

The Task Force believes considerably more attention to these ground combat cells is
warranted. Light infantry, getting rdatively little notice and resources from the Pentagon, has
not changed much in capability over many decades but has great potentia for enhancement if
enabled, by new tactics and technology.

A joint and distributed expeditionary task force — comprised of light and agile ground
and air combat cells coupled to remote suites of sensors, weapons and information
processors — can be a potent military force, able to take on missions (at least for limited
duration) now requiring much larger and heavier forces on the ground:

o New levels of situation understanding are necessary to enable effective remote
fires and ground operations in widely dispersed postures. It can be provided by
sensor and information management suites able to do for the ground war what the
Cooperative Engagement Cgpability (CEC), is beginning to do for the flegt air
defense. The god is to provide a comprenensve, shared, fire control (and combat
identification) qudity picture of the ground environment. The picture is derived by
fuang the data (high resolution, multispectrd, geometricdly diverse) from multiple
sensors on a variety of platforms from satellites, arcraft and unmanned aerid vehicles
(UAVS) to unatended ground sensors and micro ar vehicles Management of this
diverse sensor auite and the information it produces will become a criticd task for
future theater and battlefidd commanders.  Traditiond  distinctions  between
intelligence and tactical surveillance will disgppear.

« Thisnew expeditionary force will be dependent on remote fires that are effective
against a variety of targets. It will not be sufficent to merdly rebase higoricd
weights and rates of fire. The fire must be made much more efficient and the demand
for emergency fire must be reduced. The keys to accomplishing these are affordable

142



precison wegpons and greatly enhanced dtuation understanding which will  turn
today’s flegting observations into tomorrow’s tracked targets. With the appropriate
ensamble of wegpons, this will permit us to atack the enemy when he is most
vduable and mog vulnerable. Shortening the time of flight of the remote wegpons
will not, by itsdf, provide the requidte responsveness and, thus, there will be
important roles for loitering wegpons and in-flight updates to incoming weapons. The
remote fires could be deivered by land-based tecticd aircraft if the bases are
avalable and more generdly by bombers and seabased arcraft, missles and long
range guns. We envison an important role for amed UAVs as wdll

o A necessary foundation for this concept is a robust information infrastructure.
It must not only provide secure communication among the distributed participants but
adso geographica locetion, precise time, tdlemedicine and other functions. The
multitiered communication network makes use of geosynchronous and low earth orbit
satdlites, arcraft and UAVsS. The ground combatants portd into this infrastructure
will be a persond informaion ensemble based on commercid cdlular technologies,
able to provide paging, conferencing and even imaging services. Intelligent software
agents will help manage both the operaion of the network and the gpplications of the
information that flows through it.

e« The robust wide band communication networks and enhanced situation
understanding offer the potential for both more centralized control (the CINC
can see “everything”) and more decentralized empowerment (the combat cell
commander can see what the CINC sees). These cgpabilities can present future
commanders both opportunities to exploit and tensons to resolve. A mgor chalenge
will be the exploraion of the command reationships that best take advantage of these
additiond degrees of freedom. We will not be adle to eiminae the fog of war. We
can, however, provide the tools and training to help the combatants, from Joint Task
Force commander to combat cell member, better deal with the uncertainty and chaos
that will remain intringc to combat.

The Task Force explored and andyzed the concept in severa environments — hdting
combined ams atacks, controlling territory in the presence of hogile militia and conducting
operations in urban terrain. The results are discussed in the report and more detail is provided in
Volume 2. While we do not expect that we got dl or even most of the detalls right, they provide
a darting point for further development and experimentation. The report dso provides more
detal on the systems and associated concepts of operation needed to provide the Stuation
underganding, remote fires, information infrastructure and force insertion, extraction,
sugainment and survivability. The subgantid implications for training these expeditionary and
dispersed force concepts are dso discussed.

Several necessary conditions for the sort of revolutionary changes we envisage are
already in place:

o Thereisa compelling strategic rationale,

« The enabling technologies are maturing rapidly and,
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« There are efforts now underway within the Services to explore such new
warfighting concepts.

What is missing are the organizations and processes necessary to test and evolve joint
warfighting architectures for new concepts such as the distributed, expeditionary force
concept proposed here: agile ground combat cells, coupled to ensembles of distributed
remote sensors and precison weapons, all interconnected by a robust information
infrastructure and supported by smart logistics techniques.

The Task Force offers three sets of recommendations. The most important is to
establish a joint effort and a “try before buy” environment to pursue these concepts. The
joint effort, sponsored by the Secretary of Defense and the Chairman, JCS, would develop, test,
andyze, and evolve these concepts through a series of experiments (to learn, not prove),
supported by refocused smulation and andyss capabilities. Our adversaries will surdly work
had and credgtively to expose potentiad vulnerabilities in the distributed force concept.
Furthermore, they will have access to much of the same technology that enables the concept.
Their countermeasures will call for counter-countermeasures. Some of their responses may limit
the gpplicability of the concept, others could prove to be more damaging to its basc viahility.
An energetic Red Team must be an integral part of the process to explore and develop these new
warfighting  concepts.

The second set of recommendations calls for support of critical enabling systems and
mechanisms — many already ongoing, others new. These incdude making the USD(A&T)
and the ASD (C3) the enforcers of the joint technical information architecture and providing
funds to equip some of our light infantry forces with modem communication, navigaion and
targeting  technology. The third set of recommendations calls for the establishment by 1998 of a
joint operationd task force to be the primary recipient of the products — tactics and technology
— that evolve from the above efforts.

At the very least, pursuit of these concepts will yield potent multipliers for “standard”
forces and tactics. There is a good chance that we can achieve dramatic increases in the
effectiveness of rapidly deployable forces if redesigning the ground forces around the enhanced
combat cdl proves to be robugt in many environments. There is some chance that dl this will
amount to a true revolution in military affars by “diminating the reliance of our forces on the
logistics head as Blitzkrieg freed the offense after World War | from its then decades old reliance
on the ralhead.” 1

1 From a presentation to the DSB Task Force by MG Robert H. Scales, USA, entitied “Modem Land Warfare Follows Technology Driven
Cycles.
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DEFENSE SCIENCE BOARD 1996 SUMMER STUDY ON ACHIEVING AND INNOVATIVE
SUPPORT STRUCTURE FOR 21°" CENTURY MILITARY SUPERIORITY"

As seen in Fgure ESI, with a declining defense budget, the DOD has found it incressngly
difficult to provide adequate funds to satisfy 21st Century equipment modernization
requirements (procurement has declined over 70% since 1985). Support and infrasiructure costs
have been taking an increasng share of DOD resources (absorbing over 55% of the budget, as
shown by the white aress in figure ES2), with fewer dollars avalable for combat and
modernization (as shown by the shaded aress in Figure ES-2).
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The 1996 Defense Science Board Summer Study on Innovative Support Structures for the
214t Century was charged to assess current DOD support and to recommend approaches for both
enhancing performance and reducing cods. This Task Force focused its energy on identifying 1)
specific approaches for lowering support costs and enhancing performance, and 2) mechanisms
for implementation of needed changes (to shift dollars from support to modernization and
combat capability).

The DOD currently has plans to sgnificantly increase its expenditures on modernization.
However, this Task Force found that these investment plans have a very high risk. It is likdy that
resources will not be avalable for needed invesments in modernization, due to the escdating
costs of support and the associated infragtructure at a time when budgets are not correspondingly

increedng.  Hidtorical trends show increasing support costs coupled with poor  support
respons veness.

Report of the Defense Science Board 1996 Summer Study Task Force on Achieving an Innovative Support Structure for 21st Century
Military Superiority, November 1996, Unclassified. (DTIC #ADA 320394)
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The Task Force concluded that a very different gpproach to providing support is required in
order to ensure the avalability of funds for modernization and combat capability within the
likdy totd DOD resources. Based on andyss of both the Department’'s and private sector
approaches, this Task Force sees the opportunity to enhance military support while sgnificantly
shifting funds from support to combat effectiveness and modernization. The chadlenge facing the
Department is to achieve such a dramdic transformation over the next five years.

The Task Force recommends two fundamenta changes for DOD:

o Gengding dggnificantly more dollas for combat cgpability and modernization
through cost reductions in specific high cost areas of support, while providing higher
qudity, more responsive support services to the warfighter and;

o« Cregting a planning and budgeting process that will have incentives to more
effectivdy dign overdl DOD resources with DoD’s misson requirements.

Each of the support areas shown in Figure ES-3 have been analyzed in detail for ther cods,
personnel and potential for change. Specific recommendations are made by this Task Force that,
if implemented, could yield shifts of over $30B per year from support to forces by the year 2002.
Essntid to achieving these changes is a dramédtic increase in outsourcing of the mgority of
support functions to the competitive private sector and a corresponding reduction in DOD  dvilian
and military personndl. Specificaly, over the next five years, the Task Force cdls for a -5% per
year reduction in the civilian workforce and a -2% per year reduction in military personndl.

Figure ES-3 illugrates both the rdative payoff and the rdative difficulty of achieving the
gpecific cost reduction recommendations of this Task Force. Although chalenging to achieve,
this Task Force strongly believes that an integrated, DOD-wide approach to shifting support costs
to modernization and combat, combined with exploitation of modem approaches (often based on
advanced information technology) that yield better performance for lower codsts, can be
implemented within a 5 year period. But, DOD’s civilian and military leadership must cregte a
vison for such an integrated gpproach and aggressively pursue various cost reduction approaches
(e.g., widespread use of the private sector for competitive outsourcing) in spite of the difficulty
of achieving the required change.
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Figure ES-3

Further, the Task Force sees the “misson pull” process depicted inFigure ES-4 as the other
essentia pat of such an integrated gpproach. The essentid dtep is ‘getting the “users’ (the
warfrghting CINCs) directly involved in setting priorities within the resource planning process
(through the CICS/VCICS). While the Services, as the “suppliers” would d4ill have full
responsbility for the resources, the trades between “support” vs. “modernization and combat

cgpability” (within a condrained total budget) would now be driven by misson needs (vs
supplier desires).
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To achieve the required transformation in DOD resource alocations, there are a variety of
barriers to change that must be overcome. To begin with, today there is no explicit vison, gods
or metrics for embarking down a path of shifting resources from support to modernization. This
Task Force proposes a vison that unambiguousy places public sector employees only in
“inherently governmenta” functions, (ther core competencies: warfighting, direct bettlefidd
support, decison policy meking, and oversght), while the competitive private sector will
perform al other functions (its core competencies). The Secretary should adopt this vison and
edtablish quantitative dollar objectives and peformance metrics for measuring progress in
implementation.

In terms of the recommendation for a specific policy shift by the Department toward the DOD
only peforming “inherently governmentd” functions, it would be beneficid to support Senae
Bill 1724 and the House equivdent, House Bill HR28. While these hills are not expected to pass
during the present sesson, there would be a much better chance of their being gpproved with
DOD support. They are in line with what this Task Force is recommending and indicate some
Congressiona support for the Task Force recommendation.

Secondly, the Department must change the perverse incentive system currently in place that
encourages managers a dl leves to maintain the status quo and even to make changes in less
cos-effective directions. The Depatment's resource dlocation processes, authorities and
respongbilities must become digned with missons and not with “Cold Wa™ functiondities. The
Depatment mugt shift from “supplier” budgets to “user” budgets, with the CINCs playing a key
role in budget priorities, within the overadl guidance provided by the Secretary and with
integration of the CINCs inputs by the CICSVCICS. Additiondly, to create individud
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incentives, when commanders make cost savings, their organizations should be rewarded by
keeping a share of the money for future investments.

To complement these dseps, the Depatment must make sufficient up-front investment
resources available to “kick gart” the dramatic shifts from support to combat effectiveness and
modernization. The cost associated with each of the early rounds of BRAC were ggnificant.
Resources must be made available for future BRACs as well as for other needed investments.
This Task Force drongly encourages the Department to set up an investment pool for use in
encouraging high rate-of-return investments that will lead to dramatic shifts of resources from
support to modernization and combeat effectiveness.

The DOD financid sysem must dso be strengthened. Managers within DOD must be able to
gan better vighility on cods vs. outputs in the support functiond aress. The current financid
system encourages midabding, evason of respongbility, looking good vs being good and
disrugt of senior DOD executives. The Task Force feds that widespread use of activity-based-
coging is appropriate; however, the recommendation is to make the needed financid system
changes in pardld with the overal support area transformation not to hold up the latter until the
former is complete.

Findly, DOD must convince Congressond leadership that the dramatic shift of resources
outlined within this report is crucid to the long term military superiority of the US, and that such
a shift can be accomplished within likdy budgets, even under baanced budget and lower tax
environments. The plan to convince Congressond leaders of the need for this shift should be of
high qudity, indusve and provide a high (>90%) probability of success - in other words, as
good as operations plans in the military are supposed to be. Currently, there is no integrated plan
of any qudity that is comprehendve and provides any assurance of success. This is normaly
thought of as a serious falure on the part of executive management.

The Secrelary must employ both militay and civilian leaders of the Depatment in this
process and gain the support of industry leaders (who will benefit from the increased
outsourcing). There is a need for a commondity of vison across the DOD.

In summary, the Secretary should seize the opportunity now to start thisprocess. The
leadership team in place today is idedly suited to the task. DOD should:

. State a new support vision and goals for cost reduction and performance
enhancement;

e Creste a new defense planing and budgeting process, with overdl resource
dlocation and priority setting strongly influenced by the CINCs; and

o Asdgn respongbilities and begin the detaled implementations process this year.
It is important to emphasize the criticd nature of the timing associated with taking these actions.
The implementation of the Task Force recommendations is a multi-year effort. It is highly

desirable that the current Secretary initiate this process over the next few months, so that the
implementation gans an iniid  momentum.
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REPCRT GF THE DEFENSE SO ENCE BOARD TASK FCRCE ON | NFCRVATI ON
WARFARE- DEFENSE*

The Task Force concluded that there is a need for extraordinary action to dea with the
present and emerging chalenges of defending agangt possible information warfare attacks on
fadlities, information, information sysems, and networks of the United States which would
srioudy dffect the ability of the Department of Defense to carry out its assgned missons and
functions. We have observed an increasing dependency on the Defense Information
Infrastructure and increasing doctrind  assumptions regarding the continued availability of that
infragtructure. This dependency and these assumptions are ingredients in a recipe for a nationa
security  disadter.

Accordingly, we recommend a series of over 50 actions desgned to better prepare the
Depatment for this new form of warfare beginning with identification of an accountable foca
point within the Depatment for dl IW activities and ending with the alocation or redlocation of
approximately $3 hillion over the next 5 years to implement these recommended actions.

RECOMMENDATIONS

. Thg Task Force makes 13 key recommendations and considers these recommendations as
Imperatives.

Bottom Line : DOD has an urgent need to:

1. Dedgnate an accountable IW foca point
Organize for IW-D
Increase awareness
Assess infrastructure dependencies and  vulnerabilities
Define threat conditions and responses
Assess IW-D readiness
“Raise the bar” (with high-payoff, low-cost items)
Egablish a minimum essentid information  infrastructure
Focus the R&D

. Staff for success

_ =
_ O

. Reolve the legd issues
. Participate fully in criticd infrastructure protection

e
w N

. Provide the resources

Report of the Defense Science Task Force on Information Warfare Defense, November 1996, Unclassified. (DTIC #ADA 3 1957 1)
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In addition, the Task Force made over 50 additional recommendations, which are categorized
under these key recommendations. (Note that the firs recommendation addresses dl of
information warfare, not just defensve information warfare) The Task Force atempted to
prioritize these “key recommendations” but in the end decided that portions of dl of these key
recommendations should be implemented immediately.
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PEFENSE SO ENCE BOARD TASK FCRCE OGN GOMVAND, QONTRCL,
COMMUN CATI ONS, COMPUTERS, | NTELLI GENCE, SURVEI LLANCE AND

RECONNAI SSANCE ( CAl SR) | NTEGRATI O\

This Task Force focused its attention on its concern that joint force commanders do not have
a drong enough influence on decisons regarding what increased (or decreased) CAISR
capabilities are needed for them to carry out their assgned missons. The Task Force achieved a
consensus on the need for improvement in two aress.

1. A joint process for determining what a joint force commander needs in CASR sysems and
related weapon systems and support capabilities in order to operate effectively. The Task
Force sees the need for a more forma joint process on the front end of the programming and
budgeting cycle. The Task Force does not yet see a comprehensive, ingtitutionaized process
that provides.

o Adequate support to enable the CINCs to stay abreast of ongoing and potentia
devdopment of capabilities that can ggnificantly influence the CINC's ability to
perform ther missons

o Ways to test new concepts and systems and an exercise and training environment that
helps assure continuing CAISR competence

o An dfective forma process which alows the Joint dements of DOD to influence the
organization, training and equipping dlocations that produce capabilities to support
the CINC's assigned missons

2. A militay sysems enginesring cgpability for CASR integration. The Task Force bdieves
that DOD lacks a joint mechanism for the desgn and improvement of the CASR system. The
Service Components develop their own CAISR systems and subsystems based on their own
operationa concepts and view of the operationd need. These several sysems are brought
together in a theater when needed and greet time and effort is then expended to make them
work together well enough for the forces to operate jointly in an adequate manner. Some
progress is being made, but too dowly to meet immediate needs and seize the opportunities
for improvement. DOD must do better in the planning, design and execution of joint C41SR
integration. The part of DOD that is responsble for joint activities congsts of the CICS, the
Joint Staff and the CINCs. Up until now, the CINCs have been operating organizations and
joint activities are not responshble for the systems engineering and design of the CINC's
military capability. To take on CASR integration responghbilities not only must some joint
entity be given the formd responshility, but it must be provided with the resources needed to
carry out this job.

Report of the Defense Science Board Task Force on Command, Control, Communications, Computers, Intelligence, Surveillance and
Reconnaissance (C4ISR) Integration, February 1997, Unclassified. (DTIC # ADA 326142)
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Task Force recommends that SecDef and the Charman continue to evolve the joint process
for determining wha a joint force commander needs in order to operae effectivdy as
recommended in the 1996 DSB Summer Study on Innovative Support Structure for 21st Century
Military Operations. Given its inherent joint character, CAISR integration is a logicd aspect of
warfare for this joint process to focus on early

The Task Force recommends that the SECDEF and the Chairman create a military systems
engineering organization to support the CINCs in ther evolving responghility for the operationd
desgn of joint C4ISR. The DOD initiagive in Joint Theater Air and Missle Defense assgns the
respongbility for systems engineering to BMDO. This new dructure is condgtent with this
recommendation and is an gppropriate, dthough partid step in the direction needed for the
broader joint C4ISR area. This Task Force endorses this step, particularly in its apparent effort to
involve the CINCs in a “military systems engineering” effort. The Task Force recommends that
CJCS use the new dructure that was established to provide joint operational architectures and
joint sysem engineering to Joint Theeter Air and Missle Defense as a pilot program for the
broader C4ISR aea, with focus on the refining the responghbilities and missons of war-fighting
CINCS.

The Task Force recommends that the Depatment work with the DCI and the broader
Intddligence Community to develop new ‘ways of providing information support for operaiond
commanders which effectivdly and efficiently integraie the rich aray of assts avalable within
the United States. As a mechaniam to fadlitate identification and implementation of good idess
for CAISR integration, the DOD might consder the crestion of a C4ISR Integration Review Board,
smilar to the newly formed Space Management Board and at the same level (DASD chair in the
name of the SecDef/DepSecDef with the VCICS, DDCI and other actors represented). Today's
information technology can support revolutionary changes in how support is provided to military
operators. DOD needs mechanims that facilitate the introduction of such revolutionary changes
into. warfighting capability.

The Depatment should closdy evauate whether the separation of intelligence and operations
functions within warfighting dements continues to sarve the naion well.
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DEFENSE SCIENCE BOARD TASK FORCE ON GPS — PHASE II*

The Defense Scence Board (DSB) Task Force on GPS-Phase |l was a follow-on activity to
the 1995 Task Force on the Globd Pogtioning Sysgem (GPS).

The Task Force addressed a set of quedtions rdating to the afordability of future military
GPS user equipment (GPS receivers) in view of the need for significant antijamming
enhancements  Militay navigaion means other than GPS were conddered. A pseudalite
goproach to enhancing GPS antijam cgpability was congdered. The ten year durdion NAVWAR
plan devdoped by the GPS Joint Program Office was reviewed by the Task Force

The Task Force conduded that there was no dtractive dternate form of military navigaion
rdaive to the GPSinternd combination, which is increesngly pameding dl militay platforms.
Pseudolite enhancements may be quite usful in some peddized goplications but they should
not condtitute our main goproach to a robus antijamming cgpability. The Task Force reterated
from its ealier gudy that goatid (antenna) rgection of jamming ill gopeared to be the mogt
gopropriate and efficdent way to achieve a subdantid degree of protection agand janmes

The Task Force supported the DOD NAVWAR plan, but made suggestions for the addition of
other initiatives to the nationa effort on GPS not covered in NAVWAR.

The Task Force chose to make its recommendaions in the form of some quedions and
answers,

Quedion (Q): What is the right navigation gpproach for the future?
Ansve (A): GPSINS

Q: What about GPS Jamming Vulnerability? '
A Fix it!

o Spaid AN

e Advanced Digtd Recdvers

e Psauddlite Approaches

o Jmmea Killes

o Next Generdtion GPS

0 Is the NAVWAR plan the right plan?
A: Yes. Support it, but:
e Protect agang possble falure modes
e Augment it with a R&D program

*
Report of the Defense Science Board Task Force on Global Positioning System Phase 1I, February 1997, (DTIC #ADB 226436)
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Hrd, whet is the right navigation gpproach for the future? We continue to fed the GPSINS
technique is the only vidble gpproach given the unique srengths and advanteges of GPS. There
Is Imply no other dtendive a this time

With regard to the janming vulneddlity of GPS we ague “Fx It"! We have invesed
some $12 hillion in the devdopment of the GPS sydem to date, yet have invesed a rdaive
pittance in antijamming ressarch and devdopment. Not only have we nat given it the “old
college try”, we have bady srached the surface in antijam technology. Modem dectronics
offers great hope here and it should not be too difficult to drive the enemy cog of jamming very
high.

NAVWAR mug be supported, but we should not be s0 naive to assume govenment plans
will wok out jus fine The DOD suppat to NAVWAR should indude provisons ad
augmentations such that the Nation has a robust gpproach for military navigation, one which is
effective for both the near teem and the digant future
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DEFENSE SO ENCE BOARD SUMMVER STUDY 1997 DCD RESPONSES TO
TRANSNATI ONAL THREATS*

This Defense Science Board study on DOD  responses to transnationd threats principaly
addresses DOD capabilities, options, and responses to transnationa threats. It recommends a
long-term gtrategy for DOD’s response that leverages the Department’s resources and strengths.

The task force concludes that transnationa threats can be as serious as those of a mgor
military conflict. Combating transnationa threats is pat of the Depatment of Defense’s core
busness, and DOD can meet these chalenges usng exiding polices and organizations. An
effective nationa response to the transnationd threst and implementation of the sx-dement
drategy requires a dedicated effort on the pat of the nationd leadership to include senior
leadership in the Department of Defense, Department of Justice, Federal Emergency
Management Agency, and other Federd Agencies. Such an integrated, focused, and committed
response will prepare the Department and the Nation to defeat the transnationa threst.

The task force has studied the issues surrounding transnational threats and made
recommendations for a DOD response that includes six dements:

1. Treat transnationd threats as a mgor DOD misson

2. Use the exigting nationd security gtructure and processes

3. Define an end-to-end operational concept and system-of-systems structure
4. Provide an interactive globa information sysem on transnationd thrests
5. Address needs that have long been viewed as “too hard”

6. Leverage worldwide force protection and civil protection

This task force assarts that an effective national response to the transnationd threat and
implementation of the sSx-eement drategy requires a dedicated effort on the part of the Presdent
and senior leadership in the Depatment of Defense. To this end, the task force has identified a
series of actions on which this senior leadership should focus.

The Presdent should:

« Raise the emphasis on countering transnational threats in DOD, across the
govemment, and with internationd codition partner nations.

o Cregte an initigive to raise awareness of the importance of addressng nuclear,
chemicad, and in particular, biologicd warfare chalenges.
The Secretary of Defense should:

Report of the Defense Science Board 1997 Summer Study Task Forceon DOD  Responses to Transnational Threats, Volume |, October
1997, Unclassified. (DTIC #ADA 333273)
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Treat countering transnaiond thrests with the same emphass as mgor military

conflicts. As such:

- As€gn responshility for transnationd missons with grester clarity and assgn, to
a dgngle policy office, responghility for counterterrorism, counterproliferation,
transnationa threets and infrastructure protection.

— Deveop an architecture defining an end-to-end operational concept and a sysem-
of-systems gructure.

— Elevate the priority of force protection plans and programs - in the departmenta
guidance and in the requirements and budget processes.

— Direct the Under Secretary of Defense for Acquisition and Technology to develop
the secure transnational threat interactive information system with the
involvement of key federd, dae locd, and internationd depatments and
agencies.

- Défine and devdop an expanded set of initiatives, in cooperation with the
Secretary  of Energy, to address solutions for mitigating nuclear, chemicd,
biologicd, and information warfare thregts.

— Direct the Army to develop a plan to expand the scope of and inditutionalize the
Nunn-Lugar-Domenici  program.

- Direct the Army and the National Guard Bureau to establish a national
consequence management capability within the Nationd Guard to support date
and local agency responses to domestic chemica and biologica incidents and to
support the regional combatant commanders Joint Task Force, when appropriate.

The Chairman should:

Edablish a Task Force within the Joint Staff to develop operationd and systems
concepts and architecture.

Assgn responghilities for the military services to address requirements associated
with transnationa  thrests.

Assgn responghbilities for updating dl operationd plans for addressng transnationd
threats such that they include contingency planning, crisSs response, and consequence
management  responghilities.

The Under Secretary of Defense for Acquisition and Technology should:

Egablish a joint Technicad Support Team that will provide andytical capabilities to
support the Charman in the devdopment of a system-of-systems structure and
architecture.

Implement technology and acquidtion programs which focus on mitigating "too-
hard” problems.
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DEFENSE SCI ENCE BOARD SUMMER STUDY 1998 LOG STI'CS TRANSFORVATI ON*

The 1998 Defense Science Board Logigtics Trandformation Summer. Study was tasked to
recommend actions to be taken that achieve “a true transformation - not marginal
improvements’ to the U.S. military logidics sygdem. The DSB defines a “transformaion in
military logigtics’ as “a marked change in the nature and form of the structure and processes that
equip, deploy and sustain military operations.”

The DSB Summer Study on DOD Logigics Transformation emphasizes seven points.

e« As concluded in the Joint Operations superiority Summer Study, the principd
operationd chalenge facing the U.S. military in the 21t Century is strengthening and
presarving its cgpability for early, then continuous, application of dominant control
effects across the full spectrum of conflict.

o The military logigics sysem is a criticd endbler of deployment, then susanment, of
dominant full spectrum engagement effects.

o« Today's US militay suffers from a separation of logigics from operaions, an
organizetiond principle of long danding, and a reliance on mass rather than
efficiency and certainty, to be effectivee As now configured, the logigics system
frequently condgtrains operations and drains scarce resources needed for force
modernization.

o Falure to seamledy blend military logigics with operations will be a showstopper
for DOD’s planned “Revolution in Militay Affars (RMA)- a motivetion that
demands immediate action.

« DOD mus recognize that logigtics trandformation is a “BIG DEAL . . . a VERY BIG
DEAL.” Continuing to regard logistics as the secondary “tal” to war-fighter doctrine,
traning and amament will have unacceptable consequences in the 21s century
battlespace resulting in decreased &bility to achieve nationd security objectives and
cost.

o The military logigics sysem can be reformed. A “Trandormed Logigics Sysem”
can be responsve to CINC (Joint Task Force Commander) needs, support rapid
closure of combat power, permit a smdler footprint - both people and equipment, be
more agile, responsve and surviveble than today's system, fully integrate business
processes and information systems, be wel integrated with industry, and be
ggnificantly less expensve

Trandformation of the military logistics system is not held up by knowledge of what to do,
not primarily a sructurd issue, nor is it limited by lack of people, technology or resources.
Instead, the most sgnificant barrier to logistics change to meet 21 century needs is the lack of

* Report of the Defense Stience Board Summer Study Task Force on DODLogistics Transformation, Volume |, December 1998,
Unclassified.
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an overdl busness and information sysems architecture focd point - a “champion (in the
Arthurian sense).

The sudy’s findings and recommendations are spelled out in five aress.

o Unified and specified CINCs ae unable to peform their Title 10 respongbilities to
plan and manage theater logidics. CINCs must be able to “pull” required support
from the logigics sysem.

« DOD’s logidics sysgem is fragmented with no endto-end control, integration,
performance measures and accountability. Transformation of logistics busness and
information systems must be led by a Logisics Sysems Architect with power to
define and enforce an integrated system.

e Deployment and susanment methods and equipment must change. Ability to deploy
in undeveloped areas and under unfavorable conditions must improve, better use of
commercial capability is needed.

o Decreasng logigics demand is a mgor dement of cutting cot and improving
flexibility. Force structure and wegpons systems and equipment must be upgraded to
reduce consumption.

o Logidics vulnerabilities need more atention. Exercises and plans mugt anticipate and
ded with physcad and information attacks on the logistics system.
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CHAPTER 7.

A Space Roadmap for the 21s Century Aerospace Force

The United States Air Force is today an ar and space force whose core competencies, as
aticulaed in Global Engagement,2 etal the integrated employment of wegpon and support
sysdems across the physicad media of ar and gpace. But that force is largdy a legacy of the Cold
Wa, it often tregts ar and pace operdions as separate adtivities, and it faces wrenching changes
in evolving to ded with the vary different world of the 21t century. Among the basc forces thet
drive decisons from doctrine to sysem acquigtion are

o Tremendous uncatainty and vaiddlity in the gtuations cdling for military action to
upport nationd  objectives, across the full spectrum of conflict and a any place on
the globe

o Continuing withdrawa from forward basng and rapid change to a continental United
Saesbased, globdly committed expeditionary force

« A militay budget dimeate characterized by a dringency that has not been ssen snce
before World War 1, a a time when sSgnificant changes and upgrades in force
dructure are needed

o Pegdet problems with personnd shortages, high operaiond tempo, aging wegpon
gydems and archac information infradructure, a leest some of which are potentidly
addressable by migrating functions to space

o Levds of growth, diversty and maurity in commedd spece entaprisss tha
condgently outpace the mog optimistic forecads and thereby cregte an entirdy new
environment for providing important military  capebilities

o The loss of Depatment of Defense (DOD) and Air Force leverage over commedd
goece operations, both in determining sysem cgpebilities and in being seen as a
primary cusomer

o A longterm trend under which a growing fraction of Air Force resources go to
provide savices to others rather then to the direct warfighting misson

The future rdevance and success of the Air Forcelindeed, its dbility to reman a prefered
indrument of nationd powe in this complex and uncertain emeging world-depend criticaly
on becoming an integrated aerogpace force which can execute the regponghilities assgned to it
under Joint Vision 2010 (JV2010).3 The esstid cgpabilities of such a force are concisdy
expressed as Globa Knowledge, Globd Reach, and Globd Power.

2 Global Engagement: A Vision for the 21siCentury Air Force, Secretary of the Air Force S. Widnal and Chief of Staff of the Air Force
Gen R. Fogleman.
Joint Vision 2010 Gen John M. Shalikashvili, Chairman of the Joint Chiefs of Staff, 1996.
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GLOBAL KNOWLEDGE

JV2010 depends on information dominance to endble virtudly every aspect of military
uperiority.  The heart of this capability is a sysem of sysems. It dats with inteligence,
aurveillance, and reconnaissance (ISR), coupled with red-time communications and information
processng. The result, from initid collection of data to its timey use by warfighters, is victory
through knowing more and knowing it sooner than the enemy.

Today’s Capability. Inteligence satellites and arborne platforms provide locdized and
generdly discontinuous sensing, often impeded by westher, terrain, and hogtile countermeasures.
Processng and dissamination of time-sengtive data to warfighters is improving but Hill fdls far
short of the true need.

Tomorrow’s Promise. The aerospace force can and must ddiver precise, globd Stuationd
awareness to commanders and fighters a dl levels, providing the right information a the right
place and time, while overcoming countermeasures and denying smilar knowledge to the enemy.
Global Reach

The naion requires globa presence to influence events and defend American interests, but
with much less of the traditiond forward basng. The mobility of aerospace forces is the key to
rapid response and to the projection of al kinds of military power from U.S. bases to worldwide
contingencies.

Today’'s Capability. Airlifters and tankers dlow expeditionary forces to deploy and are
engaged every day in missons from humanitarian relief to combat force susanment. However,
lift is limited, deployments take days to weeks, and success often depends on support from
countries in the regions of interest-support that cannot be guaranteed in times of crisis.

Tomorrow’'s Promise. The agrogpace force, with the right organization, training, and
equipment, could ddiver precisdly cdibrated effects, from taking a picture to dropping a
precison munition, anywhere on earth, in less than an hour from the “go” order, with surprise
and immunity to most defenses Larger-scde deployments would be lighter, faster, and more
effective, and the need to dation forces in foreign theaters would be greatly reduced.

Globa Power

Americds military forces must be able to preval in operations anywhere on earth, ranging
from disaster relief to hostage rescue to shows of force and, when required, combat.

Today’'s Capability. Modem fighters and bombers with geadily improving precision
targeting and munitions have impressive ability to prosecute targets with economy of force and
greatly reduced collateral damage and casudties. However, proliferating air defenses threaten
their survivability, and dmost any adversary has or can have the ability to use space-based
systems, eroding a long-term U.S. advantage.

Tomorrow’s Promise. The aerogpace force can and must enable the full richness of the
“effects-based targeting” concept,# using a wide range of letha and nonletha means to shape the
desred end date of any conflict. At the same time, red space control, including assured access

4 “TheRoad Less Traveled,” Briefing by Lt Gen Gamble, 1998.
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for friendly forces and denid of the same to enemies can redore the decisve edge in goace
operations.

The chdlenge fadng the Air Force is summarized in FHgure ESI > which shows the
overaching opeaiond and infragructure tenets of V2010, the Air Force core competencies
which address those tenets, and the ultimate vison of Full Spectrum Dominance A mgor
condudon of this dudy is thet the Air Force can achieve genuinely revolutionary capabilities
which meke JV2010 achievable and which offer unprecedented options for achieving nationd
objectives

Air and Space Superiority
nformation Superiority
Globd Attack
Fresision Engagement
Rapid Global Mobility
Agile Combat Support
Cammand & Control

,,,,,

Figure ES|. The Challenge Facing Aerospace Forces in the 21¢ Century Is to Develop and Apply
Core Competencies That Effectively Implement National Military Policy

A REVOLUTION IN AEROSPACE POWER

In this sudy, the US. Air Force Sdetific Advisory Board (SAB) examined the future
cgpabilities and uses of aerogpace forces and the courses of action avalable to the Air Force to
achieve advances which are essattid to its continued effectiveness Two examples illudrate the
great potentid of integrated aerogpace power. Fgure ES2 sketches a scenario for precison
drike of a terrorigt enclave or other time-criticad target. It is based on a sysem capable of

S “TheAir Force After Next . . . IsNow,” Briefing to the National Defense Review, Brig Gen Wald, 1998.
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Figure ES-2. Rapid, Precise, Global Strike Capability Illustrates the Potential of Aerospace Forces to
Contribute in New Ways to Achieving National Objectives

delivering precision-guided munitions at orbital speeds, combined with global, all-weather,
synoptic, high-resolution sensing; precision navigation and timing; and responsive command
and control. Such a system would permit destruction of the target in less than an hoiir from a
National Command Authorities order with complete surprise, immunity to currently fielded
active defenses, and a lower prospect of collateral damage. It could equally well conduct a photo
reconnaissance mission to produce proof that a prohibited action was in progress. At the other
end of the spectrum, Figure ES-3 (borrowed from the Information Management study that was
done in parallel with this one®) suggests the pervasive role of aerospace forces in a major
conflict, including the ability to facilitate cooperation of joint and coalition forces to deliver the
maximum total military effect. Here, space systems create information-rich warfighters, negate
asymmetric threats like theater missiles, and make the diverse elements of the force
interoperable. These examples illustrate capabilities that have not been available in earlier
conflicts and that have enormous potential to promote the nation’s security and influence.

¢ 1998 SAB Study on Information Management,
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COMMERCIAL RECCE
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PAYING FOR CHANGE

However, the other dde of this coin is the redity of military budgets and end drengths that
are inadequate to satisfy current needs, let done pay for mgor new force structure initiatives. In
order to fund new and modified sysems, the Air Force will have to find ways to save money
edsawhere. There are a number of such aress, and al of them involve hard choices. They

include:

o Getting out of some misson aress, including things like space launch that have a long
higory as Air Force “dewardship” missons. The Air Force should limit itsdf to
military-unique functions that fdl within its core competencies.

o Dramaticdly changing reguirements generation, acquistion, and operdtions to an
goproach in which buying commercid and agpplying commercid practices to how the
Air Force does business are assumed to be the answer, unless it can be proved
otherwise.

o Ta&king advantage of partnerships, synergism among systems, and carefully scrubbed
requirements to pare acquistions to the minimum that will accomplish the misson.
This includes tregting arborne and space sysems involved in common functions like
ISR as an integrated force structure that is optimized as a whole, and thus requires a
true system-of-systems architect empowered to enforce such decisons.

« Doing lagescde dreamlining of operations, agan usng commercid modes to
eliminate thousands of personnel (whose postions can be used to fill other critica
needs) and get rid of expensve and unsupportable facilities and equipment.
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e Breking the mindsat that each program area in the Air Force budget has a “far
sharg’ percentage which cannot be changed by other than trivid amounts. Totd
Obligation Authority (TOA) will probably have to be moved into the space area from
other programs, a least in some years of high space activity. Failure to do so will
send a clear message to DOD and the world that the Air Force is not serious about
taking a leadership role and becoming the aerogpace force that the nation needs.
However, as discussed in more detail in the body of this report, the available offsets
will help a great dedl with this problem.

A VISION OF THE FUTURE FORCE

In this sudy, we have sarted with a vison of 21st century aerospace operations, drawn both
from earlier andyses such as New World Vistas and Spacecast 2025 and from the Desired
Operaiond Capabilities and Misson Element Task Ligts that describe current Air Force tasking.
We have compiled the “basding’ force dructure from planning and programming documents
(see Table 2-2), and we have evduated excursions in the form of added or ddeted sysems and
functions. We have assessed the resulting dternatives in terms of four measures of effectiveness.

o Operctiond Effectiveness-ability of the resulting force dructure to address current
and projected tasking

« Affordability-ability of the dternative to fit into an executable program within
reasonable budget projections

o Technicd Risk-avalability of the required enabling technologies and products to
implement the system or systems under consderation on a given schedule

o Integration-ability of the dternative under consideration to maintain continuity of
savice to warfighters and to fit into an evolving force sructure, including backward
compatibility as appropriate

A future aerogpace force which can implement this vison, yet be feasble in the likdy fiscd
circumgtances, will be characterized by:

» FEffectivenessin executing the exceptiondly diverse taskings that will be lad on it

o Survivadility-when exposad to new, ambiguous, asymmetric and rapidly changing
threats

. Efficiency-in ddivering precise effects with great economy of resources

From our andyss, we have arrived a a number of recommendations which are discussed in
more detal in this volume and in the individua reports prepared by each of the pands
composng the sudy team. They fdl into three categories Those which impact combat
performance tend to support both effectiveness and survivability; those that ded with
infrastructure have ther primary payoff in improved efficiency. A third st are concerned with
how the Air Force does business today and lays the groundwork for future progress. For each
recommendation, we suggest one or more Offices of Primary and Collaterd Responsbility
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(OPRYOCRs) to work the issues, and we give a reference to the section of the main body of this
volume where a fuller desription is to be found.

We have taken the Doable Space Quick-Look study’ as a point of departure, and have
concertrated on the “eguipping” dimenson of evaving the agrogpace force  Our dudy
complements the work of the Aerospace Integration Task Force (AITF) and other rdated efforts,
We rely on the AITF to develop the conoegptua foundation for aerogpace employment in the 21
century and to embody it in an Aeogpece Integrdion Flan (AIP). The AIP will define new
theory and doctrine for the future aerogpace force and the drategies needed for equipping,
resourcing, training, educaing, and organizing for integrated goplication of ar and face assAs
Our reallts are dso fully coordinaed with the pardld SAB dudy on Information Manegement
and support earlier gudies on Unmanned Aerid Vehides and Aerogpace Expeditionary Forces
We have enjoyed extensve patidpation and support from the Nationd Reconnaissance Office
(NRO) ad have assiduoudy sought informetion from the Army, Navy, Deense Advanced
Rexarch Projects Agency (DARPA), Nationd Aeronautics and Space Adminigration (NASA),
and indudry. In short, while this is an independent report presenting the objective opinion of the
dudy team, we have worked hard to ensure that dl rdevant facts, user requirements, joint and
codition warfare concerns, and related programs are properly conddered.

PRTMARY RECOMMENDATIONS
Enhanced Effectiveness and Survivability

Move to a Network-Centric, Global Grid Information Architecture. The Air Force
should plan and execute the earliest feasible phase-out of noncore military satellite
communications (MILSATCOM) operdions in favor of commedd savices and interoperadle
usr terminds (core MILSATCOM s that capadty which must have levds of assurance ad
security above what commerda sarvice can provide, presumed to be provided by the Mildar
gydem). Evduae a manewvaable MILSATCOM sydem that can be postioned for optimum
upport to gpedific theaters as neaded. In 0 doing, the Air Force should maintain backward
compaibility to legacy user equipments for a reasonable period of time but not inddfinitdly. The
Air Force should devdop with commerdd sadlite communications (SATCOM) providers a st
of onorbit gateways to provide robugst access for militay usars. The Air Force should devdop
and inddl afordable arcraft SATCOM antennas to provide connectivity between arcraft and
the infomation infrasructure  (See a later recommenddtion on partneing with indudry.)
Digparities in militay and commerdd communications coverage and bandwidth  requirements
mus be resolved before placing primary rdiance on commerdd sarvices. Recommended OPR:
HQ USAF/SC. Recommended OCRs SAFAQ for acquigtion, HQ USAFRXO for operationd
matters, and HQ USAF/XP for longrange planning. Refer to Section 3.1.

Develop and Deploy a Global, All-Condition, Intelligence/Surveillance/Reconnaissance
Capability. The Air Force should continue current risk-reduction and concept definition efforts,
as wdl as andyds of associated concegpts of operations (CONOPS), to define the requirements
for a gace-based radar system, initidly cgpable of synthetic-gperture radar imaging and ground

7 Doable Space Quick-Look, AF/ST, 1998.
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moving-target  indication. The new sensor congelaion should complement NRO, civil, and
commercid sysems in providing the information for globa dStuaiona awareness, with a target
Initid Operationd Capability date not later than 2010. The frequency alocation problem needs
continuing etention, preferably in partnership with emerging commercid space radar systems for
earth observation. Recommended OPRs. SAF/AQ and HQ USAFXO for current technology
and CONOPS developments, respectively. Recommended OCRs SAF/AQ and HQ USAFXO
for overdl acquisition and operationd matters concerned with each other's OPR respongbhilities,
and HQ USAF/XP for initial planning and programming for a follow-on engineering
development, manufacturing, and deployment program. Refer to Section 3.2.

Provide Robust Postion, Navigation, and Timing (PNT). In keeping with nationa policy
arigng from the recommendations of the Globa Postioning Sysem (GPS) Independent Review
Team and a proposed Presidentid Directive, the Air Force should retain, on behaf of DOD,
ownership and management of GPS. The Air Force should provide the advocacy needed to
maintan adequate budget priority for purdy military PNT functions, especidly robust services
to war-fighters in hodile environments through sysem improvements and augmentation as
recommended by the Joint Program Office. At the same time, the Air Force should continue to
provide civil and commercid services, and should vigoroudy pursue GPS funding from other,
especidly civil, agencies. The Air Force should smilarly develop and fied capabilities to
sdectivdy deny these sarvices to adversaries. Recommended OPR: SAFAQ. Recommended
OCRs HQ USAF/XO for operational matters, and HQ USAF/XP for long-range planning. Refer
to Section 3.3.

Prepare for Global Energy Projection. Do not proceed with large-scale, on-orbit high-
energy laser demondtrations such as the proposed Space Based Laser Readiness Demondtrator at
this time, but pursue aggressvely the precursor efforts needed to enable globa energy projection
a the earliest feasble date. The Air Force should develop a CONOPS for the employment of
high-energy laser projection from gpace, usng space-based or teredria lasars, and should
conduct requirements andyds to identify the most effective and affordable approach to
implementing such a sysem with the cgpability to ddiver talored effects both lethd and
nonlethd. Alternatives to the usudly assumed chemicd lasers should be explored, including
eectricdly powered solid-date lasers. No development or deployment decisons should be made
until the military worth and optimum approach are established. The Air Force should start now a
focused technology development effort in areas supporting high-performance opticd systems in
space, with emphasis on large, lightweight, low-cost optics. Recommended OPRs. SAF/AQ ad
HQ USAFXO for current technology and CONOPS developments, respectively. Recommended
OCRs SAF/AQ and HQ USAFXO for overdl acquidition and operational matters concerned
with each other’'s OPR responshilities, and HQ USAF/XP for longrange planning. Refer to
Section 34

Improve Space Surveillance and Develop a Recognized Space Picture (RSP) Construct
for the Common Operating Picture (COP). The Air Force should migrate selected space
aurvelllance functions to space. A possible gpproach is to modify the Space-Based Infrared
Sysem (SBIRS) Low congdlation to perform both its primary warning misson and tracking
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of objects in high orbits8 The Air Force should implement enhancements to ground sensors,
especially a supportability upgrade to the FPS-85 Spacetrack radar,® and should evauate the
vadue of importing and fusng data from Army missile defense radas. The Air Force should lead
the development of an RSP corresponding to existing air, ground, and maritime pictures, under
the COP. As a key dement of the RSP, the Air Force should provide timely attack warning and
reporting for all satellites used by the military. = Recommended OPR: HQ USAF/XO.
Recommended OCR. SAFIAQ. Refer to Section 35.

Protect U.S. Space Assets Againgt Likely Threats. The Air Force should take a number
of deps, including encryption, sdective hardening of sadlites, use of sysem and orbitd
diversty/redundancy, threat location, and physca security for ground gdtes, to minimize the
risk from the mog likdy future threatss The god should be maximum misson survivability
a minimum cos. Recommended OPRs SAF/AQ for acquistion and HQ USAFXO for
operationa matters, respectively. Recommended OCR: HQ USAF/XP for long-range planning.
Refer to Section 3.6.

Develop a Space Test Activity and Adequate M odeling, Smulation, and Analysis Tools.
It is urgent that the Air Force be better able to demonstrate the military worth of aerospace.  The
Air Force should ensure that emerging or updated models at the campaign and
misson/engagement levels accurately portray the characterisics and effectiveness of ar and
goace sysems, one promising opportunity is the Nationd Air and Space Modd at the Electronic
Sysems Center. The resulting andytical capability should be used to support system
requirements definition, operationd andyds, integration of ar and space, and many other
purposes. The Air Force should create a space test activity, exploiting existing systems to keep
costs low. This activity will be useful for devdopment and operationd teding, training, system
effectiveness evauation, and smilar purposes andogous to those performed for arcraft by air
test ranges, but dlowing such activities to occur in the red space environment. Recommended
OPR: HQ USAF/XO. Recommended OCRs SAF/AQ for acquisition and HQ USAFKP for
long-range planning. Refer to Section 3.7.

Preserve the Option to Develop an Aerospace Operations Vehicle (AOV). The Air Force
should continue the current Space Maneuvering Vehicle demondration and perform andyss of
associated CONOPS to develop a system concept and a plan and roadmap for a phased program
with cler milestones for continued development in the event the results of these activities
warrant a follow-on. A program decison should be made in approximately 2002. The Air Force
should provide the minimum levd of funding in the area of reussble launch vehides (RLVY)
needed to ensure that the NASA-led effort addresses Air Force lift requirements. Recommended
OPR: SAFIAQ. Recommended OCRs HQ USAFXO for CONOPS andyss and system
concept definition and HQ USAF/XP for long-range planning. Refer to Section 3.8.

Space Control. Classfied aspects of the Space Control area are discussed in the Space
Control Panel report.

8 SAB Report on Space Surveillance, Asteroids and Comets, and Space Debris, Vol. |: Space Surveillance, SAB-TR-96-04, June 1997, pp. 11-
15 and Appendix 1.
9 lbid.
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Enhanced Efficiency

Trangtion National Launch Facilities to Civilian Operations with the Air Force as a
Tenant. The Air Force should act in two deps to exit the launch operaions fidd except for
essatid military missons Step 1-award an omnibus contract for operadion of the Eagtern and
Wedan Ranges with economic provigons for modemnization of fadliies Sep  2-trandfer
responghbility to a suitddle avil agency (eg, support credion of a Nationd Space Port
Authority) for opeaaions and to the Federd Aviaion Adminidraion for safety. Continue direct
cod commedd launch pridng for onshore launch through the nationd program. Provide up-
front funding, if regquired, to make privaizaion feesble as a busness opportunity. Phase-out
legacy tracking systems in favor of GPS-derived tracking (a “space-based range’).
Recommended OPR: SAF/AQ for trangtion palicy. Recommended OCRs: HQ USAFXO for
operaiond matters and HQ USAFSP for longrange planning. Trander of responghility
involves multiple organizations and nationd palicy. Refer to Section 3.10.

Transtion Launch to Primary Reliance on Commercial Services. The Air Force should
begin an orderly phaseout of mos current organic boogter procurement and launch programs
and dhould inceese ue of commedd launch savices leading to primay rdiance on them.
Rean minimum essatid organic launch cgpdblity, possbly in the fom of the AOV, for
payloads thet cannot be commeradly launched. The Evolved Expenddble Launch Vehide
program should be completed, and the Air Force should mantain dose coordination with NASA
to support RLV technology. Sadlite design, especidly weight, should be predicaed on
compdtibility with commerdd launches Recommended OPR: SAF/AQ for trangtion policy.
Recommended OCR: HQ USAFXO for opadiond andyss and planing. Refer to
Section 3.11

Implement Commercial Models and Other Improvements to Satellite Operations and
Tracking. The Air Force should dreamline sadlite operations by trangtioning to a commerad
modd for staffing and sysem operation; outsourcing noncritical functions, separaing payload
contral from tracking, tdemelry, and control to dlow optimization in eech aeg and maeking
sHettive invesments in ground equipment upgrades where judified by manpower savings and
other bendfits The Air Force should make better use of Air Force Resarve personnd to rase
kill levds and reduce traning and turmnover in satdlite operaions For new sysems, deveopers
should be required to goply best commercid practices (eg., spird development) and to st and
aoply peformance metrics for human factors The Air Force should plan and execute an orderly
phassout of legacy tracking assts and replace them with GPS-derived tracking, commercid
options for operation and upgrading of tracking systems should be conddered. Recommended
OPR: SAFAQ. Recommended OCR: HQ USAFXO for manpower and operdions planning
and reform. Refer to Section 3.12.

Enhanced Programs and Practices

Create an Air Staff Concept Development Process and Central Aerospace Architecture
Function. The Air Force should cregte a centrd focus for deding with issues assodaed with
(1) an integrated aerospace system-of-systems architecture that baances space, ar, and surface
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cagpahilities; (2) conducting an ongoing, proactive partnering with the commercia space indudry;
and (3) digning the requirements process and acquistion practices with the redities of a space
environment that is dominated by commercid enterprises. This includes cregtion of a concept
development process structured around a properly empowered force dructure architect and
requirements coordinator with the authority to perform trades among force dructure segments
and coordinate requirements to ddiver maximum war-fighting capability for the resources
avalable The aerogpace architect is the logicd authority to oversee the continuing interaction
with industry. No new personnd are required to implement this function, but integration across
multiple current Air Staff activities is essentid. At the same time, the Air Force should reform
the requirements definition process to focus only on key performance/capability parameters and
to shorten the requirements approva cycde to be conssent with commercid product lifetimes
(which are often 18 months or less). As part of this reform, requirements should be iterated with
commercid capabilities to ensure that commercia space is properly accounted for and should
replace traditiond platform-centric thinking with a capability or misson focus based on
employing the best avalable combination of sysems and other assets. Recommended OPR:
HQ USAF/XP. Recommended OCRs HQ USAF/XO and SAFIAQ. Refer to Section 5. |I.

Develop and Implement Aerospace Power Doctrine and Strategy. The Air Force should
develop the doctrind basis for integrated aerospace power and should cary it out through
srategies that apply that power effectivdy to satify assgned tasks. Recommended OPR:
HQ USAF/SP. Recommended OCR: Air Force Doctrinad Center. Refer to Section 5.2.

Improve Acquisition Practices. The Air Force should make both a revolutionary change to
switch from military to civilian modds for sysem development, procurement, and operations,
and an evolutionary change based on continuous improvement throughout the program.
Elements of this incdude:

Adopt a policy that the assumed approach to any procurement is to buy commercia, with
dterndiives such as government sysem developments requiring judtification for an exception to
this rule, maintain high-level emphasis to overcome ressance and inetia in the affected
organizations.

Adopt commercid practices such as business case analyss, streamlined procurement, and spird
development of ground segments, develop an acquistion work force with the skills to effectively
execute commercia procurements and cooperative endeavors. Use commercia space wisdy to
exploit its advantages while protecting military interests and meeting military-unique needs.
Require a comprehensive acquidtion srategy as a fundamenta part of a program plan from the
outset, restore a high-level program review process analogous to the "summits’ of prior years,
and devedop improved cost/performance modds that improve vighility into program status and
identify effective initiatives to ded with emerging problems.

Maintan adequate budget reserves in acquisition programs to minimize reprogramming actions
and avoid highly visble program disruptions.

Require human factors practices and metrics in system development.

Recommended OPR: SAF/AQ. Refer to Sections 5.1,5.3, and 5.4.

Focus the Technology Base on Military-Unique Technologies. The Air Force Research
Laboratory (AFRL) has initiated action through the FY00 Program Objective Memorandum to
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sgnificantly increase support to space and deserves credit for tackling this difficult but necessary
reorientation of the Technology Base program. However, both this initigtive and the overdl
hedlth of the Technology Base are in jeopardy as a result of recent budget cuts. In kegping with
the overdl move to greater reliance on commercid space, AFRL should structure its program on
the bass of (@) funding military-unique technology needs not likdy to be met by commercid
sources, (b) funding competing concepts to those in commercid development, (c) identifying and
pursuing opportunities to insert technologies in both commercid and military gpplications, and
(d) mantaning longer-term  high-risk/high-payoff  technologies where commercid  companies
canot judify inveding. In addition, AFRL should focus on the aress identified in this study
where critical technology needs exis, eg., for low-codt, lightweight space optics and reussble
launch vehides Senior Air Force leadership should srongly support AFRL with Office of the
Secretary of Defense and the Congress in obtaining approva of the necessary changes.
Recommended OPR: SAF/AQ. Recommended OCR: AFRL/CC. Refer to Section 5.5.

Develop and Execute a Coordinated Program for the Integrated Aerospace Force. The
Air Force should pursue a coordinated set of programming and budgeting actions to achieve the
integrated aerospace force. Building on and continuing the work of the AITF, an executable
program should be congructed through TOA adjustments and through economies and transfers
of respongbility that help offset resource increases. A prdiminay and high-levd  budget
anaysis done as part of this study suggests that a large part of the resources required can be made
avalable from within the current basdine space superiority program aea, minimizing the
requirement to transfer funds from other program areas. A more detailed budget and program
andyss is required to quantify codts and economies and develop a coherent programming
drategy, including the posshbility of transfers of TOA among program aress. Recommended
OPR: HQ USAF/XP. Recommended OCRs: HQ USAFXO and SAFAQ. Refer to Chapters 4
and 6.

SUMMARY

In order to meet the obligations likely to be laid on it in the years aheed, the Air Force must
complete the trangtion to a flexible, respongive, integrated aerogpace force that is organized,
trained, and equipped for a broader range of missons and tasks than ever before. In so doing,
it must place unprecedented emphasis on affordability and on shedding activities that do not
properly belong in the Air Force program. Commercid space and patnerships with other
Government agencies offer important opportunities which must be sought out and pursued.
Technology breskthroughs increesngly dlow us to deploy markedly improved sysems while
reducing development and operation costs. However, none of this will hagppen without new
gpproaches and the leadership to put them into action.

Effecting this trandtion in an era of flat or dedining budgets will be brutaly hard, and some
cherished Air Force traditions and politicaly powerful vested interests will suffer in the process.
The Air Force faces huge budget problems in space (and dmost everywhere else) whether this
study’s recommendations are acted on or not. There is no way out of this dilemma that does not
involve both changing fiscal priorities and divesting large pieces of today’'s Air Force misson
and infragtructure. As one example, thousands of military manpower authorizations that are now

174



dedicated to support activities in space system and launch operations can be replaced with a far
andler workforce, largely contracted out, and moved to fill urgent needs esewhere. This would
be condgent with the development of a corps of aerospace wax-fighters, skilled in al the
dimensons of applying spaceborne and arborne instruments of nationa power.

We a€ convinced that the Air Force can and must make the necessary changes within the
condraints of budgets and system development timelines. Actions should begin immediately
to dreamline organizations and operations, to make better use of commercid opportunities,
and to better incorporate space capabilities into terrestrial operations. For example, procurement
of space and arborne ISR systems should be based on an integrated functiondity and should
account for the contribution of commercid and other Government systems. The result will be
to buy fewer plaforms and to avoid wasteful overspecification of any single dement in the totd
force dructure. The work of the AITF is especidly important here.

Inescapably, to reach the levels of capability which we beieve will be increasngly necessary,
money will have to be spent on severd carefully defined new systems and on upgrades to a
number of legacy sysems. Redructuring of the budget must start during the current Future
Years Defense Program (FYDP), and we project sgnificant investment needs to arise toward the
end of the FYDP period. These largely can be offsat by savings in many aress. Planning and
progranming prepardions should dat immediady, adong with decisons on organizationd
restructuring, outsourcing and privatization, transfers of missons and facilities to other agencies,
and other economy measures.

We have tried in this study to outline the kinds of actions the Air Force must take and to
establish the basis for a concrete and detailed program roadmap which should ‘now be developed
through the program planning and budgeting process. We understand the difficulty of the course
we advocate. However, the dternative is for the Air Force to become progressvely less capable
of doing the jobs that will be assigned and less rlevant as an instrument of nationd power. The
time to make the commitment and take the first steps is now.
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CHAPTER 8.

Concepts and Technologies for the Army After 2010 (AA2010), Army
Science Board

INTRODUCTION

During November 1997, the Army Sdence Board (ASB) initistled a dudy deding with
Concepts and Technologies for the Future Army (Circa 2010) refared to as the Army After 2010
(AA2010),interchangedbly dso cdled the Army After Next (AAN). Subdantid effort was
dready undaway to modermnize the near tam Army (Army XXI) by leveraging information
technology.

The ativities of the Sudy condded of monthly two-day plenay medings dating in
November 1997 and ending in July 1998, dong with one or two-day meetings each month by
vaious Pands The Pands addressad a variety of topics - ar lift, sea lift, containerization and
modulaity, wegpon plafoms and sysems lethality, C4ISR and dtudtion awareness sysems
(SAS) capabilities, joint force support, traning and education, dismounted combat and
modenization drategy. Expats dravn from Govenment, academe and indudry assgted the
Pands.

The dudy was completed with an Executive Briefing and Report Writing Sesson a the
Beckman Center on the campus of the Univarsty of Cdifornia in Irvine This effort produced
this Executive Summay and an Executive Summary Brigfing conaging of 51 viewgrgons Its
Background and Context are tregted in a short Sx chart section. The mgority of the assessment is
contaned in the sections labded @ Mohility and Sudanment, b) Informaion Dominance, C)
Faforms and Wegpons and d) Invesment Srategy and Recommendaions

TERMS OF REFERENCE

A Tems of Refarence (TOR) for this ASB sudy was prepared and deffed in the early fdl of
1997. 1t was findized a the time of the November meding of the ASB Study Group. During the
firda Penay Meding, a video tdeconference was employed to bring the Study Group and its
Soonsors together. The TOR directs the Study Group to review Joint, Army and other Service
Concepts and give empheds to Joint missons involving land combet. It is for these tha
technologies and enaddlers weare sought. In the same context, the Army’s modermnization and
technology planning was assessd.

BACKGROUND AND CONTEXT

With regard to concepts and missons for the future the lagest Joint missons involve
genarding, projecting, protecting and sudaining the Joint forces Unlike comba  operdtions
wheare thee ae dealy defined regponghiliies and unity of commend, these lager Joint
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activities are gpatidly, command and means segmented. They ae multi-Service, employ
commercia capabilities and are supported by host nation means in-thedter.

THREATS AND CONCEPTS

Subgtantid effort has been made to estimate circumstances that would represent future
chdlenges to US nationa security. Such effort provides a consensus that future threats will be
different from those of the past. They will dso encompass a greater spectrum of threasts and will
require a broader range of U.S. capahilities.

In the padt, preparations were made to produce threat offsets in the competition with the
Soviet Union. Margind superiority was sought in areas understood to be criticd. Forward
basng, theater prepostioning and reinforcement provided hedges. All other threat circumstances
were judged to be lesser included cases and required little or no specid treatment.

Possbly the mogt indghtful characterization of the future threats has been to edtablish the
idea that there is no single overriding and central threet. Preparing for one, assuming al others to
be included cases, is a poor gating point. In addition, attention has been judifiably given to
asymmetric  thrests.

In this period of both uncertainty and preparedness, the JCS and Services have embarked on
future force planning. Joint Vison 2010 (JV2010) is the overlying vison for the future. It pogts
dominance in al phases of future operations paticularly in the criticd domans of power
projection, sustainment, force protection, engagement and maneuver. These built on a base of
high qudity leaders and soldiers and superb training, should both enhance deterrence and
produce much more continuoudy favorable engagement and ultimately campaign circumstances
than in the padt.

The Services have embraced this vison in ther “flagship” efforts such as AA2010 (AAN).
Shaping subordinate processes and programs is now underway. Thus, the Army’s (and other
Services) research, development and acquisition leaders as wdl as those which support joint
activities (such as TRANSCOM) have engaged in the search for means and technologies to
underwrite the sx central capabilities which comprise JvV 2010

The Army is now, as it has dways been, an Army in trandtion. The current Army of
Excdlence (AOE) is being modernized by exploiting information technology. An example of
this is the “Applique Internet” and its follow-on “Tacticad Internet.” Over the next ten years, the
Army will modernize its units with information sysems tha will reduce, but not totdly
ediminate, today’s stovepipe sysems. It will as well provide battlefidd information to platforms
and dismounted soldier teams which should enable unprecedented gtuation awareness.
Exploiting these drcumdances will require subdantid advances in training, in  vaious
gmulaion domains and educetion, particularly disance learning in units

AOE trangtions to Army XXI through information exploitation, the addition of new

plaforms and sysems, and improvements to existing - sometimes cdled legacy - plaforms,
weapons and systems. In a pardld effort described correctly as a campaign, AA2010 comes into
being with successve generations of “Beéttle Forces’ - experimenta, developmenta and fielded.
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Batle Forces are mechanized/motorized units which are rapidly drategicdly deployed by ar.
Thar plaforms - primary and supporting - are dso moved operdtiondly and tacticdly by ar
when desred or feesble Ground mohbility will be improved with respect to current platforms and
forces Sudainment and endurance improvements sought are an order of magnitude gregter then
achievable today. The traditiond terms - light, heavy - are blurred and probably not rdevant to
the Batle Forces Improvements which are needed to redize desred Bdtle Force peformance
levels will in many cases provide great bendfits to Army XXI.

It is not possble to exactly quantify peformance improvements a this time However, it is
possble to edimate wha mekes a diffeeence. Today, a wdl prepostioned Brigade can be
manned, generated and in pogtion in five days A Batle Force unit projected from the CONUS
might accomplish the same in two days or posshly less Thus the Battle Force desgn gods ae
best described as improvements of factors of 2 to 3 or more over current forces in each of the
domans of deployability, survivability, lethdity, sudainebility and operaiond-tacticd mohility.
Taken in combingtion, dong with dredicdly reduced manpower and equipment inthester
footprints, gopropriate combinaions of AA2010 Batle Forces and Army XXI dements could
provide the equivdent of an AOE Corps comba cgpability - ar deployable worldwide -
sudaned by ar until the arivd of prepostioned and sed&-deployed follow-on forces within
two weeks or less.

MOBILITY AND SUSTAINMENT

Unit lift requirements are described for two purposes (chart 10 from the Executive Summary
Briefing). The fird is compardive rddive to avalade militay ar lift flet capebliies The
ssoond haes to do with continuing susanment. A regiond CINC hes very difficult choices to
meke in seting priorities for rgoid ar lift DOD assets Deploying an FI6 ar wing ad a
protecting Peariot bettdion exceeds today's onetime ar lift cgpdbliies Future weght
reductions will improve these soedific drcumdances but will not change the fundamentas

Batle Force dements and units must be made as robust and as light as possble for amilar
reesons Sudanment by ar runs goul of the same limitations Volume congderations ae

equaly important. These limitations could reduce deployable combeat power before waght limits
are reached.

All the Savices - Army, Maines and Air Force - which require arlift for rgpid power
proection have heavy and bulky equipment and have subdantid resupply requirements The
Army’'s 70 ton tanks (used dso by the Maines) are the “bumper sicker” perception example of
the heavy force but the facts are otherwise

TRANSCOM'’s future draegic flest dructure will be 246 araat induding 120 CH7s
(wWhich are redly optimized for intratheater purpose with much dhorter tekeoff and landing
adrcumdances). Cargo throughput capability is goproximatdy 50 million ton miles per day,
induding the Civil Resarve Air Heet (CRAF). It is important to note today that CRAF  represents
a bdantid portion of the required drategic arlift cgpability.

In the future CRAF could be the dominant lift component, providing the Army with a non
organic ar lift fleet of tradiiond and nontraditiond CRAF plaforms This will save the DOD
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the expense of expanding its drategic lift fleet and dlows the C-I7 to be freed for intrathester
lift to augment the C-130 flest. This dramaticaly expands theter cgpabilities because of the 80
ton C- 17 payload and its shorter landing and tekeoff requirements The following chart addresses
this posshility and addresses sea lift as well.

Mobility and Sustainment
UNIT LIFT REQUIREMENTS
T : :
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DOD C5 and C-17 fleet have
— 4,000 NM unrefueled lift capacity
— 77,000 ton one-time lift
INSUFFICIENT FOR ANY POSTULATED JOINT EARLY ENTRY FORCE DEPLOYMENT

Concepts and Technologies for the Army Beyond 2010

It is worth noting that Transcom's future planning shows no growth in CRAF
cgpabilities. This is indeed drange because projections by severd sources show commercd flest
growth raes of 7% per year. Exploraions of this disconnect suggest that TRANSCOM has
recaved no requirement for additiond CRAF support.

An andytic condruct of onetime flegt lift potentid (in kilotons); as shown in the falowing
chat, is used to portray the rdative contributions of various dements of a future mix of drategic
lift meens For illudrative purposes, a deployade range of 8000 nautical miles is assumed. It
shows that commerdd assts consavativey edimated, dominate DOD assets (chart 12).

TRANSCOM ar deployment potentid usng C5 and C7 aradt is dightly less than
20,000 tons ddivered in 2-3 days a 8000 nauticd miles A amdl DOD fleet of 60 knot, 2000 tons
payload surface effect ships could ddiver the same tonnage in 812 days (cost = $4-5B).
Commerad alift is projected to this time frame & growth rates of 7%. Assuming CRAF 1l and
50% U.S. ownaship of the worldwide fledt, it is seen that an assumed commerdd capahility
subgantidly exceeds that of DOD. In addition to U.S. treditiond commerdd CRAF ass there
ae additive posshiliies with a NATO CRAF initistive and the dimulation and adgptation of
commedd heavy arlifters such as a propossd commerdd aerolifter  and a future blended wing
body. Rapid sea lift provided by 40 knot commercid ships and 60-knot surface effect ships will
provide quick follow-up to forces initidly deployed by ar.
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Mobility and Sustainment
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Commercial fleet airlift potential is 5x greater than DOD's
with high speed sealift, broad AA2010 options are enabled
Concepts and Technologies for the Army Beyond 2010
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The Army should modify its Army XXI equipment where feesble and afordable and desgn
its improvements and the Batle Forces to meat the door and floor loading condrants of
traditiond CRAF. These are now becoming known in the Army requirements and deveopment
community. The Army should aso be a pro-active CRAF supporter and expand these flegts by
changing polides, practices and marketing approaches

Proper exploitation and simulaion could provide drcumdances for ar insation of Batle
Forces in one to two days and Army XXI hrigades in ten to twelve days by sees. Simulaion and
adgptation of a commedd aerolifter dass plaform oould provide arfidd and port free
operaions with the incorpordtion of defense fedtures such as VTOL or a hover-winching
capeblity.

Batle Forces are currently envisoned as having 3-D moahbility (near verticd ar insation and
extraction of the Batle Force from unprepared Stes). The largest load could be a 15-ton combat
vehide Aidift missons mignt be flown to gpeaaiondly dgnificant didances (up to 1,000 km
radius) by rotorcraft or more treditiona arcraft.

A RAND dudy to evduae the dud use potentid of a Nationd Trangport Rotorcraft
concluded thet there was only a niche market for large (8 ton payload) rotorcraft. The reault is
that DOD investment will be required to cregte a large (15 ton payload) WSTOL trangport.

2-D and 2-1/2-D mability implies drivein/driveout and fly-infdrive-out respectivey.
Vaious forms of ardrop, induding low-dtitude parachute extraction, could be used for 2-1/2-D

insertion. This would dlow the use of conventiond military arlift assets such as the C-17 indead
of devdopment of a new military V/STOL trangport.
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There are three generd cases which mugt be conddered in assessing needs for operational-
tacticd lift which would undewrite full 3-D, 2-1/2D ad 2-D mobility. Thee ae @
adminigraive entry, b) disupted entry and ¢) opposed entry. Strategic lift by militay or CRAF
means goply to dl cases The drcumdtances for operationd-tecticd lift and AA2010 vay
subdantidly. Underdanding the tradeoffs and the mog robust solutions desarve a subdtantiad
inquiry wel beyond the ASB’s resources The AA2010 andyss to ddae fdls shot of a
devdlopment and acquigtion case

Lift done does not assure rgpid deployment. The entire nonrunified DOD process mugt be
optimized. The commerdd world has moved beyond DODin totd trangportation sysems and
processes. The FedEx X-Box arfland container sysem is an excdlent example. It fits into the
current arfland trangportaion system; it is light enough for effident ar trangport; and it indudes
a modular X-Pad that can be moved by forklift. This is jugt pat of the totd sysem induding
ast tracking, automated cargo handling and ground crew traning.

DOD dhould condder teking advantage of the entire sysem. This means requiring that new
military equipment be designed to teke advantege of the commerdd trangportation sysem. It
should be containgized and modular, as gopropride It mud fit into commerdd arfraght
araat. And, it mus be compaible with commerdd asst tracking and automated handling
sygems

The commedd trangportation sydem integrates processes fadlities equipment and trained
people. DOD should consder encouraging CRAF operators to employ members of the Resarves
who could be cdled up as a unit, together with thar ar and ground equipment.

In the desgn of the Batle Forces the Army should plan to employ both DOD ad
commercia lift means as well as commercial processes to include modularization and
containerization. Expets and expatie from the commedd sectors should be pat of the
AAZ2010 desgn effort.

INFORMATION DOMINANCE

Information dominance has been identified as a audd integrating and enabling capability for
the Batle Force Many technologies that can contribute to gaining information dominance have
bean idetified by the sudy pand and those deemed mod citicd ae enumeated in the
folowing paragrgohs.

Batlefidd visudization provides operdiond context for evadudion, interpretation and swift
decison making. The lack of archived taran data and the indbility to rgpidly collect tarain data
hes inhibited curent dStudiond awareness sydems and devdoping batlefidd  visudization
cgpabilities The Batle Force mugt have ready access to a rich taran daa st that is updated to
meding changing misson needs

Batle Forces will be ade to utllize the synthetic environments with taran daa in support
monitoring of batle course of action (COA) devdopment and andyss and misson rehearsd.
DARPA'’s Discover 1l program offers mgor contributions with its MT1 and SAR cgpabilities

Tasking and reporting in red and near red time a the batdion levd mugt be mantaned as
fedtures. Its DTED 5 peaformance is ariticd for mapping.
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Hyperspectrd imagery will be very important to provide fine ground terrain and featured
interpretation. These inputs will be further exploited in operationa assessment (eg., mobility,
Course of Action, etc.)

To accommodate faster OPTEMPO by the Batle Force, the timdines for the military
decison making process and for engagements will be compressed. C4ISR sysems for Stuationd
awareness and sensor-to-shooter links must likewise accommodate these compressed timelines.
Although embedded C4ISR sysgems will have the primary purpose of supporting warfighting,
soldiers of the Battle Force must aso be able to use them to support learning, experimentation,
planning and training. This will require new functiondity to be added to the C4ISR systems.

The OPTEMPO of the Baitle Force will demand that command and control (C2) activities is
done while traveling in ground vehicles or arcraft. As contrasted with the padt, the Army must
focus advances and modernization a the battdion leved. This conditutes a true chdlenge for
C4ISR systems that must be enhanced to support C2 onthemove. The Battle Force will fight
dong dde Army units usng legacy C4ISR systems and Joint and combined forces. The C4ISR
sysems used by the Battle Force must be interoperable with those systems used by others.
Communications for the Battle Force must be assured. Leveraging satellite and fiber optic
services and technologies must be part of the solution because this sector outspends the DOD by a
factor of 30 or more and modernizes three to four times fagter.

The ASB conducted a 1997 summer sudy on “Batlefidd Visudization.” That sudy
concluded that war-fighter understanding of a battle's progress and dternative courses of action
are enhanced by using computer graphic renderings of bettle activitiess Recommendations from
that study are re-emphasized here, as they are important for Battle Force Stuational awareness.
Terran data a DTED level 5 is crucid for computer graphic renderings of the bettle but the
Army does not now have adequate archives nor the ability to rapidly obtain the necessary data

Commercid communications could and should play an important role In the area of
terrestria fiber, there are several companies (such as Qwest, AT&T, Sprint, MClI Worldcom,
efc) tha are laying large capecity fiber backbones in CONUS. The GTE Qwest backbone, for
example, spans 92 metropolitan areas and has a capacity of dmost 5 terabits/sec. (Assuming the
gze of this briefing is 2MB, this is enough capacity to send amost 2.5M copies across the
CONUS in one second).

In globa fiber tdlecommunicetions, the dtuation is Smilar. Many companies (such as AT&T,
Globd Crossng, Ltd., etc.) are laying transoceanic fiber. Transatlantic traffic is growing & a rate
of 80% per year, and al bulk capacity is sold out for the foreseeable future. Fiber technology is
robust in growth potentid, as the theoretical bandwidth limits are extremdy high (on the order of
100 terabitd/sec per dark fiber drand); with the current limitations being the switching speeds.
Continents such as Africa and South America are being ringed with fiber.

The globd tdecommunications maket dso incdudes sadlite tdecommunications. Most
market projections predict that globd satdlite tdecommunications will grow extremdy rapidly,
enough to capture a least 10% of the totd globd tdecommunications market. Although satellites
have some disadvantages they are extremdy dtractive in the “last mile’ gpplications, which are
likely to be of high importance to AA201 O operations. Despite being limited in overal capacity
(in the 10s of gigabits/second in aggregate bandwidth) and older technology (due to the 510 year
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lag in launch times), they dlow point-to-point communications without the need to lay fiber or
“dig ditches” Hence, the projected growth.

Market forecasts in these busnes aeas show no dgn of dowing invesment in the
foreseegble future. It is the ASB’s judgement that commercid communications should be the
preferred means between higher (Brigade and above) echdons and should be a redundant
cgpability for Battalion operations.

Current and possibly future links (terrestrid and space-based) are individualy vulnerable to a
modest variety of wesknesses and exploitation modes. The Army working with DOD should
provide partnering which eiminates these and results in a robust network of networks.

DARPA has saverd ongoing command and control programs - Command Post of the Future
for higher command echedlons and Smadl Unit Operations (SUO) Situation Awareness System
(SUO-SAS) for battdion through team operations. It is contemplating a mobile tactica
operations center (TOC) for high OPTEMPO continuous battalion and brigade operaions. This
development would pursue the capabilities needed for Command and Control on the Move
(C20TM) with innovations such as dabilized displays.

All three developments are important to the Army and should be fully exploited by the Army
with senior dtention program management and future funding.

The Béttle Force design architecture is one that is intended to produce highly integrated
overdl force and platform capabilities, which have strong interdependencies. Capabilities for
engagement and protection are dependent upon information dominance and the &bility to reach
out and lethaly engage before being engaged.

There is good news rddive to CTC-like training, distance learning (DL), misson rehearsad
and After Action Reviews (AARS). This sat of methodologies, processes and capabilities set the
Army gpat from al other armies in the world. The current digitization program with a mode
expanson provides dl of these for circumstances as different as asynchronous Distance Learning
to instrumented force traning & _home dations.

Bringing together concepts, organization and technologies for robust C4ISR in the battaion
environment is a formidable chalenge However the Army has had a smilar but smdler
chdlenge with digitization.

It should expand the multimode man- and hardware-in-theloop CECOM smulaion and
evaduaion used 0 successfully for both definition and design of digitization's hardware and
software and then ported into SSIMNET to provide a learning, training and experimentation bass
for the troops. Expangon of this “test bed” and adoption of DDRE's Sensor Web concepts (for
sensor systems and networks) will provide the Army the means to achieve C4ISR and SAS
performance needed for Battle Force operations.

PLATFORMS AND WEAPONS

The effectiveness of the contemplated AA2010 Battle Force will be strongly dependent on a
number of interlinking factors, incduding the overal force compostion (platforms, wegpons,
personnd); the avalability of current Stuation awareness informetion; the capabilities and
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reliability of locd and wide area communications links;, the ability to generate timdy, accurate,
and high letha firepower a extended ranges supporting Joint fires individud plaiform and
overdl force survivability; and the ability to execute sustained operations for severd days
without externd ammunition resupply or vehicle refueling. The force concept is based on the
ability to execute fast-paced, sustained operations usng a fleet of lightweight, highly mohbile and
agile ground vehicles, supported by VTOL attack aircraft and robotic ground and air plaforms.

The survivability of these plaforms, paticulaly ground sysems, poses a dggnificant
chdlenge, paticulaly in urban environments. Achieving individud plaform survivability will
require the effective integration of a number of vehide desgn features and critical subsystems,
including active protection system (APS), capabilities agang highly lethd KE and CE thrests,
sgnaiure management (RF and IR), and advanced EW and other defensive countermeasure
systems.

Oveadl force survivability will be enhanced through the combined synergidic benefits of
cooperative engagement and long-range fires, induding the timey ddivery of munitions from
loitering platforms. Dominant force lethdity will be redized via a wegpons mix tha includes
high-performance KE and CE munitions, in conjunction with new directed energy sysems (HPM
and lasers).

Missles and precison guided mortar/smart munitions (PGMs) technologies will continue to
advance in every area, particularly in the seeker and propulson areas. PGMs with lock-on-after-
launch (LOAL) capability should be available for imaging infrared, ladar and dud mode/multi-
sensor type seekers - essentidly automatic target recognition (ATR) cgpability for narrow fields
of view.

The exploitation of controllable thrust propulson technology provides an opportunity for
misson taloring the thrust profile for a wide variety of target Stuations with a potentidly large
increese in effective range. For example, missles in the 100 pound range may have effective
ranges from 1-200 km agangt a wide variety of targets and with the option for loitering and
cooperative  engagements.

Smilar improvements in warheads and guidance and control (G&C) are expected. G&C
options should include “am-point-sdection” (for maximum lethdity), misson talordble
trgectories and data links for man-in-the-loop (MITL) and “sensor to munitions’ updates to
target intercept while the munitions are in flight.

There are two potential breskthrough aress. 12R Focal Plane Arrays have become
sgnificantly more capable over the last two decades. The number of individud pixels in modem
missle/munitions seekers are a least 64 times larger than seekers in development in the early
1980s. Comparable improvements in ladar and millimeter wave seekers can be expected.
Integrated multi-spectr sensorg/processing  technologies  like acoudtics or  specid  sgnd
processng should be an option for this time frame. The need for increased range and precison
“beyond-line-of-9ght” engagement will demand many of these advanced technologies and
capabilities.

The AA2010 force will have a robust aray of offendve and defensve options, each
contributing to overdl force lethdity and survivability. The insertion of robotic vehicles, both
ground and ar versons, will provide an unprecedented ability to see, track and attack the enemy
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with high precidon and a dgnificant dand-off ranges Unmanned ground vehicdes and
unattended sensors will provide an &hbility to exploit advanced, long range precison guided
munitions throughout the battlespace. Robotics will dso benefit AXXI to the same degree.

Unmanned ar vehicdles will complement these reconnaissance, survellance and target
acquistion (RSTA) capabilities to include rapid, dynamic beattle damage assessment (BDA). In
the 2015-2020 time frame, cooperative engagement capabilities should be available to adlow near
red-time sensor-to-munitions links with in-flight updates to target intercept until seeker/sensor
lock-on or impact. Long range wegpons (-200 km) in the 100 pounds weight class should be
avallable to include loitering capability for 5 to 20 minutes and provide rapid engagements time
lines (seconds versus minutes of latency). The combinaion of these unmanned systems and
snat/brilliant munitions should provide the force mgor advantages in survivability and
dramaticaly reduce manned system losses.

Future advanced/active protection systems (APS) can provide a very robust cepability to
defet most precison or bdligic threats to smdler and less detectable vehicles Active
countermeasures suites will provide broad spectrum protection. However, other force leve
technologies/capabilities (such as situation awareness and information operations) will
ggnificantly enhance unit/force survivability.

The Army is invedigating a comprehensive array of very capable PGM technologies. These
PGM capabilities will be a key factor in designing future forces that are easer to deploy and
sudain, have overmatching lethdity and range to provide flexibility in both OPTEMPO and
agility. The chdlenge is to determine the best bdance or blend of technologies given
substantidly reduced resources and the high R&D cost of getting PGM programs into
production. The DARPA Advanced Fire Support System (AFSS), commonly referred to as
“munitions-in-abox,” may provide exciting new opportunities for PGMs for many different
types of missions. The concept may provide a vauable opportunity for developing a
consolidation or neck-down srategy for AA2010 PGMs. Given expected resource congrants,
only a few different PGMs types would seem to be reasonable. The process to determine
(through andyss and experimentation) which ones are best for this gpplication may be hdpful in
defining the consolidation process.

The DARPA AFSS program includes consderation of a new missile, one that could have
both multi-role capabilities and be desgned for conventiond plaforms If the missle exploits
vaiable thrust propulson and optiond wingtype lift technology, engagement capabilities
beyond 200 km could be redized. An overdl consolidation Strategy should aso consider sdected
upgrade of other high vdue PGMs to provide the AA2010 force a wide range of lethdity
options. A holigic gpproach to force lethdity is needed to promote overdl efficiency and
warfighting cgpability.

The Army has launched a Future Scout and Cavdry sysem program. This will be closay
followed by a Strike Force vehicle family initiative which is a precursor for Battle Force
platform developments. It is recommended that SARDA employ these programs as “testbeds’ in
the broad sense for components and sub-systems which are criticd for the future. Some may
require emulation. Others may have live but not fully mature representations.
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Candidates include hybrid dectric drive (which might dso be a precursor for full cel
employment) applied to manned and unmanned platforms as wel as for Sgnature managemen.
The Army must meke some mgor innovaions in plaform crew Sze, tasking and the use of
robotics to achieve the air-mech capabilities desired. Commercid industry could and should
supply the hybrid eectric capability and technology and save subgtantid time and money for the
Army.

Smilarly, currently planned improvement programs (Crusader, MLRS, etc) should be
conddered as vehicles to examine improvements that could provide mgor advantages to Army
XXI and Criticd Technologies for conceptud Bettle Forces. These initiatives would include
redirecting EM launcher work to providing medium caiber and atillery capahilities, extended
range and loitering rounds as well as technical needs to support cooperative engagement to
reduce or eiminae latency. In the course of exploiting dectric launchers, the Army should
consder initiatives which could enhance the redization of non-traditiona laser and high powered
microwave devices.

Draméatic improvements and unpardlded flexibility would attend the successful upgrading of
both Crusader and its rounds. Crusader has the power and volume to employ near-term
electromagnetic launch components that are volume and energy/power diversty limited (the
resson for the concerns about EM posshilities are man tank armament). With these and a
flexible sabot-rall combination, it could launch payloads ranging from 50 kg (approximeatey the
weight of the current 155 mm round) to 500 kg at the same muzzle energy of 10 MJ. The rounds
heavier than 50 kg would be non-bdligic and fly to and loiter at ther targets.

Such improvements would provide mgor enhancements (3x to 5x) for the overdl Joint force
in terms of combat effectiveness (measured in tons of lethdity delivered to the enemy) per ton of
sugtainment relaive to today’s means.

The Army’s program to enhance the capability for dismounted combat operations are dso
criticd for the current and future force. The maor technica chalenge has been, is and will
adways be the weight carried by the infantrymen. Today, the technology-dominated gpproach has
not met this chalenge

The ASB suggests two possible directions for a broader solution to this problem. The fird is
in the organizational and operationd (O&O) concept. It should be broadened from soldier as a
gystem to soldier team as a system because soldiers train and operate in teams not as individuas. .
This is not just an editorid nuance and it goes to the heart of solving the weight problem. As an
example, the team members could each carry an eement of a team corporate radio which as a
corporate radio has the required maximum performance. Each soldier would carry his smdler,
lighter part of the corporate radio that would have adequate but limited performance
characterigtics.

Smilaly, the teams should have a vehicle to cary the mgor (and heavy) dements of the
team’'s kit. The vehicle could dso provide the recharging capability for the many batteries
needed. The team vehicle will probably be paid for many times over just in the savings from
batteries.
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INVESTMENT STRATEGY

The current (FY98) Army Modernization Plan addresses improvements in terms of the
Investment Categories and Petterns of Operation for the near, mid and far term. At best, such a
methodology would account for contributions of an initiagive (eg. MIA2 upgrades, Crusader
development, Land Warrior, etc.) to Patterns of Operation or to tradeoffs among them. The
asurface interpretation (which the documentation creates) suggests it is a sorting with loose
holigic ties to Paterns of Operations or implied force capabiliies The Plan, while very
informative, does not provide a sense of absolute or relative priorities or the sense of overdl
integration so criticd to Army operations. It is Smilar to such plans for ar and navad forces
which are platform based and whose entity scale is hundreds to thousands smaler than those of

the Army.

The Invesment Strategy does not reflect possible contributions from commercid and non-
Army government programs, means, processes and technologies. It does not reflect the
significance of projecting the force, as an example, and tradeoffs that relate to this crucid force
cgpability. It does not reflect the inherent tradeoffs between information dominance and
protecting the force that is important to Army XXI but is at the core of the design of AA2010.

The Science and Technology priorities for AA2010 show these same fundamental shortfalls.
In the case of AA2010, positive interdependencies are a the heart of achieving the desired force
capabilities. In the case of both the invesment and S&T drategies, the Army is being limited by
its bottom-up and stovepipe mechanisms. Integration is the key to the future. It must be part of
the, Strategy for Investment.
Central  Recommendation

The firg and centra recommendation put forward in this report identifies a series of on-going
commercid and non-Army DOD devdopments whose exploitation could materidly benefit the
Army. An invesment Council is recommended as a means to sdect and focus attention on dl or
a subset deemed to be most adaptable and affordable. An example of the issues that might be
addressed are shown in the chat below. This agpproach would aso provide a means to
communicate to at least the Army, OSD and the Congress its priorities and its ability to leverage
developments outsde the Army. While it could be described as “Opm”, usng other people's
money, it is subgtantidly broader and more sophisticated than this smple description implies.
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Recommendation

, SCIENCE AND TECHNOLOGY INVESTMENT STRATEGY
EXAMPLES

Gain early access to participate in and influence programs which
could affordably underwrite  substantial capability 1mprovements in
AOE, Army XXI and AA2010 through

Major COMMERCIAL investments being made in
- Expanding air transport (passenger and freight)
- Providing innovative heavy and outsize cargo air lift
- Providing innovative fast sea lift
- Establishing seamless, synchronized, high throughput
intermodal means and processes
- Transitioning automotive propulsion to hybrid electric power
- Providing a capability explosion in worldwide access and high
bandwidth fiber and space-based communication networks
- Providing expanded space surveillance and mapping
+ Major GOVERNMENT, NON-ARMY investments to demonstrate
- Near-staring space-based MTI - SAR Tactical RSTA
(DARPA + NRO + AR
Survivable C2 on-the-move (DARPA)
Organic, high resolution battalion SAS (DARPA + DDRE)
A near-revolutionary C-130 replacement (AF+industry)
JSTARS

Concepts and Technologies for the Army Beyone 2010

As an example, the Army could employ as a sophisticated multifaceted adoption of both
traditiond and innovaive forms of ar lift and sea lift and the employment of Reserve
Component forces to generate, receive and sudtain the forces and project power rapidly and
affordably and in the most modem forms possble In doing so, it is partneing with and
leveraging the continuing strength and world class performance of the US economy. The bendfits
internal to the Army include bringing order and focus to the random and lesser-used process of
building on commercid drengths, invesments and modernizetion raie. Smilaly, the Army can
derive economies of scde from non-Army DOD developments.

RELATED RECOMMENDATIONS

High level interactions are needed between senior Army leaders and senior leaders from the
industry. The purpose is threefold:

1. Undergand where both traditiond and innovative capability growth is going and gain
a sat a the table in continuing discussons.

2. Formulate and execute programs within the Army to adopt, support and encourage
favorable developments (not necessarily limited to technologies but including means,
integrated capabilities and processes).

3. Understanding and acting on additional possbilities in these sectors particularly, on
one hand, where Allies and friendly nations could be beneficidly involved and, on the
other, where US government action and influence can be brought to bear in addition
to funding.
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DERIVATIVE RECOMMENDATIONS

L.

Within the Army, CG TRADOC and CG FORSCOM, assged by CG AMC, should
undertake a program to make a substantial improvement in modularity and
contanerization in dl its foms to achieve higher throughput, confident logistic
support and reduced choke points and concentration which might  atract  enemy
messures with unconventiond and conventiond wegpons and wegpons of mass
dedruction - nudear, bidogicd and chemicd.

The Army should formulae its expanded CRAF, Visa and APOE/APOD needs to
megt CINC requirements and JV 2010 needs for the future It should engage OSD,
JCS TRANSCOM and DLA in these devdopments.

The Army should employ the digitization cgpabilities to support CTCHike home
dation traning, digance leaning, misson planning and rehearsd and dter action
reviews

The Army <hould, in conjunction with OSD, undateke a program to leverage
commerdd communications in survivdbdle and enduring neworks and & the same
time exploit commeadd and nonU.S. soace survellance capablities

The Army should employ the Future Scout and Cavary Sysem and the Strike Force
inititive as tes beds to bring dong important technologicd innovations such as
- Hybrid dedric drive
- Directed energy and high power microwave wegpons
- Advanced active defenses
- DARPA “rockets in a box” program
- Sgndure managemeant
- Robatic vehides
-  Modulaity and containerization for dl phases of deployment and susainmentt.
The Army should change the organizationd and operationd (O&O) concept for the
ldier as a sys¢em (land warior) to the soldier team as a sysdem and dter priorities
and RDA accordingly.
The Army should prototype and expeiment with individudly and in combingtion.
- An EM veson of Crusder (as a P3l intigive) with a multicdiber launch
cgpability
- Loiteing rounds for a variety of purposes
e Close combat
+ “Rockets in a box”
« Longrange " atillay”
- Coopaaive engagement execution
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INTRODUCTION

This gopendix is a summary of the nine volume sudy accomplished by the Nava Studies
Board (NSB), with emphass on the technologies the NSB identified that the Defense Science
Board (DSB) studied. The purpose of this appendix is two-fold:

¢ Provide a broad overview of the nine volume NSB report.
o ldentify common threads between the NSB and DSB.

TERMS OF REFERENCE

The NSB terms of reference were to identify present and emerging technologies that reate to
the full breadth of Navy and Marine Corps misson cgpabilities. Specific attention was directed
to reviewing and projecting deveopments and needs rdated to the following: (1) information
warfare, dectronic warfare, and the use of survellance assts, (2) mine warfare and submarine
warfare; (3) Navy and Marine Corps wegponry in the context of effectiveness on target; (4)
issues in caring for and maximizing effectiveness of Navy and Marine Corps human resources.
Specific attention was directed, but not confined to, the following issues:

1. Recognizing the need to obtain maximum leverage from Navy and Marine Corps cepitd
assets within exiging and planned budgets, with emphasis on surveying present and
emerging technicd opportunities to advance Navy and Marine Corps capabilities within
these condraints. The review was to include key military and civilian technologies that
can dfect Navy and Marine Corps future operations. The technica assessment was to
evduae which science and technology research should be maintained in nava research
laboratories as core requirements versus what research the commercid industry could be
relied upon to develop.

2. Information warfare, eectronic wafare and the exploitation of surveillance assets, both
through military and commercid developments, were to receive specid atention in the
review. The efforts were to concentrate on information warfare, especidly defensve
measures that affordably provide the best capability.

3. The review was to recognize the serious threats to future nava missons posed by mine
warfare and submarine warfare. The NSB was to investigate both new congderations
such as increased emphass on shalow water operations, and current and future problems
resdent in projected worldwide undersea capability.
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4. Technologies that may advance cruise and tactical bdlisic missle defensve and
offendve capabilities beyond current system approaches were to be examined. Specid
dtention was to be given to counters to conventiond, bacteriologicd, chemicd and
nuclear warheads.

5. The full range of Navy and Marine Corps weagponry was to be reviewed in the light of
new technologies in order to generate new and improved capabilities (for example,
improved targeting and target recognition.)

6. Navy and Marine Corps platforms, including propulson systems, were to be evauated
for suitability to future missons and operating environments.

7. Application of new technologies to the Navy's medicd and hedth care ddivery systems
were to be assessed, redizing thet in the future Navy and Marine Corps personnel may be
cdled upon to serve in non-traditiond environments, and face new types of thrests.

8. Efficent and effective use of personnd were identified as being of criticad importance.
The impact of new technologies on personnd issues, such as education and training,
recruitment, retention and motivation, and the efficient mariage of personnd and
machines was to be addressed in the review.

9, The study was to evauate how technology could be used to enhance Qudity of Life
(QOL) and define militarily meaningful measures of effectiveness (for example, the
impact on Navy readiness). Housing, barracks, MWR facilities, commissaries, child care,
etc. were dl recognized as part of the QOL of nava personnd.

10. The study was to review the overdl architecture of modds and smulation in the DOD
(DoN, JCS, and OSD), the ability of the models to represent rea world Stuations, and
their merits as tools upon which to make technical and force composition decisons.

Tab 1 is a liging of dl nine volumes of the NSB dudy. It indudes a synopss of subjects
covered in each volume. Tab 2 is a summation of the recommendations found in each volume,

FUTURE ENVIRONMENT

In regards to the future environment, the study dtates that the future environment in which
the nava forces will play a key part is likdy to change much more rapidly than the nava forces
themsdalves can be changed. A great ded of adaptability must therefore be incorporated into them
from the dat. The identity of the issues shgping the future environment are Smilar to current
reports such as the joint drategic review (JSR) and the national defense pand (NDP).
Highlighting the list of issues is the reduction in oversess bases, the redizaion that joint and
codition operations ae likdy to become the norm, and the proliferaion of technologica
capabilities tha make it difficult for the U.S. to mantain its traditiond lead. This last point is
epecidly true regarding information technology and space based observation.

Severd issues will present difficulties to expeditionary operations. Anti-ship cruise missles
not only continue to thresten expeditionary operations, but the widespread availability of these
missles magnifies ther threat. Smilaly, the avalability of increesngly accurae, low cost
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guidance sysems for bdligic missles ae dso an increasng chdlenge to expeditionary
operations. Quiet, modern submarines and torpedoes will cruise the coastd regions we will
operate from, mines are becoming increesngly difficult to detect and diminae in the littoras
from the deep water region continuing through the shdlow water and ashore. Anti-aircraft
wegpons and sysems are becoming more effective and nuclear, chemicd, and biologicd
weapons continue to be a concern.

NSB: Future Environment*

x Fewer US. overseas bases

% Joint & coalition operations the norm

* Proliferation of technology & capabilities -hard to maintain
US. lead :
* Space observation
% Information warfare

*x High risk to expeditionary operations
% Anti-ship cruise missiles
% Accurately guided ballistic missiles
% Quiet modem submarines & torpedoes
* Mine warfare
% Effective anti-aircraft weapons & systems
* Nuclear, chemical, biological weapons

*Similar to DSB  High End Environment

The tasks that nava forces are required to perform have changed little over the decades and
are expected to continue in the future. They will include:

o Sudaning a forward presence
o Egablishing and maintaining blockades,

o Detering and defeating attacks on the United States, our dlies, and friendly nations,
and, in particular, sustaining a sea-based nuclear deterrent force;

o Proecting nationd military power through modem expeditionary warfare, including
atacking land targets from the sea, landing forces ashore and providing fire and
logigtic support for them, and engaging in sustained combat when necessary;

o Ensuring globa freedom of the seas, airspace, and space; and

o Opeating in joint and combined settings in dl these missons.

Many explorations of new technicd and operationa directions are under way in the nava
forces-in approaches to using information in warfare, in the emerging Marine Corps
Operationd Maneuver From the Sea doctrine and concepts of operation, in personne
management, in ships, arcraft, submarines, wegpons, and their employment and logistic support,
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and in joint operations and usage. These new directions, which imply radicd change in the future
nava forces, have dready begun to creste the entering wedges of capability upon which future
nava forces will be built. The emerging capabilities must be tested operationdly in the forces
and ther ultimate deveopment guided in directions that will ensure ther viability. When these
directions are determined, the new capabilities must then be joined with exiging long-term
invesments in C4ISR systlems, wegpon sysems, and platforms that will reman usgful in any
kind of navd force for years and decades to come, in an evolutionary approach to restructured
naval forces.

One such evolutionary gpproach is depicted in the illugration below. The figure shows the
decades between 2000 and 2040 during which many existing wegpon systems and platforms will
reach the end of their sarvice life (ESL), and during which replacements embodying the new
cgpabilities could enter the forces. The implementation schedule shown is not a “hard and fast”
recommendation, but illudtrative. It recognizes that some invesments, such as those in mgor
ships like arcraft carriers and a generdtion of combat arcraft, have very long service lives, and
that wegpon sysems, like the family of atack badligic missles described previoudy, will take
time to deveop with dl the technicd characteridics that advance them sSgnificantly beyond

today’ s weapon systems.

2000-2010 2011-2020 2021-2030 2031-2040
0 QUS gro 0 Q 0 pab
O ous enhancement af-personnel.capab 3 ad on.of.'overhead
O on o arinee Corps to O nde
Reengineering o e 10g

CG-47, DDG-51, Arsenal ship, SSN-688, SSN-21

E""“:“’ ESL Nimitz ESL

F/A18-E/F ; e ghte

NSB FINDINGS

The aress listed here are not dl inclusive of the NSB study, rather items that are common to
aress the DSB studied.

198



SURFACE SHIP AND SUBMARINE DESIGN

All future ship and submarine desgns will be aie to take advantage of fully integrated,
digributed sensors, actuators, and automation to minimize crew Sze and maximize system
peformance with the smdler crews. It will be possble to retrofit exigting ships and submarines
with these cgpabilities as wdl. A dgnificant sart has been made in this direction by the Navy's
“gnat ship” demondration. In future ship and submarine designs, and in planning retrofits to the
extent feasble, the crew, the logigtic support, and integrated damage control will dl have to be
considered parts of the system from the gtart, and the entire system designed as a whole.

Additiond desgn features made possble by advancing technology will include

e Peassve ggnature reduction and capability for sgnature management in al regimes,
for enhanced gedth and survivability;

e Integrated eectric power sysems and advanced dectric drive for more efficient and
effective arrangement and use of ship volume

e Surface ship dructures made of compodte materids, for reduced sgnature and
maintenance;

e Advanced hull forms to enhance speed, seakeeping, and stealth for surface
combatants, and

e Open achitectures with modular design to enable more rapid and less expensve
maintenance and upgrading of wegpon and other ship and submarine systems.

Future tacticd submarines will embody much advanced technology, especidly in sensors,
dedth, power dendty, and efficiencies attending the development of dectric drive and
continuing research in nudear plant desgn. They will have multimisson capability oriented
toward support of expeditionary nava force operations. This will include the &bility to launch
and recover auxiliary vehicles. The submarines will be able to fire large numbers of land-attack
missles from appropriately designed verticd launch sysems, and they will need the ability to
communicate with the combat information sysem to enable them to cary out sustained attack
missons againg targets on land when hodile detection and land-based defenses pose
unacceptable risks to the surface fleet or its missons.

INFORMATION IN WARFARE

Information superiority must be established as a warfare area under an integrated
organizationad dructure with responsbility for resource planning, program development, and
budgeting for dl Navy and Marine Corps information sysems and services that are not unique to
individua plaforms or wegpons sysems. An information-inwafare sysem for achieving
information  superiority comprises

o Information sources, communications sydems, information processing and fuson
sysems, and decison support and display systems, dl seamlesdy integrated by an
infragtructure;
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« The means for protecting these information sysems and services by making them
diverse, secure, and robust to attack or countermeasures; and

o The means to deny hogtile forces the ability to degrade, disrupt, and/or utilize these
information  systems.

Today these three components are pursued separately and with unequal emphass. The
Department of the Navy must establish an organizational structure that integrates the
development, protection, and denid of information sarvices across dl navd plaforms in a
“sydem of sysgems’ context. The importance of maintaining a tight coupling between
information sources, systems, and services to include intdligence, sensors, MCG  (mapping,
charting, geodesy), command and control, weapons, and targeting systems cannot be
overemphasized. We ae rapidy moving into an informationrich era involving highly mobile
forces, precison-guided wegpons, exquiste globd dtuation awareness, focused logittics, and
full-dimensona protection of our forces. Information superiority must be the centerpiece for any
vison of joint and codition force operations in the 21t century. Information superiority will not,
however, be viewed with the importance it demands unless nava officers are rewarded, career
paths established, and education programs put in place within this warfare area.

NSB: Sustained
Information Superiority

x Technology:

% Advanced space systems-navigation, communication,
surveillance, environmental observation

* Vast commercial infrastructure-space & terrestrial fiber
% Information acquisition & manipulation technologies
* Information warfare-offense & defense
» Offensive “cyber-warfare™a new kind of conflict
x While surveillance, counter-surveillance & EW continue & improve
* Operational significance:
% Naval forces will have to adapt to the commercial infrastructure
% Information superiority, an integrated warfare area
» Requires professional corps of people
% Information understanding, the most critical problem

DSB: Communications, ISR, and information Control
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NSB: The Role of Information In Warfare
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DSB: Communications, ISR, and Information Control
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FAMILY OF LAND-ATTACK MISSILES

Based on the high responsiveness, rate of fire, and precison of rocket-propelled guided
missiles, it is projected that achievable future advances in the missle technology and reduction
of ther cogs will make it possble to gregtly enhance the suitability and utility of such missles
for ship- and submarine-launched atack sysems. A family of such missles of different szes (5-
in., 10-in., and 21 -in. diameters) for dtrike, interdiction, and fire support will give the flegt greatly
enhanced firepower and surge cgpability, alowing effective engagement of large numbers of
targets of many kinds a various ranges in very short times. With agppropriate guidance the
missles could aso be used againg seabome targets, and the smaler missles in the family could
be adapted to air launch.

The proliferation of such attack missiles will affect the design of surface ships and
submarines, and it will influence how combat aviation is used by the fleet. Because it can have
such far-reeching effects, phased introduction of this capability is visudized. The missles would
be developed and used from avalable and currently planned launch tubes in the early phase.
Commitment to magor system, doctrine, and force dsructure changes would follow as the
technology (including the anticipated cost reduction) proves itsdf and the forces gain confidence
that the anticipated benefits will be redized.

The Navy's “asend ship’ initiates and exemplifies the concept of a ship powerfully armed
with missles of the kind described, and others, to be available for the fleet to engage opposng
forces pinpointed by the nava forces joint targeting system. Studies of the tradeoffs between
effidency and effectiveness, on the one hand, and the vulnerability of a large increment of
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military power embodied in one or a few ships, on the other, are needed to guide decisons about
optima numbers of such ships and of missle launch tubes on each such ship. After experience is
ganed with such ships, detaled sudies of the comparative economics and effectiveness of
arcraft- and gun-based sysems and the missle-based systems, including consderation of dl
platforms and weapons in redidic scenarios involving the land, sea, and air forces, will be
needed to design the mix of such systems in the overdl forces.

NSB: Land Attack Guided
Missiles from the Sea

* Technology:
* Family of missiles (5% 10", 21")
* Integrated precision targeting system
* Ranges from 100600 km
% High accuracy
* Improved destructive capacity
* Lower cost
* High VLS packing density at low launcher cost
* Operational significance:
% Greatly enhances fleet firepower & flexibility
% Can also provide significant firepower for a small force

DSB: Seamless Force Employment
Force Protection

FLEET AVIATION

Piloted arcraft for atack will continue to be needed in dtuations requiring the pilot's
adaptiveness on the spot, visud target identification, delivery of larger warheads than the land-
attack missles will be able to cary, and sustained campaigns where the prospect of arcraft
losses remains low. Defensve counter-ar will be able to take advantage of networked,
multigtatic targeting techniques, enabling longer-range engagements with ar-to-air missles and
surface-to-ar missles in the “forward pass’ mode and dleviaing the predicament, which is
expected to persd, that foreign short-range ar-to-ar missiles will closdy maich those of the
United States in performance. Aircraft providing close ar support will add locdly to the high
volume of surfacellaunched fire support to hep sustan the rapid pace of future ground
operations.

New arcraft engine, structures, and flight-control technologies are expected to reduce the
weight pendty for the short or vertical takeoff and vertica landing capability of fixed-wing
arcraft. Thus, specia emphasis on short takeoff and landing (STOL) or short takeoff and vertical
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landing (STOVL) arcraft capable of flexible operation from a variety of ships and land bases is
warranted for the next generation of fixed-wing nava force combat arcraft.

Preservation and enhancement of dedth in arcraft desgn will continue to be essentid.
Greater atention will be needed to reducing infrared Sgnatures of arcraft to mitigate the threat
of shoulder-fired, infrared (IR)-guided surface-to-air missles (SAMs) a low dtitude and of IR-
guided ar-to-ar missles in ar combat, and there will be technologies to help in this area; the
problem will intendfy as daing IR arays ae introduced into the wegpons. Advanced
aerodynamics, microsensor activated controls, and materids permitting higher arcraft engine
operating temperatures will offer the opportunity to expand the arcraft flight envelope, while
new design and manufacturing technologies are expected to reduce production costs
sonificantly.

There will dso be a mix of unmanned agrid vehides (UAVS) in fleet aviation. At one end of
the mix will be high-dtitude, long-endurance craft that may operate from carriers or be refuded
from them in the ar to provide the equivaent of a survellance satelite in sationary orbit over
naval forces a sea. At the other end of the mix, UAVs flown and recovered from carrier decks
will be used for targeting opposng ground force dements and for other combeat-related
applications.

Aeid dements of amphibious operations, including attack hdicopters, may be launched
from large-deck cariers as wel as from amphibious ships. Findly, the carriers will continue to
operate ASW arplanes and hdicopters, and other arcraft involved in surveillance and logigtic
support.

Carriers will thus become increasingly versatile as multipurpose ar bases & sea Carier
design can be expected to evolve in diverse ways with the need to operate dl the existing and
new kinds of nava force arcraft. All of the technology advances in crew reduction, signature
management, and lightweight superstructures that will shape the next generation of surface
combatants will be applicable to and beneficid for cariers.

MINE W ARFARE

The Pand on Undersea Warfare chose to utilize the classfied Navad Studies Board report
Mine Countermeasures Technology as dating point for its examination of mine wafare
technology. The panel also took account of the 1995 White Paper issued by the Chief of Nava
Operations cdling for a mgor sea change in the Navy's approach to MCM operations.
Specifically, Admira Boorda directed that the Navy’'s MCM force be trandformed from a
dedicated on-cal force to an organic force capable of traveling at battle group speeds, and that
MCM be maingtreamed into the fleet as a professona competency at al ranks and rates.

The pand’s ddiberations were guided by a view of MCM capability that enables effective
pursuit of the following three objectives (1) reduce the mine threat to its absolute minimum at
each phase of an operation; (2) obtan maximum leverage of dl avalable MCM assats, and (3)
reduce the 9ze and weight of dl MCM systems without sacrificing capability. The pand believes
that these objectives can be achieved and that a balanced MCM force, organic to the fleet and
capable of removing the mine threat in keeping with an assault timetable or power projection
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schedule, can be achieved a relaively modest cost by the year 2005. Further, the pand has
identified technologies whose far-term development would provide the Navy and Marine Corps
team with an effective MCM capability well into the mid-21 & century.

Five man thrus arees must be pursued in order to meet the Mine Counter Measures
chdlenge of the future

1. Robug intelligence, surveillance, and reconnaissance capahility.

2. Integration of MCM as a capability organic to the battle force. This includes specific
MCM capability resdent on sdected battle group combatants and expanded MCM
cgpabilities provided by MCM ships and hdicopters that are transported with the
battle group or the amphibious ready group (ARG).

3. Technologies that address primarily the very hodile mine detection and neutradization
environment of the surf zone and the craft landing zone. These generdly fdl into the
brute force category.

4. Advanced networked sensor and wegpon systems condsting of controllable mines and
including autonomous and semiautonomous detection devices.

5. Application of cod-effective mine shock hardening and acoustic and magnetic
sgnature reduction technologies in al new condruction ships.

On the path to the MCM capabilities of 2035, the pand believes that the near-term concegpts,
technologies, and systems should, when integrated with exigting capability, provide the Navy-
Marine Corps team with the ability to clear mines in dride by the year 2005 or ealier, a
reasonable cost. The panel kept several objectives in mind when evauating these concepts and
technologies. The firg objective is to pare the mine threat in a given campagn to the minimum
that must be dedt with effectively as a function of three phases of the campaign-the most critica
phase in which the firg forces are inserted, the second phase when the heavy. manpower and
logistics must be landed, and the third phase when maximum sea-based traffic is expected. From
the MCM dandpoint, the mgor digtinction between the phases involves the channd widths to be
cleared and the time to do so. The second objective is to achieve a balanced and flexible MCM
system cgpable of countering the full spectrum of mine threats. The third and find objective is to
select concepts that will add clearance speed and efficiency to the MCM system at minima costs
and that can be implemented in the near-term future.
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NSB: Minefield Neutralization

* Technology:
* Intelligence, surveillance, reconnaissance-know where the mines are!
* SWATH craft <30 tons for hunting, neutralization, sweeping
% Expendable mine neutralization vehicle, usable by air & surface platforms

% Modem version of Navy’s 1960s “CATSKILL"” concept: specially outfitted
LSD-41-type ship, deployable with ARG
% Explosive excavation to create channels

* Night operating capability for surface
& air MCM forces

% Upgraded tactical decision aids

% Future possibilities:
« “Parallel” approaches

% High acoustic pulse power
% Operational significance:
*. Negation of minefields within

expeditionary operation timelines-
achievable by 2005

DSB: Seamless Force Employment »

GROUND FORCE OPERATIONS IN POPULATED AREAS

Two aspects of such operations especidly merit top-level attention:

Making certain that there is adequate and accurate intelligence preparation to enter
unfamiliar foreign areas where the loca leaders and tactics could surprise and defesat
U.S. forces. This will require some “educated guesses’ about where such areas might
be, as well as years of advanced preparation of plans and reading-in of potentia
commanders, dong with the willingness to have some of that effort wasted because
the need to use it may not arise.

Extending the techniques and the intelligence preparation to terrorism and other
nonconventional means of warfare,

LoGIsTICS

Key areas for attention and application of modern technology include:

Providing for didtributed, computer-asssted readiness support, moving many support
functions from sea to shore in the continentd United States (CONUS) or a few
forward bases, and taking steps to reduce personnd and use them more efficiently in
shore inddlations and operations, just as is planned for shipboard;

Enauring total asset vighility from source to user, to reduce wadte through excessve
supplies in the systlem and to speed delivery of supplies,
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« Building the system around containerized supply delivery compatible with
commercid intermoda transport systems;

« Improving the capability for ship-to-shore transport, especially for movement over the
beach, and for “retail ddivery” to users beyond the beach; and

o Enauring compatibility with cvilian sysems, snce they may be cdled on to hdp
when military capacity runs short.

Munitions conditute a large fraction (on the order of 40 percent) of the wartime logistic load.
Shifting much of the gstrike and fire support from unguided bombs and shells to more frequent
use of guided wegponry, and from air-launched to tubelaunched weapons, is expected to
ggnificantly reduce the time required to defeat large target complexes and is therefore likdy to
affect ammunition resupply requirements for ships & sea and forces ashore in  currently
unpredictable ways.

UNDERSEA WARFARE

NSB: Submarines

* Technology:
% Submarine platform design improvements
% Included in combat suite:
* Covert information gathering & IW capability
* Family of land attack missiles
+ Launch & control of UUVs, control of UAVs
% Launch & recovery of larger SOF operations
x* Adequate, secure communications
* Operational significance:
% Much greater submarine capability to support forces ashore

* Stealthy forward combat force when or where risk to surface fleet is
unacceptable

DSB: Seamless Force Employment
Force Protection

At some poaint, in less time than it will teke the United States to caich up again, hodile
submarines in this environment could be in a pogtion to serioudy inhibit operationd maneuvers
from the sea. Attention and funding to a levd sufficient for the following tasks will have the
greatest payoff for ASW:
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« Extending the opportunities for passve detection, by taking advantage of advances in
microsensors and fiber optics for very large sensor arrays and advanced computing to
perform coherent signd processing;

o Applying the aray sgnd processng mathematics and computing developed thereby
to multigtatic, active detection and tracking;

o Pursuing multispectrum active and passve nonacoudtic sensors in pardld  with
acoudtic sensor  development;

o Netting dl the fixed, surface, ar, and submarine ASW assts in a cooperdive
engagement mode, and providing the essential tactical communications with
submarines, both underwater and on the surface; and

« Improving antisubmarine wesgpons and counterwegpons, with specid  etention  to
advanced warheads and peformance in adverse littord environments agangt
sophisticated countermeasures and tactics.

Even with the increasng atention being given to countermine warfare by the navd forces,
rgpid minefidd clearance to protect shipping areas and to faecilitate over-the-shore nava force
operations remans a difficult problem. Still needed are better means to rapidly focus
countermine operations, and means for rapid minefidd clearance, especidly in the surf and craft
landing zones. The former can best be accomplished by atention to intelligence, surveillance,
and reconnaissance that will dlow mine interdiction, minefidd avoidance, and concentration of
mine countermeasures (MCM) assets only where mines exist. The Globa Postioning System
(GPS) aboard dl MCM and trangting ships and craft will permit sgnificantly narrower cleared
channels. Many smdl (eg., 30 tons or less) sea and ar MCM plaforms supported by a suitable
amphibious-type “mother ship.”

MODELING AND SIMULATION

e The Depatment of the Navy must take a new look a modeing and smulation

(M&S).

-~ The very nature of warfare is changing, perhaps dragticdly. The U.S. style of war
is becoming technologically complex and dependent on distributed and
interconnected systems. Modding and smulation will be core tools for planning
and conducting warfare as revolutionary changes in military affairs teke place
especidly snce intuition based on past wars will become less helpful over time.

- Independent of Navy and Marine actions, M&Swill be degply embedded within
joint command-and-control systems. Without enhanced efforts, the Navy and
Marine Corps will not undersand the strengths or limits of such modds and
samulations, nor be proficient with them.

- M&S will aso become a core feature of system development and acquisition, as
is the case dready in leading-edge civilian industry. Because of its centrdity,
M&S should be seen as an enterprise technology in itsdf-part of the revolution in
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business affairs that is now a key dement of the Department of Defense's DOD’s
overdl drategy.

All of this suggests that the Department of the Navy needs to make an dtitude shift regarding
M&S, which has never previoudy merited a high priority for leadership atention. Today, what is
needed is a drategic commitment to exploiting M&S.

The entire sudy is available on the intemet a: http://AMmww2.nas.edu/nsh2/tfnf.htm

SUMVARY CF RECOMMENDATI ONS FROM VOLUMES 1 THROUGH 9 OF THE 1997
NSB STUDY

VOLUME 1: OVERVIEW

1. Pan and implement an aggressve program to creste the entering wedges of capability
that will pogtion the nava forces to meet the chalenges of the 21st century. Key
technical capabilities anticipated by this study include:

e Information superiority as an integrated warfare areg; capitalizing on and adapting to
the vast commercid infrastructure;

e Technologica support for highly qudified, better trained, and better educated people,
retained in the force longer;

e A family of rocket-propeled, surface- and submarine-launched, land-attack guided
missiles (adaptable to ar ddivery and to other missons);

e In combat arcraft: STOL, STOVL, standoff, and stedth;

e Air-to-ar cooperdive engagement a long-engagement ranges,

e Stedth and automation in ships, which must be designed as complete systems,

e Unmanned aerid and underwater vehicles providing essentid capabilities for combat;
e Greatly expanded capability of submarines to support forces ashore,

e Advancing ASW through coherent signd processing and cooperative engagement in
undersea warfare;

¢ Becoming able to clear mines regpidly during expeditionary operations,

e Ability of smdl units to neutrdize large, built-up, populated areas with minima
casudties and collaterd damage;

e A logidic sysem based on the use of modem information technology with lift, ships,
and processes tailored for supporting forces a sea and ashore from the seg;

e Modding and smulation applied to acquistion, readiness, deterrence, and warfare:
theory and methods to suit the needs of future naval forces for deterrence and warfare.
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VOLUME 2: TECHNOLOGY

L

Information technology will dominae future wafae and must be devaed in priority.
Rapid access to gppropriate knowledge a dl levels will optimize warfighting and criss
reponse  cgpabilities.  Commercial technologies in knowledge extraction, data
management, and data presentation, together with unique military technologies in data
fuson and automatic target recognition to ded with the increased complexity and tempo
of wafae must be pursued. The Depatment of the Navy should develop offendve
information and eectronic warfare technologies to find, identify, and attack adversary
sysems and to drengthen navd systems.

Computer technology will be a mgor enabler of future naval operations. Computers will
enable enhanced situational awareness, realistic modeling and simulation, faster
warfighting decisons, more effective wegpons, lower-cost platforms, and more efficient
and effective use of people. The Depatment of the Navy should exploit the continud
evolution of commercid computer technologies into robust computationa systems.

The Depatment of the Navy should underteke early exploitation of the new innovations
in commercid communication satelites and fiber optics to acquire the necessary
increased bandwidth and diverse routing for future networking needs.

Nava operations are increasingly dependent on enhanced sensor data to provide
situational awareness, target designation, weapon guidance, condition-based
maintenance, plaiform automation, personnd hedth and safety monitoring, and logidtic
management. The Department of the Navy should provide continuing support of sensor
technology for areas critica to future nava operations. Specid atention should be given
to applications of microdectromechanicd sysems technology because it offers the
advantage of low-cost, high-capability sysemson-achip tha will endble future
cooperative sensor networks.

Automation increases manpower effectiveness and warfighting capability by performing
routine functions, conducting superhuman and hazardous operations, and minimizing
casudties The Depatment of the Navy should fidd a vigorous program in the
technologies for chip automation that will redize these benefits Unmanned aerid
vehides and unmanned underwater vehicles will play a mgor role in future naval warfare
as surveillance, communication, targeting, and weapon-guidance platforms. The
Depatment of the Navy should support technology developments to increase misson
duration and operationd capability, enhance sensor payloads, and increase survivability.

Economic and socid conditions will force the Navy to conduct its future missons with
fewer people and lower overdl manpower costs. To accomplish this, the Department of
the Navy should exploit the technology advances in communications, information, hedth
care, biotechnology and genetics, and cognitive processes to enhance human performance
through expanded education and training, improved persond hedth and safety, and
enhanced qudity of life throughout the Navy and Marine Corps.
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7.

10.

11.

Materids are used in every aspect of navd operations. In the future, entirdy new and
enhanced exiging maerids will be desgned and manufactured usng a computationd
goproach in which the physica and mechanicd properties of materids are understood on
an aomic scde. The nanophase materids engineered in this way will be tailored to meet
specific requirements and to be reiable and robust a lower life-cycle cost. The Navy
should gtrongly support the development of this new materids design and processng
approach.

Direct eectric drive for ships and submarines offers unique advantages for the future
naval forces in the areas of reduced volume, modular flexible propulson units lower
acoudic sgnatures, enhanced survivability, and the enabling of new cgpabilities. The
power and propulson technologies of efficient gas turbine propulson units, modular rare-
eath permanent magnetic motors, and power control modules have matured to the point
that the Depatment of the Navy should place a high priority on the development of new
dl-dectric ships with the associated drive, power-conditioning, and distribution systems

Battle-space awareness, communications, target identification, navigetion, wegpon
guidance, and tactica planning dl require red-time undersanding and forecasting of the
aimospheric, space, and sea environments of operation. Globa weather modes with
improved satellite data on winds, temperature, solar inputs, and so on will permit the
generation of accurate weather forecasts. Space weather forecasting of solar disturbances,
scintillation phenomena, and other disturbances will be modded based on red-time
satelite data

Large-scadeprocesses within the Department of the Navy, such as platform acquisition,
logigics management, resource planning, misson planning, and personnd management,
ae mgor codt drivers of nava operations. Information technologies are becoming
avalable tha can revolutionize the execution of these enterprise processes with a
resultant substantia reduction in manpower, cycle time, risk, and cost. The Department
of the Navy should drongly embrace and support these information technologies for
enterprise-wide processes.

Science and technology will continue to be the essentid underpinning for maintaining
superior Navy and Marine Corps warfighting capabilities. The Department of the Navy
should follow a three-pronged dorategy: (1) exploit ragpidy evolving commercid
technologies, such as computer, information, and communication technology, and
biotechnology; (2) maintan technicd leadership in non commercid aess of navd
importance, such as wegpons, sensors, oceanography, and naval platforms and (3)
continue to support vigoroudy those areas of fundamenta, long-term basic research,
primarily conducted a universties from which new underdanding and new nava
technologies evolve.

VoLuME 3: INFORMATION IN W ARFARE

1. Establish and treat information superiority as a warfare area. Provide a mechanism

for coordinating adl Navy Depatment command, control, communications, computing,
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intelligence,  survelllance, and reconnaissance (C41SR) resources, requirements, and
anning.

2\' merc%mism must be found to coordinate al aspects of information superiority across

both Navy and Marine Corps C4ISR endeavors, giving due consderation to the evolving

missons for nava forces and to current and future cepabilities for ISR performed by

other Services and agencies. If edtablished, such a mechanism could greatly enhance the

cgpability of joint operations with other services.

. Encourage information superiority careers. Educate dl officers, regular and reserve,
about the information technologies, resources, and systems needed to support future Navy
and Marine Corps operations, define a cadre of specididts; and identify a career path to
flag/generd  officer rank.

Adopt commercial information technology, systems, and services wherever possible.
Develop technologies only for specid Navy and Marine Corps needs such as low-
probability-of-intercgpt  communications and connectivity to submerged platforms. When
necessary, develop technologies to fit nava specid needs such as those for multiband,
multifunctiond antennas, communications to undersea platforms, and  low-probability-of-

intercept and antijam-capable communications systems.

Modernize information systems and services aggressively. Srive to involve
operational users, research commands, and acquistion organizations in a cohesve
relationship that dlows the continued ragpid insertion of advanced information systems for
use by Navy and Marine Corps forces. TheNavy Depatment should continue to modify
and adgpt the acquistion system, in collaboration with the warfighter, to allow
accderated demondrations of advanced information technologies and the rapid fieding
of new information sysems. Where feasble, it should adopt commerciad systems and
adapt nava applications to their capabilities, rather than develop service-unique systems.

Focus information infrastructure R&D. Méake integration of diverse commercid
sarvices and DOD-unique links a primary focus of information infrastructure and network
research and deveopment. The Navy Department should pursue sdected R&D focused
especially on crossnetwork  interoperability, involving commercial-to-military
communication and interoperability, civil-to-militay and military-to-military, such that
seamless integration and transfer between these networks is easlly achieved (ar and space
communications to submarines is a good example).

. Manage data sources. Edablish a clear policy desgnating responghility in the Navy
Depatment for identifying, organizing, dassfying, and assuring dl relevant information
sources tha permit information extraction and communication from multiple remote
locations. Invest in research on and development of tools and techniques to facilitate this
shared informaion environment. Ensure timey and convenient access to dl rdevant
information sources by naval assats.

. Extract relevant information and knowledge. Adopt commercial data-mining
technology for nava applications and pursue a theory of information understanding and
apply it to target recognition.  Establish naval expertise and fund data-mining
technologies from commercial technologies adopted for naval applications. In
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conjunction, emphasis should be placed on stimulating advances in recognition theory for
the extraction of criticd understanding and information.

8. Exploit commercial sensing. Congder commercid space-based imaging sysems and
tools for exploiting them, as well as mechanisms for didributing data, in support of nava
gpplications. The DOD and the Depatment of the Navy should adopt acquisition
drategies that teke maximum advantage of the capabilities provided by commercidly
avalable space- and arborne imaging systems and should seek to exploit spin-offs of
commercially developed sensor technology for application to military-unique
gpplications.

9. Exploit National and joint sensors. Provide onling/direct connectivity to navd
platforms and Marine Corps units to support long-range and precison-guided munitions.
The Depatment of the Navy must continue to integrate nava sensor systems with
Nationd and joint systems to provide near-red-time wide-area survellance and target
identification in support of force projection ashore. Investment should be made to provide
digita connectivity and direct downlinks to support robust CAISR, as wel as sensor-to-
shooter architectures for long-range and precison-guided munitions. When early externd
support cannot be ensured, the Department of the Navy should consider the development
of organic sensorsto sustain Forward . . . From the Sea dominance.

10. Make information warfare operational. Integrate defense and offense and develop
needed technology, systems, tectics, tools, and inteligence support. To develop the
capabilities required for information warfare in 2035, the Department of the Navy should
continue to make information warfare activities operationd by integrating defensve and
offensve dements a the control of the war-fighter and by investing in the development of
specific technology for support of countermeasures and defensve capabilities, offensive
tools and tactics, and inteligence capabilities.

VOLUME 4. HUMAN RESOURCES

Eight dtrategic objectives that the NSB believes deserve the attention of the Chief of Navd
Operations (CNO) if our nation's nava forces are to develop and maintain the human resources-
the human peformance and competence-they will need to meet the chalenges of the 21
century. The eight Strategic objectives are as follows:

1. Recruit a higher proportion of people with above-average abilities, including aready
trained people through lateral entry, and retain high performers for longer periods.

2. Reduce the numbers of sailors required on ships and ashore, and incresse their
performance by investing in ther professond development and persond well-being.

3. Emphasize education for officers as an essentid part of career development, especidly
education in science and engineering.

4. Invest more in the converson of conventiond forms of training to technology-based,
digributed training.
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Provide for significant advances in the development and application of medical
technologies for reducing combat casudties and desths.

Strive for a duty, career, and persond life environment that increases retention, enhances
readiness, and promotes performance.

Invet more in people-centered research to support the introduction of useful new
technologies and to increase efficiency.

Devdop a more integrated sysem for managing people in response to advancing
technologies, in order to incresse efficiency and improve readiness.

VOLUME 5: WEAPONS

L

Surface-to-surface (aso gpplicable to subsurface-to-surface and air-to-surface): a family

of low-cog, high-volume, long-range precison balisic weagpons, and

« Air-to-air: a new wegpon to support a long-range engagement capability that exploits
arrborne cooperative engagement capabilities (CECs).

Air-to-surface: continue the trend toward smart precison sandoff and direct-attack

munitions.

. Cruise missile defense/antiballistic missile (CMD/ABM):  continue the pursuit of an

integrated, dl-platform, multilayer defense with a variety of wegpons.

Undersea warfare: weapons optimized for offensgve and defensive operations in littora
regions.

Offensive/defensive mine warfare: mines operated by networked sensor systems.

Special techniques: emphasize specid lethd and lessthan-lethd warfare techniques as
well as an integrated WMD defense.

VOLUME 6: PLATFORMS

Ship  Technology Recommendations

1. To minimize manning, increase reliability and survivability, enhance system

upgradability, and reduce life-cycle costs, develop and introduce component-leve,
intelligent, didributed ship sysems automation technology, including the following:

o Microprocessor-based intelligent sensors and actuators;

o Rdiadle secure communications a dl levels, including peer to peer;

o Intdligent operation, monitoring, maintenance, and damage control doctring; and
« Commercid open architecture systems adaptations.

2. Aggressively pursue integrated electric drive integrated power and propulson systems,

devdlop and exploit quiet, high-dendty permanent magnet propulson motors, exploit
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advances in semiconductor technology to develop power dectronic building blocks, and
begin a-sea testing and evaluaion of system performance. These approaches offer high
potentid for reducing signatures and decreasing life-cycle costs.

3. Expand dgnaure reduction initiatives in the following aress
o Composite materids,
o Advanced hydrodynamics and power systems,
o Closed-loop degaussing, and
o Advanced hull forms

Air Technology Recommendations

1. Pursue technologies that reduce tekeoff and landing footprints and improve the payload
range and the endurance of manned and unmanned air vehicles.

« Sow-speed laminar flow control;
o Highlift aerodynamics,
o Lightweght, high-grength compostes;
o Core engine performance enhancement;
« Vaiable cyde engines,
« Smadl, high-peformance, heavy-fud engines and
« Integrated flight and propulson control.
2. Exploit commercid developments in high-cgpacity, long-range data links.

3. Emphasize technology developments focused on reducing the cost of enhanced
survivahility.

Submarine Technology Recommendations

1. Exploit the spectrum of payload technologies to provide future submarines with an
integrated payload system that is flexible and modular and can covertly carry, launch, and
recover a wide range of future weapons, sensors, vehicles, and forces. Develop
submarine-launched off-board vehicles, both UAVs and UUVs, for use across dl misson
areas.

2. Aggressively pursue a dable, extensve R&D program for the continuing andyds and
guaranteed quality of submarine stedth. This program must address al aspects of sedth
technology, including hydrodynamics, acoudtics, nonacoudtics, and dgna emissons, in
an integrated systems agpproach.
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3.

Upgrade submarine sensors and their connectivity, thereby improving the submarine's
ability to sense, process, and fuse information through the application of rapidly
advancing technologies. fiber optics, acoustics and nonacoudtics, lasers, high-speed
computers, and other innovations.

Sgnificantly improve submarine power dendty as a key to the improvement of payload
capacity, warfighting effectiveness, and survivability. The space and weight fraction
dedicated to energy production and didribution must be reduced in submarine man
power, auxiliary power, wegpons, and off-board vehicles.

VOLUME 7: UNDER SEA WARFARE

Antisubmarine  Warfare  Recommendations

L

3.

Egablish and maintan a dedicated long-term program, centered on a-sea measurements
and tedts, to provide the science and technology bases for pushing active and passive
acoudtic array gain to the limits imposed by the ocean. Decades of experience have shown
that advances in ASW come about only as a result of such programs.

Focus passve and active ASW sonar development on exploitation of the ocean’s intrinsic
coherence and on use of large volumetric arrays, as enabled by massve computationd
power, miniaturized sensors, and high-bandwidth transmisson links, with a god of 20-
dB or greater detectability gains beyond near-term programmed improvements.

Develop networked-distributed sensor  fields, induding unmanned platforms (eg.,
unmanned underwater vehicles (UUVS), unmanned aerial vehicles (UAVs), and
satdlites), for both submarine detection and loca environmentd characterization.

Develop wegpon concepts and technologies that will exploit distributed sensor networks,
permit rapid response, and provide more capability againg countermeasure-equipped
quiet submarines and torpedoes.

MINE WARFARE RECOMMENDATIONS

Near Term

1

3.

Implement a factory-to-seabed intelligence, survelllance, and reconnaissance capability,
usng a full st of ISR methods, incduding survellance by sadlite, amospheric and
undersea manned and unmanned vehicles, submarines, human inteligence assets, and
specia forces.

Deveop technologies that will provide navd forces with organic MCM capability,
including helicopter-compatible sweeping and hunting equipment, remotely operated off-
board surface or UUV sensors, and on-board MCM sonars.

Aggressively pursue the development of so-cdled brute force technologies that will

neutralize mines and obgtacles in the very shdlow water zone, the surf zone, and the craft
landing zone.
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Far Term

L

Develop technologies for advanced networked sensor and weapon systems consisting of
the falowing:

Autonomous and semiautonomous networked undersea systems using smdl, autonomous
undersea vehicles, bottom-crawling variants, and fixed sensors for far-forward covert
MCM; and

Controllable mines with remote fail-safe command and control (C2) and selective
targeting.
Develop next-generation MCM ships as smdl platforms capable of sea State 4 operation,

caried by a mother ship capable of battle group speeds. Develop the lightweight hunting
and sweeping technologies required for these smaler units.

Apply reasonable mine shock hardening and effective acoustic and magnetic Sgnature
reduction technologies to al new-congtruction ships.

VOLUME 8: LOGISTICS

L

The Navy and Marine Corps should take the opportunity now, before starting the design
of new logidic ships, to define and desgn future logigic processes, from the sources of
materid to its ddivery in warfighter-ready condition to nava forces a sea, from the seg,
and over the shore.

The Navy and Marine Corps should learn how to exploit the advantages of standard
shipping containers in supporting nava forces at sea, from the sea, and over the shore.
Containers offer efficiency, control, and security in transporting and handling materidl.
With emerging technology for load planning, content tagging, and shipment tracking,
containers can be transformed from dumps of randomly stowed materie to virtud supply
depots of immediately accessible materid that is warfighter ready.

The Navy and Marine Corps should develop and apply to logistic operations the

emerging information technologies that promise to enable management of processes as

integrated enterprises supporting naval operations.

o Automated making and identification technology to diminate manua input of
critica logidic data;

o Sensors and intdligent software for monitoring logidtic activities (eg., shipments and
maintenance) and for carrying out routine actions automaticaly;

o Displays and software for assmilating, presenting, and making esser to use the vast
quantities of data;

o Modding and amulation, for red-time planning, assessment, and sdection of courses
of action; and
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o Didributed collaborative planning, for rapid coordination of resupply actions among
the supplier, the transporter, and the user.

The Navy and Marine Corps should formulate and commit to a long-term plan-a path of
evolution-to guide technology development, invesment, and fleet implementation of a
dandard integrated, information-based process for maintaining wegpon system readiness.
The plan should give particular atention to current wegpon systems, to infrastructure and
common support needs, to integration of industry capabilities into the process, and to
developing and exploiting the capabilities of the following technologies:

« Integrated digitd weapon system databases,
o Computer-based technicd training;

« Integrated maintenance information sysems that tie together information relevant to a
technician’s task and present it a the point of use in the most usable form,

e Sensor-based diagnogtic and prognostic software; and
« Automated identification, tracking, and control of parts, supplies, and shipments.

VOLUME 9; MODELING AND SIMULATION

Joint Models

1.

It is likely that firs-generation versons of JSIMS and JWARS will not be satisfactory-
even with heroic efforts and even though the products will have many excdlent features.
There will be mgor shortcomings with respect to both content and performance.
Consequently, the pand recommends that the Navy indst that DOD and the program
offices adopt open-architecture attitudes that will promote rather than discourage
subdtitution of improved modules as idess aise from the research and operations
communities, and that they build explicit and wel-exercised mechaniams to ensure tha
such substitutions  occur.

The pand recommends that the Navy advocate an approach to joint-mode development
that has a long-haul view and an associated emphasis on flexibility.

RESEARCH IN KEY W ARFARE AREAS:

Moddling  Theory

1. Multi-resolution modeling, integrated families of models, and aggregation-

2.

disaggregation. Agent-based modding and generdtive andyss. Some of the mogt
interesting new forms of modding involve so-cdled “agent-based sysems’ in which low-
level entities with relaively smple attributes and behaviors can collectively produce (or
“generate’) complex and redidic “emergent” system behaviors.

Semantic condstency. Phenomenologica representations in different smulations need to
interact with one another in didributed smulations. Such interaction is meaningful only
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if the representations are “semantically condgtent,” that is, if there is a shared
understanding of what concepts and data “mean.” This requires commondity of context
and definition (or well-understood trandations).

Advanced Methodologies

1. Characterization of uncertainty. No maiter how careful one is in prepaing for a

amuletion, certain attributes and interactions will have some measure of uncertainty.
Often, uncertainties dominate the problem. Methods to track the propagation of
uncertainties should be developed since they can lead to large uncertainties in the output
of the smulaion. This is a paticular chdlenge in heterogeneous, nonlinear dynamica
systems, where uncertainties in components can interact in nonintuitive and unpredictable
ways.

Exploratory analysis under uncertainty. Running a damulation for one st of fixed
conditions is generdly not satisfactory since there are often large uncertainties throughout

the sysem. Even normd sendtivity andyss on a onevariable-a-atime bads does not
auffice because of interaction effects.

Infrastructure, Tools, and Supporting Technology

L

Intellectual infrastructure. Scientific and engineering disciplines typically have a
mathematical language in which to frame and solve ther problemseg., the use of
caculus for disciplines as diverse as agronautical enginesring and chemidry. In contradt,

there is no widely understood and adopted theoreticd basis for M&S. To some extent,
object-oriented modding (not programming) is helping here, but in practice it usualy

deds with only some of the problems. To hedp create the needed intellectua
infrastructure, the Department of the Navy and DOD should cooperate with industry and

universities in encouraging the development of theory and the promulgeation of standard
texts and case Studies.

2. Object repositories and interface standards to enhance reusability and cornposability.

Object-oriented technology admits the possibility of assembling major parts of
smulations to meet the demands of a particular gpplication from sets of stored objects
representing entities and processes. Redization of this capability requires being able to
manage large numbers of objects and to ensure condstency despite involvement of
multiple developers. Such a capability could reduce costs in smulation development and
dlow flexibility in smulation goplication.

Explanation/traceability capability. This capability applies to dl phases of the
management process. For example, it would hep document the source code with
multimedia techniques so that one could understand the phenomena being represented,
and it would help explain the results of a amulation by displaying the logic tral that led
to the results Redization of this capability would figure centrdly in achieving the
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verification, vdidation, and accreditation (VV&A) of smulations, both in the formd
ne and to the satifaction of individud users.

ASSIMILATING AND ExpLOITING M&S

The Need for Strategic Commitment

1. Basad on the higory of technology assmilation and the specifics of the current Stuation
with respect to M&S, the pand recommends that the Department of the Navy make a
drategic commitment to the success of exploiting M&S. As discussed above, the pane
believes that the appropriate strategy would place consderable emphasis on warfare areas
and cross-cutting modeling chdlenges, rather than ill more emphass on computer and
software technology. To put this more bluntly, if funding tredeoffs are needed within
M&S budgets, then the pand recommends giving higher priority to research improving
model content rather than programming or reprogramming of current models.
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CHAPTER 10.

SEA POWER 2030: CNO Strategic Studies Group (SSG)
Operational Concept

SSG XVII was chdlenged to survey the future drategic environment that the nation might
face, determine how Nava sarvices would best serve the nationd security needs in that
environment, and recommend a way to proceed toward that vison. Key to the vison is the
redization of five trends that dl point to the increasing vdue of the maritime regime.

o Land based forces return to CONUS,

« Redrictions on the use of advance bases.
o RiSng aea denid threst.

o Forward presence (shaping) requirement.
«  Wider variety of response options.

The requirement to be rapidly relocatable, provide a powerful force to blunt or resolve
conflicts, and sudtain itsdf without reliance on fixed forward infrastructures frames the Sea
Power 2030 concept. Sea Power 2030 is an integrated Naval Force that can rapidly project sea
based operationaly decisve power without relying on theater ports and arports.  Two
components of the concept are maritime combined arms and Sea Base 2030.

The maritime combined arms concept provides a congruct in which both forces and fires
maneuver. Maneuver forces would no longer be limited by condraints on the mobility of field
atillery. Navy drikes forces move beyond being merdy an endbler, to become a full combat
am in joint power projection. Strike forces move beyond a supporting role to full participation
and in some cases become the primary participant in an integrated land battle. Forces and fires
that maneuver in concat from the sea, unburdened by land- based logigtic requirements, can
move throughout the depth and breadth of the battlespace, bringing dramatic increases in combat
potential for forces ashore.

The Sea Base 2030 concept gives nava forces the postions from which to project power. As
a base of operations, it is where the commander can synchronize al his effects. He can project
power, maneuver, regenerate and resupply, maintain an operaiona reserve, and provide theater
protection. Not a fixed location, it is fully mobile and re-configurable. The Sea Base provides
the volume and precison of fires and the effects of fires to have an operationd impact deep
inland and to support tacticd maneuvering forces across an expanded battlefield. The sea base
aso provides sustainment ashore and afloat and is a haven for force recovery and recondtitution.
It's a new naval operationd art that dlows the conduct of the land campaign from offshore. The
focus is far less on the holding of territory, but on mobility and a networked distribution of assets
to exert control and project power throughout the battlespace. The Sea Base highlights the
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deficiencies of land based campaigning today and the opportunities in Navad Campaigning
ashore tomorrow.

The tenets of Sea Power 2030 ae that the force is sdf-enabled, drategicdly and
operationally mobile, not rdiant on thesater ports or airfidds, and possesses operationdly decisive
power. The force is sdf-enabled by its sdf-contained total force package of sensing, C2, troops,
fires, and susanment. This maritime force is connected to and enhanced by nationad systems
and the other military Services. It is a joint force with an important didinction it is not
dependent on other forces. It brings a sufficient amount of each cgpability to operae effectively.
It contains the command structure and equipment that make it the logica choice to be the Joint
Force Commander’s command post. The maitime force is drategicdly and operaiondly
mobile, going where it needs to go, and moving when required. It is a force that can relocate
within a theater of operaions, or between theaters using the sea as a means of trangport and
sanctuay. The maitime force is not dependent on prepostioned equipment. Reather, it is
deployable and sustainable without reliance on locd infrastructure. If required, it can be
supplied directly from CONUS. Themaritime force will focus on both the tactica and
operationdl levels of war. The SSG conceved and gamed a sysem of combat capabilities
aufficent to have a decisve, sometimes terminating impact on a wider range of contingencies
than nava forces can accomplish today.

The operationa dructure is in two echelons, the forward deployed force (FDF), and the main
nava force (MNF). The FDF is the firs response force and contains a significant warfighting
potentid. FDFs are deployed with an expanded ability to shape their operating environment, are
fully connected to the MNF and to dl joint/nationa assets. The FDF is a tailored/scaleable force
that assures access, and is capable of supporting alies and neutras. In peace, the FDF serves as a
conventional presence and deterrent force. It possesses the means to collect and distribute
information, thus demondrating resolve and commitment to friends and dlies. It has a shaping
cagpability. In crigs, the FDF is the firs U.S. dement to establish Stuational awareness, defend
itself and support dlies with assured defense (eg., theater ar and bdlisic missle defense as
examples). In war, the FDF ensures theater access and establishes the sea base in preparation for
arriva of the MNF as needed.

The MNF that follows is ready, expeditionary in focus, can quickly deploy, and is
committable upon arivd. Able to generate employment options a a higher threshold because of
its readiness podure and integrated dtaff, the MNF may deploy without committing to a single
misson. The MNF is the force that answers the requirement to have direct and decisve impact
on events ashore.  The MNF is built around a capable MAGTF with maritime combined arms,
sea based aviation and fires, and logistics support. Its ships will be the bases from which
Marines will project power ashore, return when required, and recongtitute for follow-on
missons. Speed of regponse is not just measured in travel time. Of primary importance are not
just how quickly the forces can deploy, but rather the speed a which capable, sustainable forces
can deploy and be employed. When this force, supported by the sea base, is committed, it is the
force tha makes the littord nava campaign a redity. In peace, the MNF is a reservoir of forces
for FDFs. A proving ground for equipment and tectics, the MNF is connected to FDFs for
Stuationd awareness. In criss, the MNF is ready to respond upon ariva with mature combat
comittable forces capable of influencing the land battle through multiple options and effects. In
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war, it brings operaiondly decisve power to the thesater, fighting and supported from the sea
utilizing the maritime combined ams approach to warfighting. Findly, the FDF and MNF can
both serve as the core force and gaff for the surge of follow-on joint forces.

The SSG defined the battlespace functions (command and control, inteligence, movement
and maneuver, fires, logigics, and force protection) in terms of new, supporting congtructs.
Together these redefined operational functions enable the conduct of Sea Power 2030. They
must be taken together to give the nava commander of the future the means to plan, conduct and
sugtain military actions across an expanded range of military options focusng on the land fight.

Sustainment Battlespace
Knowledge

SEA POWER
2030

Force
Protection
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Command and control will be addressed in terms of a new organizationa Structure.
Intelligence will be described in terms of obtaining beattlespace knowledge. The expandon of the
Sea Base 2030 addresses the logistics battlespace function. Fires and maneuver are combined.
Findly, force protection is discussed in terms undersea warfare in the littord.

C2/Decisions. The SSG proposes a flat, adaptable naval organization. Changes in the
Navy's operational concept dong with the implications to the command and control of an afloat
sf-sudaning force capable of decisve impact degp inland will fundamentdly dter the
character and conduct of future military operations. The Department of the Navy brings to the
table unique qudities and capabilities of a maritime and expeditionary superpower. A Sgnificant
characterigtic of this force is the full integration of the Navy/Marine Corps team. It is a single
unified organization at the operationd, staff, and command levels. These two forces work as a
truly integrated operationd team and not as two separate entities. All the assets are fully shared,
intermeshed, deployed and employed for a single purpose.

The organization will become flat because of three key factors need for speed in decison-
making, cgpabilities didributed throughout the force and continud improvements in information
technology. Growth in the capability of decison support sysems and capecity of information
flow on the ‘net’ will abolish the need for middle management and dlow for a grester oan of
control.  The dimination of the middle layer will permit the commander and his staff to be closer
to the source of information - with fewer layers through which the information must pass The
result is the combining the current day aircraft carrier battle group (CVBG), amphibious ready
group (ARG) and Marine expeditionary unit (MEU) gaffs into one integrated Navy and Marine
Corps operationd daff. This yidds a very flat organization.

Sea Power 2030 will revolutionize warfare as we know it today. Its flat, adaptable, Nava
organization operaing with decison support sysems in a fully netted environment will leed this
force of the future,

Example
FDF Organization
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Battlespace Knowledge. Baitlespace knowledge is more than displaying a common uniform
picture of the battlefidd. It is having a clear picture of the thester with equa understanding
among the warfighters. It is visudizing both friendy and enemy force laydowns knowing what
they are doing, knowing what they are capable of, and most importantly, what they intend to do.

Findly, battlespace knowledge is the ability to make rapid combat decisons with gresater
certainty then was possible before.

The SSG bdieves that current operations are characterized by:
o No common depiction or understanding.

o Incomplete view of battlespace.

o Inefficient dlocation of resources.

« Uncertanty.

e Untimdy informaion exchange

o Poor assmilation of non-organic sources.

o Low confidence in exiging systems.

The SSG bdieves that shared and equa knowledge is not avalable ether within our
battlegroups or throughout the fighting forces. Additiondly, the SSG dates that our ability to
rapidly assmilate intelligence data from non-organic sources and integrate it with our own
sensor data is virtudly nonexigent. The goa is to provide, a common red-time, integrated
picture of the battlegpace to dl th